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Abstract

In this paper we report on the use of a new method
for quality assurance of safety-critical software in
aerospace applications. The power and thermal con-
trol unit (PTC) of the X-ray satellite “ABRIXAS”, de-
veloped by OHB System GmbH, Bremen, was anal-
ysed with this new formal method. On the basis of
formal specifications we automatically generated and
executed test sequences for the reactive behaviour of
the controller. We checked the full functionality of
the PTC, including real-time and hybrid properties,
user interaction, stress- and long-term behaviour,
and fault tolerance. Our tool VVT-RT generated an
extensive coverage of test sequences for these prop-
erties. The tests were then automatically performed
and evaluated, using the original hardware in a simu-
lation environment. Due to the universality of VVT-
RT, only little effort was necessary to set up the in-
terfaces. Thus, even though we achieved a higher
test coverage, the overall costs of the validation were
much lower than with comparable methods.

1 Software Quality Assurance

In most high-tech products software quality is the de-
cisive factor for success. Especially in safety critical
applications software bugs can cause immense costs.
Therefore, it is important to develop methods and
tools to ensure the correctness of control software. In
recent years, new formal methods have been devel-
oped to increase dependability and reduce the over-
all software design costs. We applied these methods
successfully to several non-trivial industrial projects
such as train control systems [AD 97, HP98], fault-
tolerant aerospace computers [But 97, But 99], cellu-
lar phones [Sch 98] and airplane communication sys-
tems [HP 95]. In this paper we report on the au-
tomatic testing of an embedded satellite controller
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based on formal specifications.

Conventional software quality assurance comprises
version and configuration management, requirements
coverage and code inspections, metrics and cod-
ing standards, static and dynamic analysis, capture-
replay testing, structural testing and simulation. Al-
though these methods can help to reduce the num-
ber of program bugs, they are not sufficient to en-
sure correctness. Using conventional methods, a cer-
tain amount of software errors is inevitable. Usually,
software is thus delivered as “beta-version”, with fre-
quent updates and bugfixes.

For safety-critical systems such a procedure is not
acceptable. In most aerospace applications it is not
feasible to produce a “beta-version”: after takeoff
all subsystems must function immediately and cor-
rectly. Analysis and correction of program errors
during flight are impossible or induce a high risk.
Even “small bugs” can cause experiment faults or
even a loss of mission. Therefore, correctness is an
important design criterion.

In addition to the above standards a further increase
in dependability can be achieved by formal meth-
ods in software design. For some time, mathemati-
cal calculi have been proposed for the logical analy-
sis of programs. Until recently, use of these calculi
had been limited due to their inherent complexity.
By improvement of algorithms and data structures,
however, 1t is now possible to apply formal methods
to programs of industrial size. For embedded sys-
tems and control software automated testing turned
out to be a promising approach.

In this approach logical specifications of the be-
haviour of the system and its environment are used
to automatically generate test sequences. The com-
plete embedded system (hard- and software) is tested
with these sequences. A test driver creates inputs
for the system, while a test oracle checks the cor-
rectness of the system’s outputs. In contrast to the
usual test-script approach, further continuation of
each test 1s determined by these outputs and by pre-
viously tested sequences. A test monitor guarantees
that all relevant test sequences are covered. Since
the method is completely automatic, a test cover-



age can be achieved which is much higher than with
conventional testing.

In this paper we report on the use of this new method
in an aerospace application. A satellite control unit
was analyzed. The full functionality of the controller
was checked, including real-time and hybrid prop-
erties, user interaction, stress- and long-term be-
haviour, as well as fault tolerance. To our knowl-
edge, there are no documented applications of meth-
ods covering a similar extensive range of properties.
This article is the first report on the application of
our testing method in aerospace projects.

The paper is organized as follows: First, we give
a short description of the ABRIXAS satellite power
and thermal control (PTC), and of the power sys-
tem check out equipment (Power-SCOE). Then,
we describe the testing tool VVT-RT (Validation,
Verification and Test of Real Time Systems) and
its connection to the Power-SCOE. In the main part,
the development of formal specifications from the re-
quirements document is demonstrated with several
examples. Finally, the testing results and experi-
ences during the project are presented.

2 Project Description

The ABrixas X-ray satellite is built by OHB-System
GmbH, Bremen, in cooperation with various scien-
tific laboratories in Germany. Its mission is the first
complete scan of the sky in the medium energy X-ray
range up to 10 KEV. The system consists of several
modules: bus control, attitude control, camera con-
trol, and power and thermal control. The design is
highly redundant, each hardware component having
at least one backup. Even the software is multiply
loaded into different storage areas. However, this
gives only protection from hardware-faults; correct-
ness of the software is of equal importance. For ex-
ample, a bug in the battery charge algorithm within
the power and thermal controller could gradually re-
duce the capacity of the battery and thus eventually
lead to a loss of the satellite. Therefore, extensive
application of quality assurance methods was neces-
sary in the construction of the software.

The automated testing tool VVT-RT was developed
by Verified Systems International GmbH, Bremen, in
cooperation with the Bremen Institute of Safe Sys-
tems (BISS) within the Center for Computing Tech-
nology (TZI) at Bremen University. This paper re-
ports on the use of VVT-RT in aerospace projects.
It describes the analysis of the ABRIXAS Power and
Thermal Control unit (PTC) with this formal tool.

2.1 The ABRIXAS-PTC

The main task of the ABRixas—PTC is to guaran-
tee power supply of all active consumers. During
the sun phase the energy is generated by the so-
lar strings; during the shade phase the battery is
used as a power source. The PTC has to control dis-
charge and recharge of the battery. It further influ-
ences power supply and temperature of various com-
ponents (e.g., battery, mirror system, camera, atti-
tude control, antennas). Another task is the central
acquisition of a significant number of electrical and
thermal data, and their transmission to the tracking
station at GSOC. An overview on the components
controlled by the PTC is given in Fig. 1.
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Figure 1: Environment of the ABRIXAS-PTC

The PTC is realized as a separate box consisting of a
motherboard (PTC controller, PTCC) with several
additional cards for data acquisition, energy distri-
bution etc. The PTCC holds a standard (space ap-
proved) 80C31 processor, which can access data from
all other cards via a digital bus. The additional
cards consist of special circuitry to record voltage,
current, pressure and temperature of various parts
of the satellite.

The PTC software is coded in C and Assembler. Tt is
configured with a set of tables written into the ROM.
Input of the PTC are approximately 260 signals, i.e.
analog measured data. The PTC controls approxi-
mately 100 switches via the bus, and 70 open collec-
tor wires. It can receive approximately 20 different
types of telecommands from the ground station, and
transmit error and diagnostic reports. Furthermore,



it has the possibility of latch-up control via the bus,
and can communicate with the second (redundant)
PTC. Fig. 2 gives an overview of the PTC interfaces.
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Figure 2: Interfaces of the ABRIXAS-PTC

The PTC software consists of approximately 36 mod-
ules. A typical control task is to keep the temper-
ature of a mirror system within a constant interval
around 20°C. Another task is to control the charg-
ing of the battery during the sun phase, until the
amount of energy discharged during the preceding
shade phase is recharged and a certain battery pres-
sure is reached. Since the hardware is highly redun-
dant, this specification has to be satisfied even in
case of certain hardware faults.

2.2 The Power-SCOE

For the purpose of testing the PTC the so called
Power-SCOE  (Subsystem Check-Out Equipment)
was built by OHB. The Power-SCOFE consists of the
following components:

e Battery simulator (adjustable power supply)
e Consumer simulators (adjustable power sinks)

e Solar generator simulator, produced by Hewlett
Packard

e COSMI-PC to compute the simulation values

e Extenderboard between PTCC and data acqui-
sition cards

o ADMEG-PC for generating and measuring data
A Dblock diagram of the Power-SCOE is given in
Fig. 3.
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Figure 3: The ABRIXAs Power-Subsystem Check
Out Equipment

available for testing. Furthermore, this allowed us
to simulate arbitrary charge states without actually
charging the battery. In this simulation it was pos-
sible to mark single battery cells as being defective.
The charge state is detected by the PTC via two
pressure sensors attached to the battery, and by its
temperature. The respective pressure- and tempera-
ture values were generated by the COSMI-PC in the

simulation.

Within the satellite there are approximately 35
power consumers, which generate a variable load.
These include heaters, transmitters, receivers, bus
controller, etc. In a first simulation the ABRIXAS
consumer were implemented in software; later these
were replaced by a hardware implementation with
resistors and capacitors.

The solar array simulator is an adjustable power sup-
ply manufactured by Hewlett Packard for simulation
purposes. It emulates the exact behaviour of a real
solar generator. In our project it simulated the 11
solar strings of the satellite. Parameters were the
percentage of current and voltage in dependency of
solar radiation, summer or winter time, age of the
strings and possible string faults.

The COSMI PC calculated the battery simulation
values and replaced the bus controller of the satellite,
which is responsible for switching of switches and
for telemetrics and telecommunication. The current
position of all switches, the analog measured values
and the PTC configuration data could be displayed
and manipulated via this PC. Tt communicated with
the ADMEG by a IPX data channel and with VVT-
RT by 10BaseT TCP/IP connection.

The ADMEG PC sampled the analogue signals in
real time and transmitted them to the PTC via the
extender board. The test system was able to manip-
ulate every single of these values. Data which were



not available from hardware- or software simulations
were generated by VVT-RT on the basis of a formal
specification of the environment. Therefore, the re-
action of the PTC to unusual signals could be tested
by substitution of regular data with faulty values.
This way, a complete simulation of normal and ex-
ceptional behaviour of all environment components
could be realised.

3 The Tool VVT-RT

The automated testing tool VVT-RT is based on
the testing theory by M. Hennessy [Hen 88] and the
formal spezification language CSP (Communicat-
ing Sequential Processes) of C.A.R. Hoare [Hoa 85].
The current version uses the verification tool FDR
(Failure-Divergence-Refinement) of Formal Systems,
Ltd. [FDR 94]. A modern introduction to CSP and
FDR can be found in [Ros 98].

VVT-RT realises a fully automatic execution of the
following activities:

e test case generation
e test execution and monitoring

o test logging and evaluation

For the tests, the requirements document was trans-
lated into a logical description of target system and
environment. From this formal specification VVT-
RT generates a large number of test cases, which are
executed by providing a stream of inputs and moni-
toring the corresponding outputs of the target. The
architecture and structure of the target is completely
hidden for VVT-RT, thus the complete system (hard-
ware, software and their connection) is tested. The
testing theory guarantees a coherent test coverage:
since all possible execution sequences are considered,
the testing procedure converges to a proof. Spec-
ifying the properties to be tested is the only hu-
man activity, the rest of the testing process is com-
pletely automatic. Therefore, a test coverage can be
achieved which is far beyond conventional possibili-
ties. From the generated protocols it is easy to locate
and correct errors in the system; the additional ef-
fort for regression testing is minimal. Application ar-
eas for this new method are process control systems,
firmware, programmable logic controllers, communi-
cation protocols, fault tolerant computing systems
and embedded real time systems.

VVT-RT is available on all UNIX-platforms and can
communicate with the system under test via all stan-
dard interfaces (serial, parallel, ethernet etc.). If the

target does not provide a standard interface, usually
it is not much effort to build a driver realising the
communication. For time critical applications VVT-
RT can be distributed onto several machines; this
way, a potentially arbitrary execution speed can be
achieved. It is planned to integrate a Java module
for the internet, which allows to execute long dis-
tance tests on remote targets.

The principal components of VVT-RT are shown in
Fig. 4 [Pel 96a]. Subsequently, we explain each com-
ponent with the present application.

CSP specifications

VVT-RT v %

Test oracle

Test generator

e |

Test driver > Test monitor

A A A

Target system

Figure 4: The testing system VVT-RT

The use of VVT-RT in other areas is described
in [Pel 96b] and [AD 97]. In our project, a K6-
200 PC was connected via standard ethernet with
the COSMI-PC of the Power-SCOE. Licence terms
forced us to generate the FDR-dependent parts of
the tests on a Solaris workstation. We then trans-
ferred the data to the VVT-RT PC, which executed

and evaluated the tests under Linux.

From the formal specification of system requirements
VVT-RT’s test generator uses FDR to generate a
transition graph. This graph represents admissible
steps of the target system. FEach transition is as-
sociated with an abstract event. In contrast to CSP
input- and output-events are distinguished. Example
events are the sending of a message on the serial port,
a switch command issued on the bus, or the change
of the voltage on an open collector wire. From these
the event mapping library generates abstract output
events which are sent to VVT-RT. In the other di-



rection, certain abstract input events in the specifi-
cation influence the behaviour of the target system.
Examples are the modification of analog sensor read-
ings, the sending of telecommands to the PTC and
the control of the hardware simulators. Each of these
input events is mapped into corresponding actions at
the input interfaces of the target system.

In order to execute the test, the test driver com-
ponent of VVT-RT selects abstract events according
to the current state and possible transitions in the
transition graph. The corresponding action is passed
on to the target system and may lead to a reaction.
VVT-RT changes the current node in the transition
graph accordingly and checks whether the observ-
able reactions are admitted by the specification at
that time. If this is not the case, or if an unexpected
event occurs, the test oracle reports a failure. In
contrast to conventional tools for functional testing
we are testing reactive real time behaviour: it might
be possible that a single input causes a chain of out-
puts, or that some output requires several inputs at
specific times.

The test monitor guarantees that the coverage is
strictly increasing. In any given state it selects an
appropriate input according to the coverage strategy.
Therefore the degree of reliability increases with each
test: theoretically, each combination of events in the
transition graph is tested at some time.

In reactive systems, which in general are nontermi-
nating, each admissible execution is infinite. There-
fore, in the present application the tests were initi-
ated and executed “on the fly”, during continuous
operation of the PTC. Thus, several properties and
stress and long term behaviour could be tested in the
same test run.

4 Requirement Specification

In order to formally specify the system requirements,
we first identified and classified properties describing
the complete capacity of the system. Each of these
properties corresponds to a class of functionalities to
be tested. There were three groups of requirements:

e requirements for switching functions,
e requirements for the energy control, and
e requirements for the thermal control.
As an example for a switching requirement we men-

tion the telecommand to turn a consumer on or off.
This command is delivered to the PTC via the bus

controller. The PTC checks the command for syntac-
tical and semantical consistency. Usually, in order to
turn a consumer on, several switches have to be tog-
gled. The PTC executes the command by putting a
sequence of appropriate signals onto the bus. It then
checks via voltage and current sensors whether the
operation was correctly performed, and sends an ac-
knowledgement or error message to ground control.
A simple switching requirement is given in Fig. 5.

At any given moment, it is possible to send
telecommands for turning any consumer on or off.
All switching operations neccessary to activate
or deactivate this consumer must be performed

within a given time constant T_Swtch_Consumer.

Figure 5: Requirement for Switching Functionality

An example requirement for the energy control is the
central part of the battery charge control. The satel-
lite battery is highly delicate and must be charged
and decharged according to certain manufacturer in-
structions. Charging is done in two phases: main
charge and supplementary charge. During main
charge it is important to quickly recharge the bat-
tery with a high current, while during supplementary
charge the average pressure and temperature of the
battery influence the charging. The requirement for
the main charge phase is given in Fig. 6.

During the sun phase the battery is charged with
a charge current of I_Charge, until the amount
of energy consumed during the last shade phase
is recharged, and the minimal absolute pressure
P minabs is reached or the sun phase ends.

Figure 6: Requirement for the Energy Control

A third example is the requirement for the thermal
control of the CCD camera. The PTC has to reg-
ulate the temperature with electric heat pads, such
that it is as stable as possible; in any case it must
remain within a certain interval. In Fig. 7 the nor-
mal behaviour is described. This simplified require-
ment could be implemented with a simple hardware
switch. The complete requirement, which includes
the desired behaviour in case of hardware faults
and insufficient power supply, requires a nontrivial
switching logic and is beyond the scope of this pa-

per.

In order to automatically generate a (usually very
large) number of test cases and test data from these
requirements, we formulated them in the specifica-
tion language CSP. Although some expert knowledge
is required to write such formal specifications, the



The temperature of the CCD camera is always
within fixed bounds. If the camera is turned on,
its heater must be deactivated. If the camera
is turned off, the following rules apply: If the
temperature of the CCD is less than H_.CCD_opt-
H_CCD_tol, the corresponding heater is switched
on. If the temperature of the CCD is greater than
H_CCD_opt+H_CCD_tol, the corresponding heater
is switched off.

Figure 7: Requirement for the Thermal Control

process is comparable to programming in a high level
programming language and could be done by system
engineers. First, the interfaces of each requirement
were listed in a systematic way. Then dependen-
cies between interfaces were located and the require-
ments were grouped in several classes. For each ana-
log channel bounds were defined, such that the trans-
gression of these bounds leads to the generation of an
event. The event mapping library was programmed
and the communication software connecting VVT-
RT to the Power-SCOE was implemented.

SPEC = ( SWITCHCONS [|{| Tau_nextTC [}|] TCTIM )
|1l TIMCHK

SWITCHCONS = Tau_nextTC -> (
(Com_PYRO_PWR_CONS_ON -> setTimSwt

=> Swt_BS_ON_MAIN_ON -> Swt_PYRO_PRE_MAIN_ON
=> Swt_PYRO_PWR_MAIN_ON -> resTimSwt
-> SWITCHCONS)

|~ (Com_PYRO_PWR_CONS_OFF -> setTimSwt
=> Swt_PYRO_PWR_MAIN_OFF -> resTimSwt
-> SWITCHCONS)

=1 ...

TIMCHK = elaTimSwt -> errorSwitchTimer -> TIMCHK

TCTIM = Tau_nextTC -> setTimTick -> elaTimTick
-> TCTIM

Figure 8: CSP-code for the requirement in Fig. 5

Then the requirements were formalised in CSP. As
examples we give the CSP code for the above require-
ments. Fig. 8 shows part of the formulation of the
requirement in Fig. 5. The formal specification SPEC
consists of three parallel subprocesses SWITCHCONS,
TIMCHK and TCTIM. Process SWITCHCONS nondeter-
ministically chooses a consumer to be turned on or
off. (In the figure, we only display the consumer
PYRO which is used to open the cover of the mir-
ror system.) The process then generates an event
Com_PYRO_PWR_CONS_ON or Com PYRO_PWR_CONS_OFF,
which is translated by the event mapping library into
an appropriate telecommand for turning the pyro on
or off. Then a timer TimSwt is activated which su-
pervises the required time bound T_Swtch_Consumer.

For turning on the pyro, the PTC has to switch
the three consecutive switches Swt_BS_ON MAIN_ON,
Swt_PYRO_PRE MAIN ON and Swt_PYRO_PWR_MAIN_ON.
Process SWITCHCONS waits for the corresponding
events. If they arrive in time, it resets the timer
TimSwt. To turn the pyro off it suffices to switch
Swt_PYRO_PWR_MAIN OFF. All tests are done in an
endless loop, which is realised by a recursive call.
Process TIMCHK is executed interleaved with process
SWITCHCONS. If the timer TimSwt elapses, VVT-RT
generates the event elaTimSwt which is delivered to
this process. In this case, it generates an appropri-
ate error event errorSwitchTimer for the test ora-
cle. This way, it is possible to detect timing errors
without stopping or restarting the PTC.

First experiments with this CSP code revealed that
the PTC could not satisfy the requirement. The
reason was that the test system generated telecom-
mands too quickly. As soon as a switch was toggled
by the PTC, the test system without delay asked
for the next consumer to be switched. Sometimes
the PTC failed to notice these commands. In real-
ity, where commands are emitted from human op-
erators at ground control, it is reasonable to as-
sume that such a frequency of commands can not
be reached. Therefore, the informal requirement
that “at any given moment” telecommands must be
accepted was supplemented. We assumed that at
most one telecommand per second 1s sent. In the
CSP specification, this assumption is realised by an
additional timing process TCTIM, which is synchro-
nized with process SWITCHCONS via the internal event
Tau_nextTC. It delays the sending of new commands
by the assumed bound. With this modified specifica-
tion, the PTC was fast enough to pass the switching
tests.

CHARGECONTROL = Tau_SUN_ON -> setTimChargeControl
-> MAINCHARGE (false, false)

MAINCHARGE (Pressure0K, Recharged) =
(Evt_I_BATT_MAIN_IS_I_Charge
-> resTimChargeControl
=> MAINCHARGE (PressureOK, Recharged))
[1 (elaTimChargeControl -> errorChargeControl
=> setTimChargeControl
-> MAINCHARGE(PressureOK, Recharged))
[1 (Evt_I_BATT_MATN_TSNOT_I_Charge
=> setTimChargeControl
-> MAINCHARGE (Pressure0K, Recharged))
[1 (Evt_P_BATT_PRESS_1_0K ->
if Recharged then SUPPLEMENTARYCHARGE
else MAINCHARGE(true, Recharged))
[1 (Evt_Recharged ->
if PressureOK then SUPPLEMENTARYCHARGE
else MAINCHARGE(PressureOK, true))
[1 (Tau_SUN_OFF -> DISCHARGECONTROL)

Figure 9: CSP-code for the requirement in Fig. 6



Fig. 9 shows the formalisation of the requirement for
the main charge phase of the power control. Charg-
ing starts with the main charge phase as soon as the
sun rises. Within the time bounds defined by timer
TimChargeControl the PTC has to adjust the charge
current to the value I_Charge. Whenever this value
is reached (within a certain precision) VVT-RT gen-
erates the event Evt_I BATT MAIN_IS I Charge. If
process MAINCHARGE receives this event before timer
TimChargeControl elapses, it resets the timer; if the
timer elapses before the required charge current is
reached a test error is signalled. If during main
charging the charge current leaves the specified pre-
cision range around I_Charge due to switching oper-
ations, the timer 1s set again.

It is required that main charging continues until the
amount of energy discharged during the last shade
phase is recharged and the minimal absolute battery
pressure is reached, or until the sun phase ends. In
our CSP encoding of this requirement, the state vari-
ables “recharged” and “pressure O.K.” are realised
by boolean parameters of the process MAINCHARGE.
The event Evt_P BATT PRESS_1 0K is generated by
the test system whenever the required pressure range
is reached. If this event reaches the process where
the state variable Recharged is false, then the PTC
should still be in the main charge phase. If the pro-
cess 1s in state Recharged, then the supervision of
supplementary charge begins. The test system gen-
erates the event Evt _Recharged if the integral of the
charge current reaches the integral of the discharge
current during the last shade phase. This way, arbi-
trary complex hybrid properties can be tested. The
CSP code for the main charge is given in Fig. 9.

For conciseness, the formalisation of the requirement
for the CCD camera thermal control is just sketched
here. The temperature of the camera is simulated
by an algorithm which runs in parallel with the test
system. The CSP processes in Fig. 10 describe both
the behaviour of the environment upon activation
or deactivation of heat pads, and the required be-
haviour of the CCD heater control algorithm. Inter-
nal events (starting with Evt_) are used to synchro-
nise the test system with the temperature simulation
algorithm. For example, whenever at least one of
both heaters (main or redundant) is active, the simu-
lation has to choose a temperature curve which mod-
els the warm up of the camera (Evt_warmer). Sim-
ilar to above, VVT-RT checks that certain bounds
are respected. For example, if the first upper limit
(H.CCD_opt + H_CCD_tol) is reached, the simulation
component generates the event Evt warm. In this
case, the specification requires the deactivation of
both heat pads within a certain time. Since the tem-
perature should always stay within certain bounds,

ED = TC2_CCD(ok,false,false)

-- 1st parameter: temperature state, initially o.k.
-- 2nd parameter: heater MAIN state, initially off
== 3rd parameter: heater REDU state, initially off

-- Thermal Control Testcase2, Inneril
TC2_CCD(temp ,main,redu) =

Swt_CCD_HEAT_MAIN_ON -> Evt_warmer
-> TC2_CCD(temp,true,redu)

[1 Swt_CCD_HEAT_REDU_ON -> Evt_warmer
-> TC2_CCD(temp,main,true)

[1 Swt_CCD_HEAT_MAIN_OFF ->
(if (not redu) then Evt_colder -> SKIP
else SKIP);
TC2_CCD(temp,false,redu)
[1 Swt_CCD_HEAT_REDU_OFF ->
(if (not main) then Evt_colder -> SKIP
else SKIP);
TC2_CCD(temp,main,false)

[] Evt_too_warm -> errorTooWarm -> setTimil

-> TC2_CCD(temp,main,redu)
[] Evt_warm -> setTiml -> TC2_CCD(warm,main,redu)
[1 Evt_ok -> resTiml -> TC2_CCD(ok,main,redu)
[1 Evt_cold -> setTiml => TC2_CCD(cold,main,redu)
[] Evt_too_cold => errorTooCold -> setTimil

-> TC2_CCD(temp,main,redu)

[1 elaTimi
-> if ( (temp==warm and (main or redu))
or (temp==cold and (not (main or redu))))
then (errorTooLate -> setTiml
-> TC2_CCD(temp,main,redu))
else TC2_CCD(temp,main,redu)

[] Swt_EXP_PWR_MAIN_ON
-> ( (Swt_CCD_HEAT_MAIN_OFF
-> Swt_CCD_HEAT_REDU_OFF -> SKIP)
[1 (Swt_CCD_HEAT_REDU_OFF
-> Swt_CCD_HEAT_MAIN_OFF -> SKIP));
Evt_constOK -> TC2_CCD_ON(main)
[1 Swt_EXP_PWR_REDU_ON
=> (  (Swt_CCD_HEAT_MAIN_OFF
=-> Swt_CCD_HEAT_REDU_OFF -> SKIP)
[1 (Swt_CCD_HEAT_REDU_OFF
-> Swt_CCD_HEAT_MAIN_OFF -> SKIP));
Evt_const0K -> TC2_CCD_ON(redu)

TC2_CCD_ON(MAIN_REDU) =
Swt_CCD_HEAT_MAIN_ON -> errorHeaterOn
-> TC2_CCD_ON(MAIN_REDU)
[1 Swt_CCD_HEAT_REDU_ON -> errorHeaterOn
-> TC2_CCD_ON(MAIN_REDU)

[1 Swt_EXP_PWR_MAIN_OFF ->
(if (MAIN_REDU==main)
then (Evt_colder -> TC2_CCD(ok,false,false))
else TC2_CCD_ON(MAIN_REDU))
[1 Swt_EXP_PWR_REDU_OFF ->
(if (MAIN_REDU==redu)
then (Evt_colder -> TC2_CCD(ok,false,false))
else TC2_CCD_ON(MAIN_REDU))

Figure 10: CSP-code for the requirement in Fig. 7



the event (Evt_too_warm) is generated whenever the
upper bound is reached and leads to a test error.

The temperature control should only be active when
the camera is off. If the camera is turned on
(Swt_EXP_PWR_xxx_ON), then the waste heat suffices
to warm it. Process TC2_CCD_ON checks that in this
case the heat pads are never on. Event Evt_const0K
causes the simulation to assume that the tempera-
ture of the operating camera is constant.

5 Results obtained with Auto-
mated Testing

The CSP test procedures were automatically exe-
cuted by the test driver with the above configuration.
The test results could both be interactively compared
to the expected results and automatically evaluated.
Since the whole testing process is completely auto-
matic, a test coverage and cost efficiency could be
achieved which vastly improves conventional meth-
ods. The main efforts in our approach were the adap-
tation of the TCP/TP based communication protocol
to the specific formats used in the ABRIXAS project,
and the exact formal coding of the system require-
ments.

A specific problem in the latter respect was that
in some cases the required behaviour of the PTC
was not yet defined. For example, the reaction to
some combination of hardware faults was unspeci-
fied. Many of the problems we found in the initial
phase were due to such incomplete specifications and,
resulting from that, unpredictable control behaviour
of the PTC. A feedback process with the system de-
signers led to the documentation of requirements and
an overall improvement of the implementation.

Small bugs were found in table entries and conflicting
versions of the configuration data. An example is a
wrong entry in a table which concerned the number
of switches to be activated for opening the cover of
the camera with the pyro. Thus, when executing
the command to open the cover, only one of two
necessary switches was toggled; therefore, additional
user interaction would have been necessary to start
the experiment.

We also found problems in the C code of the PTC
software. For example, a wrong sign in the state-
ment calculating the necessary charge duration had
as consequence that the difference between discharge
and recharge amount was always negative. Thus, in
contrast to the above specification, the minimal ab-
solut battery pressure was the only criterion for the
charging. In case of a fault of the pressure sensors

there was no redundant way to determine the neces-
sary charge duration.

Furthermore, an incompatibility between hardware
and software was revelead: The software to store
updated parameter tables or new software in the
E?proms during the mission was too fast for the
hardware. Although the software timinig was cor-
rect with respect to the specificiation of the E?proms,
the actually written bytes where sometimes differ-
ent from the source. It turned out that the em-
ployed E’proms did not meet their specification;
the necessary delays between consecutive write com-
mands were longer than expected. This error demon-
strates the importance of hardware-in-the-loop test-
ing at system level even if the software is proven to
work correctly: The communication between hard-
ware and software might introduce new problems.

Systematic testing thus mainly discovered prob-
lems in the exceptional behaviour, which “normally”
never occurs. Such problems can not be detected by
more conventional testing and debugging methods.
For safety critical applications it is required that the
systems is reliable even in unforeseen circumstances.
Here, our method can be succesfully applied.

Since there was a close cooperation between devel-
opment and testing team, most problems could be
immediately solved. Incomplete specifications were
updated in the requirements document and immedi-
ately changed in the formal specification. Since the
testing was completely automatic, regression tests
could be performed for the improved software after
compilation and loading without further efforts.

In summary, the use of the tool VVT-RT in the
ABRIXAS project was very successful. In the
meantime, we applied our method to other sys-
tems: the DASA fault-tolerant computer FTC in
the DMS-R project for the international space
station[UKP 98], the ATRBUS cabin communication
system director[PZ 99], a fail safe data transceiver
for South African Railways[Sch 99], and others. Our
experiences are that an early use of formal meth-
ods, already during the design and analysis phase
of a project, is most promising. Besides improve-
ment of overall design quality, the formalisation of
system properties allows to use various development
and analysis tools. Amongst these, the automatic
testing method presented in this paper has the po-
tential to become a standard method for quality as-
surance in aerospace applications.
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