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Chapter O

Introduction

This book is about bugs. More specifically, it is about software bugs and
ways to find or avoid them. We use the term software in a very broad sense:
it refers to any man-made unambiguous description of some technical or
real-life task. For example, a sequence of machine instructions, a message
sequence chart, a gate-level diagram of some chip-layout, or a genetically
engineered DNA sequence are all software systems. In our world, software
is ubiquitous. It is the driving force in most innovations. Many functions
formerly performed by elaborate hardware devices are now implemented in
software. Therefore, software is becoming more and more complex. Up
to 90% of the development cost of a typical embedded system is due to
the control software. Usually, many people are involved in the design of a
complex software system, and there are many stages in the design process.
Because of this complexity, software is notoriously error-prone. In general,
each difference between the intended or anticipated and the actual, observ-
able behavior of a software system is an error. Errors can occur due to the
wrong formulation of intuitive ideas, due to misunderstandings between peo-
ple about interfaces, due to wrong assumptions about the used formalisms
and machinery, and many more reasons. It is estimated that not a single
complex software system today is completely error-free. In contrast to other
engineering products such as bridges or automobiles, it is not possible to
build software with a tolerance threshold for bugs: a single wrong character
can cause a whole complex software system with millions of lines of code to
fail. There are no well-established mechanisms which could guarantee that
a system is robust against an arbitrary software error.

Since we will only be talking about software, subsequently we just write
“system” for “software system”. A safety-critical system is one in which a

7



8 CHAPTER 0. INTRODUCTION

large amount of money depends on the correctness of the software. Usu-
ally, each system which can threaten the life or health of people must be
considered to be safety-critical. For example, a&rospace control comput-
ers, train signalling devices, mobile phone chipsets or genetically engineered
medicines are mostly safety-critical. More and more safety-critical systems
are introduced in daily life. Often these systems are an indispensable part
of modern society. In contrast to most desktop programs, where users have
become accustomed to the idea that their software contains bugs, in safety-
critical applications errors can not be accepted. Thus, today it is one of the
most challenging problems to find ways of reducing the amount of errors in
safety-critical systems.

There are many facets to this problem: it depends on whether the soft-
ware under consideration is being developed or already given as a finished
result, whether it is designed monolithic or modular, machine-independent
or only for a specific hardware, calculating an abstract result or controlling
some events in time, and so on. For each of these facets, specific techniques
have been investigated and found useful. We focus on so-called formal meth-
ods. By this, we mean all techniques in which there is a formal level between
the intuitive ideas of a developer about the intended behavior of a system
and the actual code constituing or running on the target machine. A de-
scription is called formal, if it is well-formed: built from well-defined symbols
according to well-defined rules, with a well-defined meaning. That is, it must
be unambiguously decidable whether a specific symbol is allowed in the de-
scription, whether a composition of symbols forms a valid description, and
whether a specific semantics is the meaning of a particular description. In
some sense, each software system is a formal object, since it is an unam-
biguous denotation of a task. However, some formal descriptions are more
abstract than others: they use fewer symbols with a more complex seman-
tics to describe the same thing. Usually, the abstract description is also
easier to deal with. We refer to the abstract level as the specification, and
to the concrete level as the implementation. In other words, a specification
is the formal description of the intended behavior of an implementation.
With this terminology, an error is a deviation of the actual behavior of an
implementation from its specification.

A system implements a certain behavior by moving through a sequence
of states. A state is a description of the logical, physical or geometrical
relations which form the system in each moment in time. For example, a
certain variable assignment and value of the program counter form the state
of a program. A certain voltage and current distribution in the wires and
latches forms the state of a VLSI circuit. A certain configuration of hormones



and dendrites forms the state of a neuron. The state space is the set of all
possible states a system can be in, and the possible transitions between
these states. To a large extent, the behavior of a system can be predicted
by constructing its state space, and errors can be found by comparing the
state spaces of the specification and the system. By state space analysis we
summarize all techniques which have been developed for finding errors in
complex systems by looking at its states and transitions.

The word “system” (from the greek cvornua “systéma”, composition)
refers to something consisting of several parts which are put together. In
general, the number of states of a system is the product of the number of
states of its components. Thus, if the system has n subsystems, each with
up to m states, then it can assume up to m" states. For example, a program
with only 5 integer variables, each 32 bit wide, has more than 10% states.
Thus, for any realistic values for n and m this figure is astronomical: it
is virtually impossible to traverse all (sequences of) states of a non-trivial
system.

Therefore, when analyzing the state space of a system we have to restrict
ourselves to selected parts. We call all algorithms which are based on such
a selection process as partial state space analysis methods. In general, in a
partial analysis the state space is separated into into two parts: One part
which is examined, and one which is not. Of course, it has to be justified
that the selected part in some sense is representative for the complete state
space, or at least that there is a high probability of detecting errors within
the chosen part.

In practice, there are several approaches for such a partial analysis. One
possibility is to disregard all states or transitions between states from which
we can predict that they do not contribute in the search for errors. For
example, if there is a designated initial state of the system, then we can
restrict the search to those states which are reachable from this initial state.
Similarly, in many systems it is not necessary to investigate transitions from
an error state. More generally, we can build equivalence classes of states
and use the class instead of all of its members. For example, if the value
of a particular variable is never used, then all states differing only in the
value of this variable are equivalent; thus, the value of this variable can be
ignored in the analysis. In practice, we can choose a value for the variable in
question and check the system’s behaviour with this value. If it can not be
guaranteed that the value of the specific variable is irrelevant, we could run
the system with selected test values for this variable. In such an automated
testing setup, a safe testing strategy can be used to guarantee that the test
coverage steadily increases.
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In a similar way, sometimes it is known which part of the state space
contains an error. In this case we can restrict attention to that part. This
approach is known as automated debugging. For example, if we observe an
error in the program with a particular combination of input values, then
we can check all possible program runs for this particular combination of
inputs. If it is unknown which part contains the error, then sometimes it
is possible to make a nondeterministic guess, which gives a heuristic search
strategy.

A slightly different alternative is to build equivalence classes of state
sequences instead of equivalence classes of states. We can group all sequences
with a similar expected behaviour into the same equivalence class, where
“similarity” means invariance under some specification language. Or, we
can select certain paths through the state space and analyze only the states
on these paths. If the selection is done according to some mathematically
sound strategy, again invariance of formulas can be guaranteed.

In practice, often combinations of two or more of the above methods are
used. This book contains particular examples of partial state-space analysis
methods: In part I, modelling and specification formalisms are introduced.
Chapter 1 deals with the modelling of reactive systems by automata the-
oretic and algebraic techniques. In Chapter 2, we present various specifi-
cation languages, and relate their semantics to the models of Chapter 1.
Then, we describe how models can be transformed such that their “mean-
ing” is preserved. Part II deals with classical verification issues: In Chapter
4, we discuss completeness and decidability issues for temporal logics. Sub-
sequently, we motivate model checking with several practical examples, and
give the corresponding algorithms in Chapter 6. Part Il introduces real-
time verification methods: we define a specification and modelling formalism
for real-time and discuss why this is different from untimed verification. In
Chapter 8, we then review state space techniques for real time and describe
our stubborn algorithms for the logics introduced. Chapters 9 and 10 de-
scribe an alternative approach to real-time verification based on the notion
of traces and failures from process algebra. In Part IV, more practical work
is reconsidered: we describe the application of the formal methods developed
in the context of industrial projects. Chapter 11 deals with the development
of a tool for partial-order debugging, and finally, Chapter 12 describes the
validation of an embedded controller and a protocol stack layer with auto-
mated testing.
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Modelling and Specification
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Chapter 1

Modelling of Reactive
Systems

A reactive system [HP85, MP92, MP95] consists of several components which
are designed to interact with one another and with the system’s environment.
In contrast to functional systems, where the semantics is given as a function
from input to output values, a reactive system is specified by its properties.
A property is a set of desired behaviors that the system is supposed to
possess. From a logical viewpoint, the system is a semantical model, and a
property is a logical formula. Arguing about system correctness, therefore,
amounts to determining the truth of formulas in models.

In order to be able to perform such a verification, one needs a speci-
fication language in which the system can be modeled, a logical language
for the formulation of properties, and a deductive calculus or algorithm for
the verification process. Often, the system to be verified is modeled as a
state transition graph, and the properties are formulated in an appropri-
ate temporal logic. If the state space of the system is finite, an automatic
search procedure can be used to determine whether or not the state transi-
tion graph satisfies the temporal formulas. For infinite systems, interactive
verification tools can be used to verify that each state of the system satisfies
a certain invariant.

The first part of this book introduces various modelling formalisms for
reactive systems, several specification languages for system properties, and
shows some connections between modelling and specification. Concrete al-
gorithms for the verification procedure, which make use of the formalisms
given here, are presented in part II.

As noted in the introduction, a system is something consisting of a num-

13



14 CHAPTER 1. MODELLING OF REACTIVE SYSTEMS

ber of subcomponents. There are two fundamental ways of composing sub-
systems: sequentially (i.e., in time) or parallel (i.e., in space). Whereas
sequential composition is well-understood in computer science and an es-
sential part in virtually every existing programming language, parallelism
is much less used in today’s practice. Parallel processes are meant to be
executed during the same time period, thus a need to synchronize their
actions arises. If there is complex interaction between the processes, this
synchronization can be quite difficult. Therefore, parallel programs are no-
toriously error-prone and hard to understand. As a consequence, many
current programming languages do not allow or support user-defined paral-
lelism. Nevertheless, it is often advantageous to model a reactive system as
a set of processes running in parallel:

e usually the functionality suggests a certain decomposition into mod-
ules; sequentialization is not the primary issue in the design;

e certain subcomponents (e.g. hardware components) actually are inde-
pendent of the rest of the system and, therefore, conceptually parallel,
and

o the environment can be seen as a process running in parallel to the
system

Hence, when defining modelling formalisms for reactive systems we have
to consider models of parallel processes, and the synchronisation between
these processes.

1.1 Parallel Programming Paradigms

A number of different paradigms have emerged in the modelling of parallel
programs. When choosing a modelling formalism, one has to decide whether
the focus is on the spatial distribution or on the common resources, how the
interaction between the components is modelled, which model of time is
underlying the system, and how the processes are executed in time.

1.1.1 Modelling of Communication

To regard a set of components as a system only makes sense if there is some
kind of interaction between the components. Thus, a fundamental issue is
how such interactions can be represented in a modelling formalism.
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Message Passing vs. Shared Variables

There are two main paradigms of parallel systems: distributed systems,
where the subcomponents are seen as spatially apart from each other, and
concurrent systems, where the subcomponents use common resources such
as processor time or memory cells.

Consequently, there are two main paradigms for interaction between par-
allel processes: via message passing (for distributed systems), and via shared
variables (for concurrent systems).

Of course, there is no clear distinction between distributed and concur-
rent programs. On one hand, most concurrent systems are also distributed
in space. It is not possible to formalise the concept of being spatially apart,
since this is dependent on one’s own point of view: from the United States,
all computers in a local area network in Europe can be regarded as a sin-
gle system. From the processor’s viewpoint, a hard disk controller can be
regarded as a remote subsystem. On the other hand, every component of a
distributed system shares some resource with some other component; if it
were totally unrelated it would not make sense to regard it as being part of
one system.

Consequently, from a certain point of view, passing a message between
process A and B can be seen as process A writing into a shared variable
which is read by B. On the other side, writing a shared variable can be
seen as sending to all other processes which might use this variable the
message that its value has changed. In fact, this transition from the message
passing paradigm to an implementation via shared variables occurs in every
network controller; and the transition from the shared variables paradigm
to an implementation via message passing occurs in every distributed cache.

However, different paradigms produce different techniques; many parallel
programming languages and many verification systems support only one of
these two paradigms.

Synchronous and Asynchronous Communication

A related topic is whether the interaction between parallel components is
coordinated or independent. With synchronous communication, each part-
ner wishing to interact is blocked until all required partners are willing to
participate in the communication. The information is then broadcast to all
communication partners. With asynchronous communication each process
decides whether it wants to wait at a certain point or not; usually some kind
of buffering mechanism is used for messages which are not needed immedi-
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ately.

Synchronous communication can be seen as a special case of asyn-
chronous communication where the length of each buffer queue is limited
to one, and each process decides to wait after writing into or before reading
from that queue until the queue is empty or full again, respectively.

Vice versa, a buffer can be seen as a separate process in a synchronous
system which is always willing to communicate with other processes. If the
size of the buffer is unbounded, the system is not finite state. Even if their
size is bounded, the buffers can be the biggest part of the modelling of an
asynchronously communicating system.

Examples of synchronous modelling formalisms are (parallel) transition
systems, Petri nets, CCS, CSP, and its variants, semaphores and monitors,
critical regions and so on. Examples of asynchronous formalisms are protocol
specification languages such as SDL and Lotos.

1.1.2 Modelling of Execution

Another issue is the modelling of process execution in time. Of course, a
modelling formalism should be able to model not only statical aspects, but
also dynamic aspects of the system. Thus, a suitable intuition about the
nature of time has to be chosen, and it has to be defined how processes
evolve in time.

Flow of Time

In discrete processes a computation consists of well-bounded steps, whereas
in continuous systems the value of state parameters changes gradually as
time passes. Hybrid systems combine discrete and continuous components.
Usually, the model of time which is used in verification is determined by the
type of system under consideration.

For parallel systems of discrete processes, there are various ways to model
their execution. For relativistic time, each process has its own time scale;
therefore, an execution is a partial order of events reflecting the causal de-
pendencies between the computation steps. All events belonging to a spe-
cific process are linearly ordered by the causality relation. In a global time
approach, it is assumed that there is a common notion of time for all pro-
cesses; hence an execution is modelled as a sequence or tree of steps. In
such a model it may be necessary to assign a temporal relationship (earlier,
later, or at the same time) even to causally independent events.

Alternatives (or nondeterministic choices) can be modelled either with
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linear time or branching time: In a linear time approach, each moment
in time has exactly one successor moment which is realized, whereas in a
branching time approach, there can be several successors existing at the
same ontological level.

Synchronous, Asynchronous and Interleaved Execution

Similar to the communication mode, also the execution of the processes in
time can be coordinated or independent. Synchronous processing is char-
acterized by the fact that in each step, every parallel component advances.
For example, a circuit in which each gate switches at the pulse of a global
clock can be seen as a synchronous system. In contrast, in an asynchronous
execution in each step an arbitrary (nonempty) subset of all components
proceeds. For example, a set of agents working independently and synchro-
nizing via mailboxes is a typical asynchronous system. With synchronous
processing, the transition relation of the system is the conjunction of the
transition relation of the components, with asynchronous processing it is
the disjunction.

If each process can perform an “idle” step at any time (“stutter”), then
synchronous and asynchronous processing coincides. Both synchronous and
asynchronous executions can be implemented by interleaving, where in each
step at most one process is active. A typical example is a set of threads
in a time-sharing operating system on a monoprocessor machine. With
interleaving execution, usually some fairness constraints are imposed on the
scheduling to ensure that all processes can progress.

1.2 Some Basic Formalisms

In this section, we introduce some concrete formal notations for the mod-
elling of systems. These formalisms are general and flexible enough such
that they can implement any of the above paradigms. They are the basis
for all subsequent chapters, since the state spaces which are traversed in the
verification are defined using the basic formalisms.

1.2.1 Transition Systems and Automata

Assume that 3 is a nonempty finite alphabet, i.e., set of letters. Often,
we will use the special case that ¥ = 27 is the powerset of some finite
basic set of propositions. An w-word over ¥ is a nonempty (finite or infinite)
sequence of letters from X. An w-language is any set of w-words over 2. Note
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that for each nontrivial alphabet (i.e., with more than one letter) there are
uncountably many w-words and languages.
A transition system T is a tuple T 2 (2,5, A, Sy), where

e 3 is the alphabet,

e S is a nonempty set of states,

o AC S x 3 xS is the transition relation, and
e Sy C S is the set of initial states.

A finite transition system (FTS) is one where S (and, thus also Sy and A)
is finite.
Let o = (610203...) be an w-word over ¥. We say that o is generated by

the transition system T, if there exists a sequence sy, s1, s9, ... of states in S
such that

e 59 €.5), and
e for each 7 > 0 it holds that (s;_1,0i,s;) € A.

The generated language of a transition system T is the set of all w-words
which are generated by 7. In some sense, the generated language does
not contain information about the internal structure of a transition system.
For example, the three transition systems in Fig. 1.1 all generate the same
language: The set of all words where each first position (modulo 3) is an a,
and the second and third are b and ¢ or ¢ and b, respectively. It is said that
by considering the generated language instead of the transition system itself
one cannot distinguish between nondeterminism and choice. We will come
back to this issue in Section 3.3.

If o = (01,09,03,...) is an w-word, then each finite nonempty subse-
quence o+ = (61, ...,04) is called a prefiz of o. It follows immediately from
the definition that for each o which is generated by the transition system T
all prefixes 0% of o are also generated by 7. In other words,

Lemma 1.1 Transition systems generate prefiz closed w-languages.

In some applications, this prefix-closure is an undesired property. A state
s is called terminal, if it has no outgoing transition to other states, i.e.,
AN({s}xTxS) = 0. We say that o is weakly fair generated by the transition
system T, if in addition to the two requirements above the following holds:

e if o is finite with last letter o, then s, is terminal.
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Figure 1.1: Three equivalent transition systems

This weak fairness comstraint guarantees that weakly fair generated words
represent maximal paths through the transition graph. The weakly fair
generated language of a transition system 7 is the set of all w-words which
are weakly fair generated by T. In the examples from Fig. 1.1, the weakly
fair language contains only infinite words, since there are no terminal states.

A generalization of the weak fairness condition leads to the notion of
w-automaton or fair transition system for the alphabet X. It is defined like
a usual nondeterministic automaton (see any standard book, e.g., [HU79])
with an additional recurrence set (“fairness constraint”) as a tuple A =

(S’ A’ SO) SG,CC) Src@), Where
e S is a set of states,

e A C S x 3 xS is the transition relation,

So C § is the set of initial states,

Sace C S is the set of accepting states (for finite words), and

e Srec C S is the set of recurring states (for infinite words).

A Biichi-automaton is a finite w-automaton, that is, a fair transition
system where the set S of states is finite. A (finite or infinite) nonempty
word o £ (0g,01,...) is accepted by an automaton (S, A, Sy, Succ, Srec), if
there is a function p assigning to any letter o; a state p(o;) € S of the
automaton such that

* p(o9) € So,

e for all 0 <7< n, (p(0;),0i,p(cit1)) € A,
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e if o is finite with last letter wy,, then (p(o,),0n,s) € A for some
8 € Sgyee, and

o if o is infinite, then inflp) N Syeec # 0, where inf(p) is the set of states
that appear infinitely often in the range of p.

That is, reading finite sequences the automaton must end in an accepting
state, and for infinite sequences at least one recurring state must be selected
infinitely often. For alternative acceptance conditions, see [Tho90].

A transition system can be regarded as a special fair transition system
where Sgee = Spec = 5, and a weakly fair transition system is one where
Srec = S and Sgee = {s | Va,s'(s,a,s') ¢ A}. That is, in a weakly fair
transition system all states are recurring, and states are accepting iff they
are terminal. A classical finite automaton has S,.. = (; it does not accept
any infinite word. If S,.. = 0, then the automaton accepts only infinite
words.

As an example of a Biichi-automaton, consider Figure 1.2. In the draw-
ing, we mark initial states by ingoing arrows, accepting states by outgoing
arrows and recurring states by double circles.

Figure 1.2: A Biichi automaton

This automaton accepts all finite words containing only the letter a, and
all infinite words containing infinitely many b’s (separated by a’s).

To be able to model parallelism within state machines, it is advantageous
to introduce special composition operators. A parallel transition system is
a tuple T = (T4, ...,T,,) of transition systems, such that their sets of states
are pairwise disjoint (S; N S; = 0). We also write (77 || ... || T%) for the
parallel composition of transition systems. The global transition system T
associated with a parallel transition system (77 || ... || %) is defined by
T = (%,8,A,5S)), where

e D2
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e S8 x--- xS,
o 50 éslo X X Sn[), and
e ((s1,.y8n),a,(s],...,s),)) € A iff for all T;

— if a € ¥;, then (s;,a,s;) € A;, and
— if a € ¥;, then s; = s/

Thus, in a parallel transition system synchronisation between components is
by the common alphabet. In general, the size of the state space of the global
transition system is the product of the sizes of all parallel components.

A popular slogan says that “composition should be conjunction”. In our
context, the slogan means that a composed system should accept a word
if and only if each component accepts it. Since the composed system can
have a larger alphabet than the components, this property can not be true
in general for the above parallel composition operation. However, with an
appropriate restriction the slogan holds. The projection o [z of the word
o2 (61,09, 03...) over some alphabet onto some other alphabet ¥ is the word
(€1,&,&3...), where £, = 0, and m is the minimal index of o such that o™
contains k occurrences of letters from X. As an example, if o £ abaacaba...
and ¥ £ {b,c}, then o5 contains 2 occurrences of letters from ¥, and o7
contains 3 such occurrences, hence &3 = o7.

An equivalent recursive definition of this operation is

oly 2 (01,05,0%,...), ifo; €X
(0h,0%,...), else

where (0%, 0%,...) = (03,03,...) [x . Note that ¢ [ can be empty or finite
even if o is infinite. The extension of the notion of projection to sets of
words is straightforward: £ [x = {c |30’ € L,0 =o' |5 }

Lemma 1.2 Assume that o [y, ts nonempty for 1 <1 < n. Then it holds
that o is generated by (T || ... || Tn) iff o Ix; is generated by T; for all
ie{l,..,n}.

PRrROOF: Even though the statement is rather obvious, the proof is somewhat
tedious. For one direction, assume that o [x; = (&i1,&.2,...) is generated
by T; for all 1 < ¢ < n. That is, for each ¢ there is a sequence (s; 0, i1, ...) of
states such that (8;m—1,& m,Sim) € A;. We construct a sequence ((s;’m))

of tuples of states generating o: 5270 £ s;,0, and if oy, € 3; and s,’i,m_l =s;;
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A .
= s;.m_l. The result is a sequence of states from

then s;,m = 8ij+1, else s;,m
(T1 || --- || T) generating o-.

For the other direction, assume that o 2 (o1, 09, ...) is generated by (T ||
... || T). Then there is a sequence ((s;)) £ ((51,0, -3 8n,0)5 (81,1, 8n,1), o) Of
tuples of states such that ((sjx—1),0%,(sjr)) € A. We fix some 72 < n and
show that (£1,&2,..) £ o |, is generated by T;. Let sy £ s; and for all
0< k<|ox, |, let s = 8i,m, where again m is the smallest index for which
o™ contains k occurrences of letters from ¥. We now show (*): If m > 0
is any index such that o™ contains k occurrences of letters from X, then

Sigm = 8. If o, € B, then m is minimal and (*) follows from the definition

2

of si.. If o, ¢ X, then o™~ also contains k occurrences of letters from ;,
and we can inductively assume that s; ,,—1 = s;. According to the definition
of A, in this case $; ;,—1 = $;m. Hence s;,, = sj, which proves (*).

Assume now that £ is the m-th letter of o, ie., o, € &; and o™}
contains k—1 occurrences of letters from ¥;. From (*) we know that s; ,—1 =
sp—1 and 8, = sj. Since oy, € X;, from the definition of A it follows that
(Si;m—1,0m, Si,m) € A;. Hence (sp_1,&k,sk) € A4, which was to be shown.

O

The definition of a parallel composition of Biichi automata is not so
obvious as for transition systems. We want to have a similar property as
above, namely that the composed automaton accepts any word iff each indi-
vidual automaton accepts the projection of this word onto its own alphabet.
Consider the case of two Biichi automata A; and As running in parallel.
When processing an infinite word w, it may happen that each automaton
is infinitely often in a recurring state, but A; and As are never both in a
recurring state at the same instant. Thus, the global automaton has to keep
track of whether both components repeat to visit recurring states. It uses
two additional memory bits z; and xo to record whether A; and As have
been in a recurring state. That is, x; is set whenever A; enters a recurring
state, and vice versa for z3 and As. The memory bits are reset whenever
both are set. The automaton accepts if infinitely often a state is reached
where both bits are set.

Another difficulty is that the projection of an infinite word onto a smaller
alphabet may be finite. In such a case, some component of the global au-
tomaton would remain forever in the same state s. Assume that s is a
terminal state (without outgoing transitions). If s is accepting, then be-
ing stuck at s is similar to visiting a recurring state infinitely often. If s
is nonaccepting, then remaining forever at s means that no recurring state
can be visited infinitely often. Thus, in this case s can be treated as if
it belongs to the recurring states in the composition iff it is an accepting
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state of the component. However, not every accepting state of a compo-
nent automaton can be defined to be recurring in the composition: There
may be runs with infinitely many accepting but only finitely many recurring
states. For each automaton A = (5,A, Sy, Suce, Srec), define the automa-
ton A' £ (8", A, 8,5 .., Srec) by ' 2 (SUS..), S... = {s' | s E Sacc}
and A" £ AU {(s1,a,sb) | (s1,a,52 € A}. Then A and A’ accept the
same language, and in A’ each accepting state is terminal. With this def-
inition, the global Biichi-automaton associated with a parallel composition

(A1 || .- || An) of Biichi-automata can be defined by:
B )P

SE8x - xS x{0,1}"

So = S10 X =+ X Spo x {(0,...,0)},

A 3
Sacc = Sl,acc XX S’n,acc X {07 1}71’

® Spee =S x -+ x 8" x{(1,...,1)}, and
o ((81yeeey 8y (T1yeey @),y @y (84, ey 80y (Y1, oy yn))) € A iff for all ¢

— if a € ¥;, then (s;,a,s;) € AL,

— if a € ¥;, then s; = s}, and

— if (z1,..., ) = (1,...,1) then (y1,...,yn) = (0, ...,0) else
—ifsie S,  ora€X; and s, € Spec; then y; =1 else y; = z;.

ace,t
Assume that Ay, ..., A, are Biichi automata and that each o [y, is nonempty.
Then again, o is accepted by (A1 || ... || An) iff o [x, is accepted by A; for
all i € {1,...,n}. The proof is left as an exercise.

1.2.2 w-Regular Expressions and Process Algebras

Besides automata, regular expressions are widely used for the definition
of formal languages. They provide a textual representation of transition
systems which is more convenient for processing by a machine. Regular
expressions were invented in the 1950’s and had a comeback with the advent
of process algebra for modelling of concurrency in the 1980’s. Since then,
they have become the basis for many modern specification languages.
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w-Regular Expressions

In the case of finite words, it is well known that regular expressions are
as expressive as finite automata. The notion of regular expression can be
easily extended to infinite words: an w-reqular exzpression can be built from
the usual operators for regular expressions, with an additional operation
denoting infinite repetition of a subexpression. Formally, the syntax of w-

regular expressions is given as follows:!

wR:u=a | ¢ | WR+wR) | (wR; wR) | wR" | wR”
In other words,
e Every letter from the alphabet is an w-regular expression.

® ¢ is an w-regular expression.

If ¢1 and ¢9 are w-regular expressions, then so are (t1 +¢2), and (¢1;¢2).

If t is an w-regular expression, then so is tf‘ and t*, and

nothing else is an w-regular expression.

Every w-regular expression defines an w-language: the letter a € % defines
{(a)}, i.e., a one-word language (one-element set) consisting of a one-letter
word (one-element sequence). ¢ denotes the empty language, and (¢1 + t2),
(t1;t2) and tf‘ denote union, sequential composition and finite iteration of
languages. t“ denotes the language of all words consisting of an infinite
concatenation of words from t. A language is called w-regular if it can be
defined by an w-regular expression.

As an example for an w-regular expression, the language of the Biichi
automaton in Figure 1.2 can be defined by a™ + (a™;5)*. In general, for
Biichi automatonwe can construct such an w-regular expression and vice
versa; Biichi-automata can define all and only w-regular languages.

Theorem 1.3 w-reqular expressions and Bichi-automata are of equal ex-
pressive power.

!A note on parenthesis: To be uniquely parseable, formulas and expressions which
contain nested binary infix operator require the use of parenthesis. However, if a binary
infix operator is associative, for nested occurrences of this operator within itself parenthesis
can be omitted. In expressions containing different binary operators we declare that *;”
binds stronger than “+” and omit parenthesis whenever appropriate.
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PrOOF: The proof of this statement is similar as for automata on finite
words: For one direction, we have to show that the Biichi acceptance con-
dition can be captured by an appropriate regular expression. Let L(s;,s;)
be a regular expression for the language of finite nonempty words sending
an automaton from state s; into state s;. Then the w-regular expression
associated with any Biichi-automaton is

Y{L(s0,s) | so € So, 8 € Sacc} + X{L(s0,5); L(s,s)” | s0 € So, s E Srec}

For the other direction it must be shown that Bilichi-automata are closed un-
der single letters, the empty language, union, concatenation, and finite and
infinite repetition. All of these constructions are straightforward extensions
of the appropriate constructions for automata on finite words. |

The automaton resulting from this proof is highly nondeterministic. An
automaton is called determinustic, if its transition relation is a function A :
Sx3¥ — S. A deterministic automaton has a unique run on any given word.
For each nondeterministic finite automaton on finite words an equivalent
deterministic one is given by the well known powerset construction of Rabin
and Scott [HU79]. In contrast, for nondeterministic Biichi-automata it is
not always possible to construct an equivalent deterministic one.

Lemma 1.4 Nondeterministic Biicht automata are more expressive than
determanistic ones.

PROOF: For example, consider the language £ of all infinite words over {a,b}
containing only finitely many letters a. This language is defined by the w-
regular expression ((a + b)";b6%). A nondeterministic automaton for this
language is given in Figure 1.3. However, there is no determinictic Biichi-
automaton defining £: Assume for contradiction that £ is the language
of A. Then A must accept (o;a;b”) for any finite word o. In particular,
from any reachable state some recurring state is reached by an a-transition
and then a finite number of b-transitions. Let m be the maximum of these
numbers. Then, from any reachable state, some recurring state is visited
when processing (a;b™). Therefore, in the run of A on the word (a;b™)%
infinitely often recurring states are visited. Since there are only finitely
many states, some recurring state must be visited infinitely often. Thus,
the word (a;b™)% is also accepted by A. This is a contradiction, since it is
not in L. O

Process Algebras

Parallel composition operators for regular expressions have been widely stud-
ied in the context of process algebras [Hoa85, Ros98, Sch00]. Let X be a
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ab b

ab

Figure 1.3: Biichi automaton for “finitely many a”

finite alphabet not containing the special letters v© and 7. Furthermore,
assume that we are given a countable set Q of process vartables. A process
algebraic term (in a CSP-like language) is given by the following syntax:

PA := STOP | SKIP | Q | (a — PA) |
(PA[JPA) | (PA; PA) | (PAIPA) | vQ PA | PA{R}

In this clause, STOP and SKIP are process constants, a is a metavari-
able for process events (letters from the alphabet ¥), A is a metavariable
for a set of letters, and R is a metavariable for a binary relation between
letters.

STOP stands for the terminated process which cannot be continued (i.e.,
in a terminal state), SKIP is a process which is completed and waiting for
continuation, and (a — t) is a process which can perform event a and then
behave like process ¢. Ezternal choice is denoted by (¢1 [] t2): depending on
the input, this process can either execute t; or t2. The sequential composition
of t; and t9 is denoted by (¢1; t2). Parallel composition of processes (¢ Ux ta)
is slightly more general than parallel composition of automata: whereas
automata have to synchronize on all events in the common alphabet, here
the set A of letters on which synchronization occurs can be explicitly defined.
The v operator® denotes recursion: The process vq t behaves like ¢, where
each occurence of ¢ is replaced by the process vq t. Finally, t{R} is the
renaming of t by R C ¥ x (¥ U {r}): This is a process which behaves like
t but where each event a € % in the execution is replaced by some event b
such that (a,b) € R.

?In the literature, the symbol g has been used for this operator. Since we are working
in a space of finite and infinite words, it denotes a greatest fixed point. Therefore we
prefer to use the symbol v rather than p
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(SKIP,v,STOP) € A.
o If a € X, then ((a — t),a,t) € A.
e Ifae XU{Vv} and (t1,a,t]) € A, then
((t1 [ t2),a,t1) € A and ((¢2 [] 1), a,41) € A.
If (¢t1,7,t]) € A, then
((t1 [ 2),7, (1 [ £2)) € A and ((t2 [ t1), 7, (2 [ 11)) € A.
e Ifae XU {r} and (t1,a,t])) € A, then ((t1; t2),qa, (t]; t2)) € A.
If (t1,v,t)) € A, then ((t1; t2),7,t2) € A.
o Ifac AU{Vv} and (t1,a,t}) € A and (t2,a,t5) € A, then
((tl Uy tQ)aaa (tll Uy tIZ)) €A.
Ifa¢ AU{V'} and (t1,a,t}) € A, then
((t1 [ t2),0, (1 | £2)) € A and ((t2 | 1), 0, (t2 1 81)) € A
e Ifac XU {r,v} and (¢,a,t') € A, then
((vq t),a,(t{q:=vq t})) € A.
e Ifa€e X, (a,b) € Rand (¢a,t') € A, then (¢{R},b,t'{R}) € A.
Ifa€{r,v} and (t,a,t') € A, then (¢{R},a,t'{R}) € A.

Table 1.1: Operational Semantics for Process Algebra

The semantics of process algebra is often defined in an operational style:
With each term %j, a transition system over the alphabet ¥ U {v',7} is
associated as follows. The set of states is the set of all well-formed terms.
The initial state is the term ¢g itself. The transition relation is defined by the
set of rules given in Table 1.1. In this table, a € JU{r,v'}, t,t1,t9,t],t) are
terms from PA, and ¢{q := ¢'} denotes the term ¢ where each free occurrence
of variable ¢ € Q is replaced by the term ¢'.

Usually, in process algebras like CSP some more operators are provided
which can be defined with the above set. Hiding (t\ A) of a set of events in
a process is just a special case of renaming, where all a € A are mapped to
T
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o t\ A2 t{R}, where (a,b) e Rifa€ Aandb=7ora¢ Aand b= a.

An operational characterization for hiding is that if (¢,a,t') € A and a € A,
then (¢t \ A,7,t'\ A) € A, and if a ¢ A, then (t\ A4,a,t'\ A) € A.

Slightly different from hiding is the restriction operator (¢|4): Here the
process can perform only actions from A U {r,v}, all other actions are

blocked:

o t|a £ t{R}, where (a,b) € Riffa € A and a = b (i.e., R is the

restriction of the identity relation to A).

Operationally, (t|4,a,t'|4) € A if (t,a,t') € Aanda € AU{r, v }.

The internal choice operator (¢1 Mt2) is characterized by the two opera-
tional axioms ((t1Mt2),7,¢1) € A and ((¢1M¢2),7,t2) € A. It can be defined
by

o (t1Mts) = ((a — t1) [| (¢ — t2)) \ {a} for some a which is not

contained in ¢ and ts.

The interleaving operator (¢1 ||| t2) is just parallelism with no synchro-
nization at all. It allows each process to operate independently, synchroniz-
ing only on v'.

o (t1|llt2) £ (12 | 2)

A more interesting operator is the binary alphabetized parallel (t1 a||p t2)
with two alphabets A and B, such that the first process is restricted to A, the
second is restricted to B, and both have to synchronize on the intersection
of A and B. The definition of this operator is

o (t14llp t2) £ (t1]a ), t2]5)
It follows the two operational rules

1. For a € (AU{r}\ B), if (t1,a,t}) € A then (t; 4|l t2),a,(t, al|B
tg)) S A and (t2 A”B tl)aaa (t2 A||B t&)) € A.

2. For a € (AN B)U{V}), if (t1,a,t})) € A and (t2,a,th) € A, then
((t1 allB t2), 7, (11 allB 13)) € A.

An w-word o over ¥ is called a trace of a process algebraic term, if there
exists a word o’ which is generated by the associated transition system such
that o = ¢’ [x . A failure of t is a tuple (o, a), such that o is a finite trace
(60, ..cyon) of t, but o extended by a, i.e., (og,...,0n,a), is not amongst ¢’s
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traces. We will come back to this notion and to different alternatives in the
context of real-time conformance checking in Chapter 9.

In process algebra, there is another frequently used notion: A divergence
of t is a trace o such that some prefix ¢’ of o exists which is the projection
of a generated word ¢" (¢ = ¢” [x ), such that (¢”;7%) is also amongst ¢’s
generated words. That is, a divergence is a trace such that after some initial
actions, the system could go into an infinite loop of internal actions. Since
we will be using process algebraic terms mostly in the context of real time,
the notion of divergence is of minor importance in this book.

1.2.3 Nets, Programs, I/O systems

Some more advanced basic modelling formalisms are Petri nets, programs
using shared variables, and automata distinguishing between input and out-
put. Each of these formalisms has its own specific advantage and will be
used in particular contexts only.

Elementary Petri Nets

Whereas in parallel transition systems and automata the number of parallel
components is statically fixed, in process algebras the possibility of arbitrar-
ily nesting parallelism and recursion allows to define processes with infinitely
many parallel subtasks. Hence, in general the state space of a process al-
gebraic term is infinite. Sometimes it is desirable to model process forking
and joining within a finite state formalism. An elementary Petr: net is a

tuple N 2 (P, T, F,mg), where
e P is a finite set of places,
e T is a finite set of transitions (P NT = (),
e FC(PxT)U(T x P) is the flow relation, and
e my C P is the initial marking of the net.

A marking m of the net is any subset of P. By ot = {p | (p,t) € F} and
te 2 {p | (t,p) € F} we denote the preset and the postset of transition
t, respectively. A transition ¢ is enabled at marking m if et C m (all its
input places are occupied at m) and te N'm C et (all its output places are
empty at m, or they are also input places). Marking m' is the result of firing
transition ¢ from marking m, if ¢ is enabled at m and m' = (m \ et) U te.

A firing sequence is a finite or infinite sequence of markings and transi-
tions (myg,t1,m1,t2,...) such that my is the initial marking and each m;; is
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the result of firing ¢;1 from m;. A firing sequence is mazimal, if it is either
infinite, or ends in a marking where no transition is enabled. To define the
language of an elementary Petri net we assume that £ is a labelling function
from transitions ¢ € T into some finite alphabet ¥. An w-word (o1,02,...) is
in the language of net N if there exists a firing sequence (myg,t1,m1,t2,...)
such that £(¢;) = ;. In the weakly fair language, a maximal firing sequence
is required.

For every elementary Petri net there is an associated (weakly fair) finite
transition system with the same (weakly fair) language: The alphabet is the
set of transitions, the state set is the set of markings, the initial state is the
initial marking, and (m,a,m') € A iff m' is the result of firing ¢ from m and
L(t) = a. The number of states in this F'T'S is exponential in the number of
places of the net. In other words, elementary Petri nets can be exponentially
more concise than finite transition systems. Vice versa, every finite parallel
transition system is a special elementary Petri net with only one token in
each reachable marking. In general, it is hard to find an elementary Petri
net with a minimal number of places and transitions which is equivalent to
a given transition system.

Shared Variables Programs

All of the above finite state modelling formalisms are centered around the
idea of control flow. For the modelling of data objects, either the formalisms
must be extended, or the data has to be coded into the control structure.
In applications which are highly data-dependent, this is not convenient. In
contrast, in a von-Neumann-computer the location of control is just the
value of a special variable, the program counter. Thus, this architecture is
very much data oriented. If all data items are from a finite domain, then
object-oriented programs can be seen as yet another specification formalism.
A shared variables program is a tuple P = (V,D,T,sy), where

o V = (v1,...,v,) is a set of program variables,

e D = (Dy,...,D,) is a tuple of corresponding finite domains D; =
{dil, ey dm“}

e T C D x D is a transition relation, and
e s9 = (di1,...,dn1) is the initial state.

A state of a shared variables program is a tuple (di,...,d,), where each
d; € D;. Thus the number of states in a shared variables program is the
product of the size of all domains.
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A common way to define the transition relation 7' is by a propositional
formula ¢p with the set of atomic proposition P = {(z = y) | =,y €
(VuVv'ul D;)}, where V' = {v},...,v]}. (For a formal definition of propo-
sitional formulas, see Section 2.1.) If s = (dy,...,d,) and s’ = (df,...,d}),
then (s,s') € T iff the formula ¢ is true with v; interpreted as d; and v}
interpreted as d,.

For every elementary Petri net or finite parallel transition system there
is an equivalent shared variables program of the same order of size. The
translation in the other direction requires the evaluation of propositional
formulas and thus can involve an exponential blowup. Using relational se-
mantics, a shared variables program can be obtained for almost all other
models for concurrency. Therefore, shared variable programs are among the
most flexible from all basic formalisms introduced so far.

Input-Output Systems

For several purposes, it is of advantage to distinguish between input signals
a system receives from the environment, and output signals, which it can
communicate to the environment. Such a distinction allows a hierarchical
composition of modules, and it is the basis for automated testing approaches.

I/O-automaton were first defined in [Lyn88, LT89] and used in [GLOO]
for the development of distributed systems. The ideas developed in these
papers, however, can be applied to any of the basic formalisms from above.

An action alphabet is an alphabet ¥ which is partitioned into X, ¥o%
and % of input, output and internal actions. Elements of %™ U XUt
are called external actions, and elements of £ U %' are called locally
controlled actions. The idea is that a system has control over its output
and internal actions and no control over the inputs which are provided. An
automaton or transition system over an action alphabet is input-enabled, if
for every s € S and every o € £ there exists and s’ such that (s,0,s’) € A.
An I/O-automaton is an input-enabled automaton together with a special
fairness condition. Again, since we will be using I/O-automata only in the
context of real time, the fairness condition is not important in this book.

A trace of an I/O-automaton is the projection of a generated word onto
the external actions. More generally, an I/O-module or canonical trace struc-
ture is a tuple M = (2™, 8°% T'), where ™ is the set of input actions, T
is the set of output actions (X N L = (), and T is a set of words (traces)
over & 2 ¥ U X% such that for each ¢ € T, k > 1 and o; € ¥ it holds
that (o-%;0;) € T. An I/O-module in some sense represents the externally
observable behavior of a system.
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We now consider the hierarchical composition of I/O-automata and I/O-
modules. Composition is done by identifying actions of different components
by name. Thus, whenever one components outputs the action a, all other
components having a in its input action must also perform an a. This
is similar to the parallel composition of automata. However, since each
component can determine when one of its locally controlled actions occurs,
there is a side condition that these do not interfere. In particular, no action
may appear as an output of two different components, and no internal action
of one component can be in the alphabet of another one. Intuitively, the
value of a locally controlled action in a composed system must be determined
by one and only one of its components. It is allowed that I/O-modules have
common inputs, and that an output of one I/O-module appears as input
of (several) other I/O-modules. Formally, a set {X;} of action alphabets is
called compatible, if for all 2 # j

o XN X = (), and
e TN Y =0,

Trivially, by appropriate renaming of symbols any set of I/O-modules can be
made compatible. Subsequently, whenever we consider sets of I/O-modules,
we assume that they are compatible. If M¢c = {M;j,---,M,} is a (compat-
ible) set of I/O-modules, then we define the composed action alphabet
by

out A out
o X7 =U; B9,

o S5 2 U5\ U 5,
o DEHE U B

That is, the inputs of the composed system are all those inputs which are
not at the same time output by another component, and each output of
an individual I/O-module is an output of the composed system. Signals
internal to any component are also internal in the composition.

The traces o of a composed system Mg are all those traces such that
the projection of o onto each individual alphabet ¥; is a trace of the system
M;. In the context of real time, this definition will be modified slightly.



Chapter 2

Logical Specification
Languages

Whereas formal modelling techniques can be used to specify the operational
behaviour of a system, they are not well-suited to describe properties. Often,
properties are documented as natural language constraints on the system
under consideration. However, natural language is not fit for automated
reasoning. One of the major concerns of philosophical logic is to find an
appropriate language for the formalization of natural language constraints.

The first and probably most successful of these languages is first order
logic. Almost all mathematical statements and proofs can be formulated in
this language. However, certain concepts important for computer science like
well-foundedness and transitive closure require more expressive languages.

Temporal logic was invented to formalize natural language sentences
about events in time, which use temporal adverbs like “eventually” and
“constantly”. Temporal logics have proved to be useful for specifying con-
current systems, because they can describe the ordering of events without
introducing time explicitly. There have been many variants of temporal logic
proposed in the literature. Temporal logics can be classified as

e point- or interval-based, depending on whether the formulated prop-
erties focus on states or transitions,

e linear, branching or partially ordered, depending on the modelling of
the flow of time,

e propositional, first- or higher order, depending on the cardinality of
the temporal and nontemporal domains.

33
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In this book, we concentrate on propositional modal logic, linear temporal
logic, computation tree logic, and relational p-calculus. Restrictions and
extensions of these logics are introduced whenever appropriate.

2.1 Propositional and First Order Logic

We assume a set P = {p,q,p;p,...;} of (atomic) propositionswhich can be
either true or false.

For example, the proposition stack_is_empty denotes the fact that “the
stack is empty”. The propositional logic PL is built from P with the follow-
ing syntax:

PL == P | L | (PL-PL)
That is,
o Every p € P is a well-formed formula of propositional logic,
e | is a well-formed formula (“the falsum”),
e if ¢ and 9 are well-formed formulae, then so is (¢ — %), and
e nothing else is a formula.

P is a parameter of the logic; the special case P = () is allowed. Other
connectives can be defined as usual: ~¢ = (¢ = L), T =-1, (pVy)=
(~p = %)y (pAY) 2 a(-pVp), and (¢ & ¢) = ((p = ) A
(¢ = ¢)). The precedence of these operators is fixed by (—,A,V, =, ),
and parentheses are omitted in formulas whenever appropriate. Atomic
propositions and negated propositions are called literals.

Assume an interpretation 7 for the propositions is given, which assigns
a truth value from {true,false} to every proposition. (For example, the
proposition stack is_empty is interpreted differently on a farm, in a library,
or in front of a computer terminal.)

Z can be extended to the set of all propositional formulas as follows:

e 7(L) = false, and

o Z((¢ — ¢)) = true iff Z(¢) = true implies Z(¢) = true.
We write Z = ¢ iff Z(p) = true. Thus the above is equivalent to:

e ZEp iff Z(p) = true,

e ZH 1, and
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e TE(p o) iff ZkE ¢ impliesZ .

Propositional logic is not well-suited to formalise statements about events in
time. Even though the interpretation of a statement can be fixed, its truth
value may vary in time.

To express such temporal dependencies, first order logic can be used.
The set P is redefined to be a set of monadic predicates. That is, each p €
P is augmented with an additional parameter denoting time, for example,
stack_is_empty(t).

For sake of simplicity, we do not include function symbols (or constants)
in the first-order language. Assume in addition to the set P of unary
predicates a fixed set R = {R,a,b,...} of accessibility relations, and let
Rt £ RU{<, <, =}. Furthermore, let 7 be a set of first-order variables
T £ {t,ty,...} for points in time (which is assumed to be infinite unless
stated otherwise).

FOL == 7P(T) | L | (FOL—FOL) | R"(7T,7) | 3T FOL

When writing formulas, we often use infix notation for relational terms:
tiRts = R(t1,ts). The notation Vt ¢ is an abbreviation for —3t -, the
string z > y stands for y < z, and z < y for (z <y V z = y), etc.

To assign a truth value to a formula containing (free) variables, we
assume that we are given a nonempty universe U of points in time, and
that the interpretation I assigns to every proposition p € P a subset of
points Z(p) C U, and to every relation symbol R € R a binary relation
Z(R) CU x U. For the special relation signs =, <, and < we require that
Z(=) £ {(w,w) | w € U} is the equality relation, Z(<) = |J{Z(R) | R € R}
is the transition relation, and Z(<) is the transitive closure of Z(<), the
reachability relation. A variable valuation v assigns to any variable t € T a
point w € U. A first-order model M £ (U, Z,v) consists of a universe U, an
interpretation 7, and a variable valuation v. As in the propositional case,
we define when a formula holds in a model:

o M Ep(t)iff v(t) € Z(p);

o M L, and

M= (p = 9) iff M = implies M = 3;

M = R(ty, t1) iff (v(to), v(t1)) € T(R);

M3t ¢ iff (UZ,v') E ¢ for some v/ which differs from v at

most in ¢.
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This language is rather expressive: Consider the following example formulas.

(1) (stack-is_empty(tg) — Jt1(put(to,t1) A ~stack_is_empty(¢1)))
If stack_is_empty, then it is possible to perform a put such that not
stack is_empty holds.

(2) th((to <t A req(tl)) — 3252(251 <ts A ack(tg)))
Every request is eventually acknowledged.

(3) th((to <t A req(tl)) — Htg((tl <tz A ack(tg)) A
Vtg((tl <t3 Ntz < tg) — req(tg))))
No request is withdrawn before it is acknowledged.

2.2 Multimodal and Temporal Logic

First order logic has been criticised for not being intuitive. Except from
text in mathematical books, one can hardly find English sentences which
explicitly use variables to refer to objects. Natural language statements use
modal adverbs like “possibly” and “necessarily” to refer to an alternative
state of affairs. Temporal phrases in natural language use the adverbs “even-
tually” and “constantly” (or “sometime” and “always”) to refer to future
points in time. Modal logic was invented to formalise these modal and tem-
poral adverbs [Lewl2, Pri57]. The idea is to suppress first-order variables
t € T; propositions p € P are nullary again. The meaning of a proposi-
tion like stack is empty is “the stack is empty now”. Thus, in a temporal
interpretation, every formula describes a certain state of affairs at a given
point.

To be able to describe properties depending on the relations between
points, in multimodal logic for every R € R a new operator (R) ¢ is in-
troduced. The meaning of (R) ¢ is “possibly ¢”, i.e., “there exists some ¢
accessible via R such that ¢ holds at ¢”. Dually, [R] ¢ = = (R) —¢ means
“necessarily ¢”; “for all t accessible via R, it is the case that ¢ holds at ¢”.

ML == P | L | (ML—> ML) | (R)ML.
Intuitively, the above example (1) could be written
(stack is empty —(put) —stack is empty).

A (Kripke-) model (introduced in [Kri63, Kri75]) M £ (U,Z,wg) for multi-
modal logic consists of a universe U of points, an interpretation Z assigning

toevery p € P and R € R a subset Z(p) C U and a relation Z(R) CU x U,
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respectively. Instead of a valuation for free variables, a model designates a
current wy € U.

e M Epiff wy € Z(p);
e MK 1, and
e ME(p—1vy) iff ME ¢ implies M .

e M E(R) ¢ iff there exists w; € U with (wy,w1) € Z(R) and
(U, Z,w1) E .

We write w |= ¢ instead of (U,Z,w) = ¢ whenever the context U and Z are
given. A formula ¢ is universally valid in (U,Z), if for all w € U it holds
that w = ¢.

As defined above, < is interpreted as the transition relation, i.e., the
union of all accessibility relations, < is interpreted as the transitive closure
of <, and < as the reflexive transitive closure (the reachability relation). We
introduce the special operators X, F' and F":

e wy =X ¢ iff there exists wi € U such that (wo,w1) € Z(<) and
w1 IZ Py

o wy =F" ¢ iff there exists w1 € U such that (wy,w1) € Z(<) and
w1 ¢, and

o wy EF ¢ iff there exists w1 € U such that (wg,w1) € Z(<) and
w1 .

For the dual operators, we use the symbols X ¢ = = X =, and G" o =
- F' -, and G" ¢ & = F —¢. Traditionally, X, F, and G have been

1. Alternatively,

used to indicate neXt time, Future and Global operators
F' and G* are called sometime- and always-operators. X is referred to
as weak next- operator. [Bur74] suggested the use of a modal logic built
upon F" and G' to describe program properties. [Kro78] was the first to
use X and F' in program verification. [Pnu77] extended this framework
for parallel programs. The combination of (R)- and F+—operators originates
from dynamic logic (for an overview on dynamic logics, see [Har84, KT90]).

Intuitively, X ¢ indicates that ¢ holds at some point accessible via a

single transition, F' o specifies that ¢ must hold in some point which can

!A note on notation: With the above convention, the X, X F+, F, G' and G
operators could be written as (<), [<], (<), (<), [<] and [<], respectively. In the literature,

some authors use the symbols ®, o, ¢, and O.
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be reached by a nonempty sequence of transitions, and F* ¢ means that
¢ holds at some reachable point (possibly now). Dually, X ¢ holds if all
successors satisfy ¢, and G ¢ and G* ¢ determine that all reachable points
(except maybe the current point) must validate ¢. With these operators,
example (2) could be written

G' (req —»F " ack).

From the definition, wy EX ¢ iff w; |E ¢ for all w; € U such that (wgy,w;) €
Z(<). Similarly, wg EG" ¢ iff wy | ¢ for all w1 € U such that (wg,w) €
Z(<). Recall that a point w € U is terminal, if {v' | (w,w') € Z(<)} =
{}. A terminal point represents a final state of a terminating computation.
Terminal points satisfy all X- and G'-formulas vacuously: If wy has no
accessible successors, then wy EX ¢ and w ):GrJr ¢ for any formula ¢.

The difference between F' and F is that in the latter “the future includes
the present”. Clearly, (F ¢ < ¢V F' ¢). Therefore, the F -operator can
be defined by F'. Using the identity (F" ¢ <+XF" ¢), F can be defined
by X and F~ with linear increase in formula length. It is not possible to
define the F+—operator only by F': Consider two models M; and Ms, where
U £ Us 2 {w}, T1(<) = {}, To(<) = {(w,w)} and Zi(p) = Z»(p) for all
p € P. Then M; HF' T and My =F" T. However, w EF ¢ iff w £ ¢
in both Mj; and Ms. Therefore, for all formulas ¢ which involve only
propositions, boolean operators and F~ it holds that M; | ¢ iff Ms | .
(Formally, the proof of this statement is by induction on the construction
of such formulas). Thus F' T is not expressible in this language. a

A similar proof shows that modal operators cannot express statements
about intervals. For example, there is no formula equivalent to example
(3) of the above. Temporal logic is based on a binary operator (¢ U’ 1)
meaning “p holds until ¢ holds”. This operator was introduced in [Kam68]
and used to describe properties of concurrent programs in [GPSS80]. The
semantics of U™ is defined as follows? :

e M= (¢ U 4) iff there exists wy € U with wy < w1 and w; |= 1,
and for all wy € U with wy < wa and wy < wy, we have wy = ¢.

This situation can be illustrated with a picture.

O-@-@-@-@-O-O

*For the relations ~€ {<, <,=, <}, which have a fixed interpretation, we henceforth
write v ~ w for (v,w) € Z(~), whenever no confusion can arise.
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As an example, the above formula (3) can be expressed with an until-
operator as
G’ (req — (req U' ack)).

Various other operators can be defined via U Sometime-operator and
nexttime operators are obtained as follows:

e X oo (LU o)
¢ Floo(TU o)

The proof of these equivalences is immediate from the definition: wg |=
(L U" o) iff there exists w; € U with wy < w1 and w; f= 9, and for all
wy € U with wy < wy < w; it holds that wa | L, which is impossible.
In other words, wg < wi, but there is no ws that satisfies wyg < w2 and
wo < wi. Therefore w; must be an immediate successor of wy, i.e., wy < wi.
Consequently, wg X ¢. The second equivalence is obtained in a similar
way.

The reflexive until-operator is defined as (¢ U™ ¢) £ (Vo A (¢ Ut ).

@-@-@-@-®-O-O

As above, F ¢ ¢ (T U ) and (p U %) X (p U ). Without X it is
not possible to define U or F from U". Hence, X cannot be defined by
U

The unless or weak until-operator is defined as

(0 W' p) £ =(=¢p U =(p v 1h)).

Intuitively, it says that ¢ holds at least up to the next point where 1 holds.
This can be seen as follows: Assume that wy | —=(—¢ U =(p V)). By
definition, it is not the case that for some w; > wy both w; | =(¢ V ¥)
and we = - for all wy < wy < wi. Thus, for all w1 > wy it holds that
w1 E (p V), or wa | 2 for some wy < wa < wy. In other words, if
wy > wy then either w; = ¢ or there is some wy < ws < w; such that
wy = 9. Therefore, if wa H ¢ for all wy < wa < wy, i.e. if wy is before the
next point where 1 holds, then w; | ¢. a

Note that by definition (¢ W' L) = =(T U" =p) =G’ ¢. Some texts
define the unless operator by

(P W' 9) £ ((p U )V G ¢),
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In models which consist of a sequence of points, these two definitions are
equivalent. To prove this, we must show (i) M |= ((¢ W' ¢) — ((¢ U"
DIV G @), (i) M E (G - (p W* ) and (i) M E (¢ U" %) -
(p w* 1)) for all such models M. For (i), assume that wy | (¢ w' )
and wyq |7EG+ . Then wi F ¢ for some wi > wy. According to above, there
is some wy < w2 < w; such that ws = 4. Since the model is well-founded,
this means that there is a smallest ws with this property; i.e. wg < we < wi,
wy E ¢, and ws F ¢ for all wy < w3z < wa. Again, according to the
above, if wy < w3 < wy then ws |= ¢. Therefore wy = (¢ U ). Formula
(i) follows immediately from the definition: if wy =G’ ¢, then w; = ¢
for all w; > wg. Therefore, it is not the case that some w; > wy exists
which satisfies w1 = =(p V ¢). This implies wg F (= U =(p V ¢)), ie.,
wy = (¢ W' 4). For implication (iii), we need the property that the model
is linear: If wy = (¢ U" ), then there exists w; > wy such that w; | ¢
and wa | ¢ for all wy < ws < wy. Assume any point w > wy. Then w < w;
or w > wi. In the first case, w = . In the second case, there exists w' = w;
such that w' | 4. Thus, for all w > wy it holds that w |= ¢, or there exists
wy < w' < w such that w' | . This shows that wy = (¢ w' ). i

An immediate consequence of the above equivalence is that in models
consisting of sequences U" is definable by W' and F':

(U %) & (¢ W )AF' o).

First order logic is more expressive than temporal logic since it can use
reverse relations: x > y iff y < x. Therefore, we introduce the temporal
past operator U | with the following semantics:

e ME (pU %) iff Fwi(wi < wyAp(wr) AVwa(wr < wr < wy —

p(w2)))-

The syntax of linear temporal logic (LTL) is defined as follows:
LTL = P | 1| (LTL—LTL) | (LTL U" LTL) | (LTL U LTL).

We write F ¢ and G ¢ for (T U ¢) and = F —¢, respectively. Intu-
itively, these operators refer to “sometime in the past” and “always in the
past”. Moreover, F* ¢ and G* ¢ are abbreviations for (F" oV eV F o)
and - F* —p, respectively.

The semantic clauses induce a translation FOL from temporal to first
order logic, where FOL(y) has exactly one free variable .
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— 1)) = (FOL(p) — FOL(%))

U' ) £ 3¢/ (tg < ¢ AFOL(3h){tg := t'} A
V' (tg < t" < t' = FOL(p){ty :=t"})).

FOL((p U %)) 2 3t'(t' < tg AFOL(p){tg :=t'} A
vi'(t' < t” <ty = FOL(p){ty :=t"})).

In the translation of (¢ U’ ) and (¢ U~ ¢), the symbols ¢ and " denote
arbitrary variables which do not occur in FOL(¢) or FOL(%). The formula
FOL(v){ty := t'} denotes the formula FOL(v), where every (free) occur-
rence of the variable t( is replaced by the variable which is denoted by t'.
The following example demonstrates this translation.
FOL(((—ack U req) U' ack))
= 3y (t() <t A ack(tl) A Vtg(t(] <ty <t —
FOL((—ack U req)){ty := ta2}))
= 34 (t() <t A ack(tl) A Vtz(to <ty <t =
Htg(tg <t A req(tg) A Vt4(t3 <ty <te— —|ack(t4))))).
The translation of a temporal formula is a first-order formula with ex-
actly one free variable ¢3. Correctness of this translation is stated formally
as follows:

Lemma 2.1 For every ¢ € LTL there exists a first order formula FOL(yp)
such that for every model M 2 (U, T,wq) and valuation v for which v(ty) =
wy it holds that (U,Z,w) E ¢ iff (U,Z,v) = FOL(y).

In other words, FOL is at least as expressive as LTL. For the transla-
tion of any given temporal formula into first order logic only three vari-
ables are really needed. Other variables can be reused; for example,
FOL(((—ack U™ req) U" ack)) is equivalent to
dtq (to <t A ack(tl) A Vit (to <ty <t —
Jto(to < ta A req(ty) AViEi(ty < t1 < ta — —ack(t1))))).

As an immediate consequence, LTL cannot express properties which “in-
herently” use four variables. For example, the statement “there are three
different connected points reachable from the current point” is not express-
ible in temporal logic.

Htl,tz,tg(t[) <t i ANtg<taAtg<itigAti <ta ANty <tgAts <t3)

A minimal model satisfying this formula is e.g. the following:
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()
(W)
()

In case that < is a linear order (antisymmetric and total) this is equivalent
to

Jtq (t() < t1 A Tty (tl <ts A Eltg(tz < tg)))

in which we can rename t3 by ¢y to get the equivalent
Eltl(to <ti A Htg(tl <ty A Elt[)(tz < to)))

which in turn can be expressed temporally as F'FF T

Therefore, attention is restricted to certain classes of structures, like
complete linear orders, or finitely-branching trees, etc. A natural model
M £ (U, Z,wp) is a Kripke-model with only one accessibility relation, such
that U is isomorphic to the natural numbers or an initial segment of the
natural numbers®, with < interpreted as the usual successor relation.

For natural models, a converse to the above lemma holds: Given any
@ € FOL with at most one free variable wg, there a temporal formula
LTL(yp) such that for every natural model M £ (U, Z,wq) and valuation v
for which v(¢y) = wy it holds that (U,Z,v) | ¢ iff (U,Z,wy) E LTL(p). In

other words,

Theorem 2.2 (Kamp, Gabbay) Temporal logic is expressivly complete
for natural models.

The proof can be found in [CSO1].

2.3 Linear and Branching Time Logics

Linear temporal logic is expressively complete for natural models. The
same (with minor modifications) can be proved for finitely branching

3Some textbooks restrict attention to infinite models. Terminating computations are
then modelled with an idle loop. In this book, we use w-words, that is, computation
sequences which can be finite or infinite.
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trees [Sch92a, Sch92b]. In computer science, the set of executions of a pro-
gram can be modelled as a set of execution sequences or as an execution
tree, where branches denote nondeterministic decisions.

Statements about correctness of program can involve assertions about all
mazimal paths in a tree. A path in a model is a (finite or infinite) nonempty
sequence of points o = (wy, wi, ...), where for each ¢ with 0 <7 < |o| there
exists an R; € R such that (w;,w;y1) € Z(R;). A path is mawzimal, if each
of its points which has a successor in the model also has a successor in the
path. In other words, a maximal path is either infinite, or its final point
wy, is terminal (there is no w such that w, < w). Computation tree logic

(CTL) [CE81] has the following syntax:

CTL := P | L | (CTL— CTL) |
E(CTL U" CTL) | A(CTL U" CTL).

CTL is interpreted on tree models. A tree is defined as usual: It has a single
root wg, and every node w,, can be reached from wg by exactly one finite
path. The transitive closure “<” of the successor relation “<” then denotes
the usual tree-order: (wi,ws) € Z(<) iff wy is on the (unique) path from
the root wy up to ws.

e wy = E(p U" ¥) iff there exists w; > wy such that wy = 4, and for
all wy € U, if wy < wy < w; then wy = .

e wy = A(e U™ ) iff for all mazimal paths p from wy there exists
wy > wqy on path p such that wi E 9, and for all wy < w2 < wy,

wy .

Thus, the E U+—0perator is defined similar to the LTL Until-operator. Since
the intended models for CTL are trees, whereas LTL usually is interpreted
on natural models, it makes sense to use a different notation. In CTL weak
and derived operators can also be defined as abbreviations. However, in
branching time, there are two variants of each derived operator.

E Xy 2E(LU ), AXyp2ALU ),
EXqy 2 -AX ), A Xy 2 -EX -,
EF ¢ 2E(T U ¢), AF 2 A(TU y),
EG ¢ 2 -AF -y, AG' ¢y 2-EF" -,

E(pU )2 VeAE(@U ), AlpUg)2(pVeAAlp U y)),
EF ¢ £y VEF ) AF Y2 (Y VAF y),
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EG ¢ £ ($ AEG" ¢), AG Y2 (HAAG §)
E(p W' ¢) £ -A(=) U =(p V), Al W) £ -E(- U’ (¢ V ¢))

Informally, E X ¢ means that some successor node satisfies ¥, and A X ¢
holds if all successors are 1. In a terminal point, A X L is true, but A X L
not: If wg has no successors, then the only maximal path p from w is the
one-element sequence o = (wg). On this unique path o there is no w; > wy,
therefore each formula A(p U ) and E(p U 1) must be false. As a
special case, in such a point E X T is false, but E X T and E X L are true.
In a nonterminal point, (E X ¢ < EX ¢) and (A X ¢ <+ A X ¢). Thus,
if we restrict attention to models without terminal points, these operators
coincide. The operators A X and E X can be expressed by E X and A X
(with linear increase of formula length) via (A X ¢ &+ A X o AE X T)
and ( EX9o o EX¢pVAX 1) (EXT - E X ¢)). Thus, all CTL
nexttime-operators can be expressed in terms of E X.

The formula E F ) means that some node in the computation tree
satisfies ¢, and A F* 1) specifies that 1) must hold somewhere along every
computation path. Dually, A G™ ¢ means that every node in the (sub-) tree
satisfies ¢, whereas E G 4 indicates that 1 is globally valid along some
path.

In the above picture, nodes satisfying ¢ are shown solid (or as a shaded
area), whereas 1 nodes are indicated by a circle.

The operator A U" can be expressed by E U" and A F'. This character-
ization is similar to the definition of the unless-operator in linear temporal
logic, cf. page 40:

AU ) o (AW ) ANAF §) = (~E() U =(p V) AAF 3)).

Therefore, it is sufficient to consider only the two basic operators E U" and
A F' in formal proofs and algorithms. Similarly, the formula E(¢ w' )
can be replaced by (E(¢ U Y)VE G" ¢). However, there is no negation-free
“dual” characterization of A W' and E U".
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Some typical formulas that might arise in verifying a finite state concur-
rent program are given below:

— EF' (started A —ready): It is possible to get to a state where started
holds but ready does not hold.

— AG (req — A F ack): If a request occurs, then it will be eventually
acknowledged

— A G AF stack.is_empty: The proposition stack_is_empty holds
infinitely often on every computation path

— A G EF restart: From any state it is possible to get to a restart
state.

For many CTL formulas it is possible to formulate similar correctness prop-
erties in LTL. Possibility properties like the last one mentioned above can
not be formulated in LTL. On the other hand, certain fairness properties
cannot be formulated in CTL.

How can we compare the expressivity of CTL with (the future fragment
of) LTL? Direct comparison is difficult, since models are different: On
natural models, which are special tree models with branching degree one,
A U" and E U'-operators coincide. On tree models with higher branching
degree, LTL obviously cannot express A (¢ U" ).

Therefore, one considers LTL and CTL on (nonlinear, nontree) Kripke-
models (U,Z,wp). In contrast to natural or tree models, Kripke-models
can contain reflexive points, loops or even dense relations. We call an LTL-
formula sequence-valid in a Kripke-model, if it is valid for all natural models
generated from the model, that is, for all maximal paths in U starting from
wy. (A formal definition of this notion will be given in Chapter 3.) Similarly,
a CTL-formula is called tree-valid in a Kripke-model, if it is valid for the
unique maximal tree generated from it.

With this definition, the expressivity of LTL and CTL are incomparable.
For example, the LTL-formula ¢ AF'G* p is not expressible in CTL (it is
not the same property as A F"'AG p). That is, there is no CTL-formula
1 such that i is tree-valid in exactly the same Kripke-models in which ¢ is
sequence-valid. Similarly, A G E F' p is not expressible in LTL (it is not
the same as G F" p). For more information on the expressiveness of linear
versus branching time see [EL85, EH86, CD88, Eme90].

On Kripke-models, the logic CTL"* (see [EL85, EH86]) subsumes CTL
and LTL by separating path quantification (E) from temporal quantification
(U"). Thus it is possible to write e.g. E G'F" p. The logic CTL" is strictly
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more expressive than both CTL and LTL. On binary trees, the expressive-
ness of CTL" can be compared to first order logic with additional (second
order) quantification on paths. For more information on the expressiveness
and complexity of various sublogics of CTL", see [Eme90].

2.4 Propositionally Quantified Logics

Quantification over paths is not a first-order notion. For linear time, this
quantifier is not very useful. But why should second-order quantification
be restricted to paths? Wolper remarked that “temporal logic can be more
expressive”[Wol83]. In temporal or first-order logic, it is not possible to spec-
ify that a certain proposition p holds on every second point of an execution
sequence, without constraining the values of p in intermediate points. For-
mally, for a natural model where U = (wq, w1, ...), define the new operator
G2n by
w; E Gy iff  wiyon Eeforaln>0

We will show that this operator can not be expressed in LTL or FOL. First,
note that the following operator defines a stronger property than required:

Gl e £ pA G (p = XX )
(G235 0)(to) = ¢(to) AVE > to(p(t) = Vi1, ta(tRt1 Rty — ¢(t2)))

These formulas are no adequate formulation of G2" ¢. They imply that if ¢
holds twice in a row, it must hold always. Therefore, | (G2, ¢ — G ).
The reverse implication does not hold: there are models satisfying G2" ¢
but not G2 or G2 (tp), respectively.

Theorem 2.3 (Wolper) Let p be any atomic proposition. There is no
LTL-formula ¢ such that = ¢ < G p.

Thus the G2" operator cannot be defined in the basic temporal or first
order language. However, it can be defined if additional propositions are al-
lowed. To assert that G2" ® holds, it suffices to provide a “new” proposition
q (not occurring in ) such that G272, q holds, and that ¢ is true wherever
q is true. This puts an additional constraint on the “auxiliary variable” q,
which can be considered as an “implementation detail” in the context of . If
we neglect the value of q, then the models satisfying (G2%, gA G" (q — ¢))
are exactly those satisfying G>" . That is, for any model M such that

M E (G22. gA G (q = ¢)) it holds that M | G*" ¢, and for every model
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M such that M = G¥ ¢ it holds that M’ |= (G232 gA G" (q — ¢)), where
M’ differs from M only in the fact that Z(q) = {wy, wa, ws,...}. Logically,
this projection operation amounts to existential quantification on temporal
propositions or sets of points:

G ¢+ J¢(GirL gA G (g = @)

(G @) (to) ¢ 3((GF61 9)(t0) A VE > To(q(t) —= (1))

The language used in the first item is called quantified temporal logic
qTL [Sis83], the language of the second item is monadic second order logic

MSOL.

qTL := P| Q| L | (qTL — qTL) |
(qTL U" qTL) | (QTL U TL) | 3Q qTL.

MSOL == P(7) | (T) | L | (MSOL — MSOL)|
R(T,T) | 37 MSOL | 3Q MSOL

To define this syntax, we used another syntactic category Q = {q,qq, ...}
of proposition variables. Any valuation in a model assigns a subset of U to
each of these (second order) variables. The formula 3¢ ¢ is true in a model
M if it is true in some model which differs from M at most in the valuation
of the proposition variable gq.

It is easy to lift the expressive completeness theorem 2.2 to second order.

Lemma 2.4 On natural models, QTL has the same expressiveness as
MSOL.

Lemma 2.5 On natural models, the U+-ope1°ator n qQTL is definable by G*
and X:
+ +
(P U ¢) & V¥(G™ (X (¢ Ve Ag) =q) —=q)

PROOF: Since this lemma is used several times in subsequent chapters, we
give a detailed proof. For one direction, assume that (¢ U" ) is true in
M 2 (U,T,wp). To prove that M = Vg(G* (X (¥ Vo Aq) = q) —
q), let Z'(q) be an arbitrary set of points, and show that (U,Z',wg) |
(Gri (X (¥ Ve Ag) = q) = q). In other words, from the assumption
wy ):Gri (X (¢ Vo Agq) = q) we have to show that wy | ¢. In any
natural model satisfying wq = (¢ U 1), there are wy, ..., w,, € U such that
w; < wiyg for all 0 < 7 < n, and ¢(w;) for all 0 < ¢ < n, and w, = .
If wo EGT (X (¥ Vo Aq) = q), then w; E (X (1) V¢ Aq) — q) for all
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> 0. Hence, w; E (X ¢ = ¢) and w; | (X (pAg) = ¢) for all ¢ > 0.
From w,, E ¥ it follows that w,—1 EX . Since w,—1 E (X ¢ — q), we
have w,,_1 £ q. Therefore w,_1 = (¢ A q), and w,,—2 EX (¢ A q). Since
wy,—9 = (X (¢ A q) = q), it follows that w,,_2 | ¢. Continuing inductively,
we find that w; = ¢ for all 0 < i < n. Therefore, wy = g.

For the other direction, assume that wy = ‘v’q(GrjE (X ¥ VeAg) —
q) — q) and show that wy = (¢ U ¥). First, we show that there must
be some w > wy satisfying w = 1. Assume for contradiction that this is
not the case. Choose Z(q) £ {w | not w > wy}. In natural models, this
is the set {w | w < wp}. It follows that (i) w = ¢ for all w such that not
w > wy, (i) wy ¥ g, and (iil) w B ¢ for all w > wy. We show that (*):
wE (X (¥ VeAq) = q) for all w € U. According to the contradiction
assumption, w F ¢ for all w > wy. With (iii), it follows that w H (¢ Ve Agq)
for all w > wy. Hence, w X (Ve Aq) for all w > wy. As a consequence, (¥)
holds for all w > wy. If not w > wy, then (*) is an immediate consequence
of (i). From (*), we infer that wy IZGi (X (¥ Ve Agq) = q). Therefore,
wy = ¢, which is a contradiction to (ii).

Let wi,...,w, be a set of points such that w; < w;y1 for all 0 <7 < n,
and w,, is the smallest point satisfying 1 (i.e., w, | ¢ and w; | —% for all
wy < w; < wy). If n =1, we are done: In this case wy EX 9, which implies
that wy = (¢ U" ). If n > 1, to prove wy = (¢ U 1) we additionally
have to show that w; |E ¢ for any 0 < 7 < n. Substitution of g with —¢
in the assumption yields the following equivalent version: wy = Vq(q SF
(gn X gzﬁ V¢ A—q))). Choose Z(q) = {w | wy < w < w;}. Tt follows that
wy EF” (gA X (¢ V ¢ A —=g)). That is, there is some w € U such that
w = (gA X (¢ V¢ A —q)). Since n is minimal, there is no w € Z(g) which
satisfies w X 1. Therefore, it follows that there is a w > wg such that
w = (gA X (¢ A —q)). Since w;_; is the only point with w;_; = (gA X —q)
we can conclude that w,—1 EX ¢, i.e., w; E . O

This characterization of the U+—operator with second order quantifica-
tion is a special case of the general scheme ‘v’q(Gri (& = q) — q), where
£ 2X (¢ V ¢ A q). Dually, the operator (¢ W' ) £ =(=¢p U™ =(p V4)) is
characterized by

(p W' ) & 2¥g(G™ (

>

(= V)V (= Aq)) = q) = q)
< Ag(—gA G (X (9 A=) V (=9 A q)) = q))
< 3g(=gA G (=g = = X (= A (= V q))))
 3g(=gn G (—g =X (¥ V(¢ A—q))))
© 39(gA G (¢ =X (v V¢ A q)))

HoH
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This is an instance of the dual scheme Jg(gA G (g = &) with ¢ &%
(¥ Veng).

For complexity reasons, it is not always advisable to allow quantifiers
on arbitrary subsets of the universe U. Therefore, we introduce fizpoint
quantification: quantification on sets which follows these schemes. This

results in the propositional u-calculus pTL [EC80, Pra8l, Koz83, KP83]:
uTL == P | @ | L | (uTL—-uTL) | (R) uTL | vQ uTL.
The semantics of uTL can be defined by a translation into MSOL.

e MSOL(p) 2 FOL(p), if » € ML

e MSOL(q) £ ¢(tg),if g € Q
e MSOL(vq ) £ 3q(q(to) A Vi(q(t) — MSOL(p){ty := ¢}))-

We write ¢{q := ¢} for the formula which results from ¢ by replacing every
free occurrence of ¢ with 1. The formula pq ¢ is short for —vq =(p{q :=
=¢}). Thus, the translation of ug ¢ evaluates to

® MSOL(ug )= —~3q(—q(te) A Vi(=q(t) = ~MSOL(p){ty := t}))
= Vq(q(to) V ~Vi(=q(t) » “MSOL(p){tp := t}))
= Vq(Vt(MSOL(p){to := t} — q(t)) = q(to)).

When interpreting pTL on natural models, we use the operator X for the
unique diamond operator (R). With this notation, Lemma 2.5 can be refor-
mulated:

Corollary 2.6 For any natural model M,
ME (e U ¢) iff Mlpg X (% VeAqg)

PROOF: The equivalence follows almost immediately from the definitions.
MSOL(ug X (¢ V¢ Aq))

= Yq(W(MSOL(X (¢ V o Aq)){to := 1} = q(t)) = q(to))

= MSOL(Yq(G™ (X (¢ Vo Agq) = q) = q))

< FOL((¢ U %)) (acc. to Lemma 2.5) O

Corollary 2.6 does not hold for more general Kripke models. In natural
models, other operators are characterized by similar pTL formulas:

MEF'%  iff MEug X ($Vq)
ME (W' y) iff Mpvg X% VeAq)
MEG Yy iff  MEwvg (yAXKyg)
ME (U ) iff MEug(VerXy)
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For certain formulas, an alternative semantical description of the v and
¢ quantifiers in terms of greatest and least fixed points can be given. A
function f : 2V — 2V is called monotonic, if P C Q implies that f(P) C

f(Q). A set Q@ CU is called a fized point of f,if Q = f(Q).

Let gfp(f) = U{@Q | @ € F(Q)} and Ufp(f) = ({@Q | f(Q) € @} The
Knaster-Tarski fixpoint theorem states that if f is monotonic, then gfp(f)

and Ifp(f) are the greatest and least fized point of f.

Theorem 2.7 (Knaster-Tarski) Let f: 2V — 2U be monotonic. Then

o afp(f) = f(afe(f)) and Up(f)= f(ifp(f)), and
o If Q= f(Q), then Q C gfp(f) and Ifp(f) C Q.

PROOF: Since gfp and gfp are dual, it suffices to prove the theorem for gfp.

It @ = (Q), then Q C /(Q). Therefore Q € {Q | @ C £(Q)}, that
5,0 CUQ | Q C FQ) T1Q C £(Q), then @ C ULQ | @ € £(Q)}.
Monotonicity of f implies that in this case f(Q) C f(IU{Q | @ C f(Q)}).
Hence for all @, if @ C f(Q) then Q@ C f(U{Q | @ C f(Q)}) by transitivity
of set inclusion. This means that | J{Q | @ C f(Q)} C f(U{Q | Q C f(Q)}).
For the other direction, observe that since f is monotonic, f(|J{Q | @ C
F(Q)}) € F(FLQ 1 Q € £(Q))- Thus, F(ULQ | Q C (@) € {Q @ C
f(Q)}, which means f(U{Q | Q@ C f(@)}) CUH{Q Q@ C f(Q)}. O

In fact, this proof shows that the second part of the theorem can be
strengthened.

e QC f(Q) implies Q C gfp(f), and f(Q) C Q implies Ifp(f) C Q.

For a more detailed discussion of other fixpoint theorems, see [DP90, GS90b].
In a model M = (U,Z), any formula ¢ defines a set oM C U of points
in the model, namely o™ 2 {w | (U,Z,w) | ¢}. Likewise, a formula
¢ with a free proposition variable ¢ defines a function gqu : U = U from
sets of points to sets of points (a predicate transformer): If @ C U, then
gqu(Q) £ {w | (U,T',w) k= ¢}, where T' differs from Z only in Z'(q) = Q.

Lemma 2.8 (vg ¢)™ = gfp(¢)") and (ug o)™ = Ifp(¢y").

PROOF: According to the definitions, w € gfp(t,oéw) ifwe | J{Q]|QC
gqu(Q)}, that is, if there is some @ C U such that w € @ and Q C 90(/1\4(@)
In MSOL this condition can be denoted as w = Jq(q(ty) A Vt(q(¢t) —
MSOL(p){ty := t})). This clause is exactly the semantical translation
of w | vq ¢. For lfp(gogvl), the dual proof holds. a
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Call an occurrence of a proposition variable ¢ in a formula ¢ positive or
negative, if it is under an even or odd number of negations. Formally, this
notion is defined recursively: ¢ is positive in the formula g. An occurrence
of g in the formula (¢ — 1) is positive, if it is a negative occurrence in ¢
or a positive occurrence in v, and negative, if it is a positive occurrence in
¢ or a negative occurrence in ¥. An occurrence of q in (R) ¢ and vq ¢
is positive or negative, if it is positive or negative in ¢, respectively. A
formula ¢ is called syntactically monotonic in g, if every free occurrence of
g in ¢ is positive. It is syntactically monotonic, if each sub-formula vq 1 is
syntactically monotonic in q.

Lemma 2.9 If ¢ s syntactically monotonic in q, then goéw s @ monotonic
predicate transformer.

PROOF: This statement can be proved by induction on the structure of
. The induction basis, namely formulas which are atomic propositions,
proposition variables or boolean constants, is immediate. For the inductive
step, assume that P C Q. If (¢ — ) is positive in ¢, then ¥ must be
positive and ¢ must be negative in q. Therefore, —¢ is positive in q. The
induction hypothesis is that 1/14\’1(P) - 1%\4 (Q) and ﬂgqu(P) - —mqu(Q)
From this we can infer that goé\/l(Q) - goéw(P). Therefore, if goé\/l(P) C
M (P) then @M(Q) C ¢M(Q). This follows from (Q) C ¢)*(P) C
$(P) € 44(Q). In other words, (¢ — W(P) € (o = ¥)4(0)
For the case (R) ¢, the induction hypothesis is that ¢ M(P) C %y M(Q).
Then, {w | Jw'(w,w') € Z(R) N w' € gqu(P)} C {w | FIv'(w,w') €
I(R) A’ € @(Q)} Tn other words, ((R) #}(P) € (R) #I(Q)

q q
Similarly, for formulas vq'¢, Where q and q are different variables, the

induction hypothesis is that ¢ (P X) C cpqq (@, X) for all X. There-
fore, X C (¢ )q_/q (P, X) implies X C (¢ )q,q (@, X) for all X. Consequently,
{w | for some X, w € X and X C @%,(P,X)} C {w | for some X, w €
X and X C @%,(Q,X}}. According to the definition, this is the semantics
of (Vq'go)é\A(P) - (Vq'go)éw(Q). The last case is vqp. Since this formula
has no free occurrence of variable g, its denotation (z/qgo)qM is a constant
function. Trivially, constant functions are monotonic. |

Corollary 2.10 If ¢ is syntactically monotonic, then
o = (vg v & pl{g:=vq ¢}) and |= (ug ¢ & @{q:= pg ¢}).

o If (U,Z) = (x ¢ v{q := x}) then both (U,I) E (x — vq ¢) and
(U,Z) = (ng ¢ = x)-



52 CHAPTER 2. LOGICAL SPECIFICATION LANGUAGES

o (UI) E (x = ¢{a:=x}) mmplies (U, I) | (x = vq ¢), and
(U,Z) E (plg = x} = x) implies (U,I) | (pqg ¢ = x)

PRrROOF: If ¢ is syntactically monotonic, then gqu is monotonic according
to Lemma 2.9. Theorem 2.7 asserts that gfp(gqu) = gog\’l(gfp(cpéw)). In the
notation of Lemma 2.8, this means (vq )M = goéw((uq ©)M). Moreover,
gqu((Vq ©)M) = (¢ g == vq p})M. Therefore, M | (vq ¢ & ¢,{q ==
vq ¢}). The other statements are shown similarly. ad

In particular, according to Corollary 2.6, (¢ U™ ) and (¢ W' %) in
natural models are least and greatest fixed points of X (¢ V ¢ A q) and
X (¢ V¢ Aq), respectively. Therefore, the following recursion and induction
axioms hold:

e E(pU ¥) X (¥ VeA(pU ) and
(e W) &R (Ve A(p W)

o EF ¢ & (¥V XF ¢) and EG” ¢ & (pA XG ).

o (U,Z) (X (¢ Vo Ax) = x) implies (U,Z) |= (¢ U ¢) = x), and
(U,T) k= (x 2% (4 V¢ A x)) implies (U, )  (x = (¢ W' ).

As we have shown, monotonic pTL formulas denote greatest or least
fixed points of predicate transformers. For nonmonotonic formulas, the ex-
istence of fixed points is not granted. For example, there is no @ C U
satisfying @ = U \ Q; thus, there is no fixed point of (ﬁq)é\’t. However, the
MSOL semantics of vq —=q is Ig(gq(to) A Vt(q(t) = —q(¢))), which is equiva-
lent to the well-defined value L. On general Kripke-models, monotonic pTL
is stricly weaker in expressiveness than unrestricted g TL. Even unrestricted
uTL can, in turn, express fewer properties of Kripke models than monadic
second order logic:

Lemma 2.11 Consider the class of all Kripke models.
(a) There is no monotonic uTL formula equivalent to vq({R) —q).
(b) There is no pTL formula which is equivalent to Vip(t)

PRrROOF: For (a), consider ¢ = vg((R) —¢). Then MSOL(p) = Jq(q(to) A
Vt(q(t) — 3t'(tRt' A—q(t')))). Choosing Z(q) = {Z(ty)} shows that w | ¢ iff
w = Jt(toRt Aty # t). There is no monotonic formula which can express this
property: Consider the model M £ (U,Z), where U £ {wy, w1}, Z(R) £
{(wo,wo), (wo,w1), (w1, w1)} and Z(p) = Z(q) = 0 for all p € P and q € Q.
Then wy | ¢ and w; ¥ ¢. For each monotonic formula 1, however, it
holds that wy = ¢ iff wy = 9. To prove this, we show by induction on the
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structure of ¢ that ™ = § or yM = U. For propositional formulas, this
is immediate; the case (R) 1 follows from the definition of M. The only
remaining case are formulas vqy. According to the induction hypothesis,
either ({q := THM = 0 or (¥{q :== THM = U. In the first case, from
the fact that (rgy)™ C TM and monotonicity of ¢ we infer that (¥{q :=
vgp M C (Y{q := THM = 0. The first part of Theorem 2.7 implies that
(vgp))M C ({q := vgb})M; therefore, (vqip)™ = 0. In the second case,
U=TM = (4{q := T})M. With the second part of Theorem 2.7, it follows
that TM C (vgp)M, ie., (vgp)M =U.

Statement (b) holds since the truth of uTL formulas is preserved under
disjoint unions of models, whereas ¢ = Vi¢p(t) can be invalidated by adding
an isolated point w with w H p. Formally, consider the models M, =
(Uy,Z,wp) and My = (U1,Z,wp), where Uy = {wo}, U1 = {wo,w}, Z(R) 20
and Z(p) = Z(q) = {wo}. Then My | ¢ and M; H ¢, whereas for each
pTL formula 1 it holds that My = ¢ iff M1 | . i

If the model is connected (that is, Yw,w' (w < w' Vw = v Vw > v')),
then every point is reachable from the current point. In this case, the

operator G can replace the first-order universal quantifier: M |= Vip(¢) iff
M EG” p. In this case,

MEvge iff  ME3gh G (¢ = ),
MEpge if  MEVYG" (¢ —q) =)

Hence, on natural models pTL is at most as expressive as qTL (and
MSOL). Since uTL does not contain any past-operators, there is no uTL
formula which is equivalent to F T. Subsequently, however, we will show
that for initial validity in natural models a converse translation from qTL
(or MSOL) into monotonic pTL exists. Since the proof uses w-regular
languages and w-automata, it is postponed.

2.5 Automata and Logics

Let (U,Z) be universe and interpretation of a natural model. Formula ¢ is
initially valid in (U,ZI), if (U,Z,wy) = ¢, where wy is the unique initial point
of U (which has no predecessors). For any (U,Z) it holds that ¢ is universally
valid iff G™ ¢ is initially valid, and ¢ is initially valid iff (G~ L — ¢) is
universally valid.

Given a (finite or infinite) natural model M £ (U, Z,wy), the interpre-
tation Z defines a mapping Z : P — 2V from propositions into subsets of
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the universe. Define a labelling function £ :U — 2F by
p € L(w) iff  weZ(p)

That is, L(w) £ {p | w € Z(p)} is the label of point w € U. If U =
(wp, w1, w3, ...), then the sequence o = (L(wp), L(w1), L(w2),...) is called
the w-word of M over the alphabet & = 2P. A set of w-words is called an
w-language.

We say that a linear-time logic formula defines the set of all natural
models in which it is initially valid. Thus every such formula defines the
w-language given by these models. In order to define languages by formulas
it suffices to restrict attention to the future fragment of temporal logic:

Lemma 2.12 For any LTL or qTL formula ¢ there exists an LTL or qTL
future formula (without U -operators) defining the same language.

PROOF: It can be shown that any LTL-formula can be separated into a
boolean combination of pure future, pure present and pure past formulas (for
a proof of this statement, see [Gab89, GHR94, CS01]). This can be extended
to qTL: Note that g(p V) < (Iq ¢VIq ). Moreover, if ¢1,...,¢0,, are pure
past, and #1,...,4,,, are pure present or future, then 3g(p1 A... A, A1 A... A
¥u,) is equivalent to Jg(p1 A ... Apy,) AJg(1 A ... Atpy,). If the past-formulas
are true in a model (U, Z,wq) where Z(q) £ Q1 and the present- and future-
formulas are true if Z(q) = Qs, then the conjunction of past, present and
future part is true if Z(q) £ {w |w < we} N Q1 U {w | w > wy} N Qa. Thus,
using disjunctive normal form, propositionally quantified formulas can be
separated. Given a separated formula ¢, let ¢ be the formula ¢ where
every sub-formula (¢ U 1) is replaced by L. Then ¢ is initially valid in
any natural model M iff ¢ is initially valid in M. Thus ¢ and @™ define
the same language. O

Languages can also be defined by (w-)regular expressions and by finite
(w-) automata.

Trivially, w-automata are closed under projection onto a smaller alpha-
bet. Biichi [Blic62] showed that his automata are closed under complement;
this is a highly nontrivial proof.

Closure under complement can be used to show that Biichi-automata
are at least as expressive as qTL.

Lemma 2.13 For every QTL formula there is a Bichi-automaton defining
the same language.
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PROOF: According to Lemma 2.12 it suffices to give a translation for formu-
las without U . Automata for propositions are trivial two-state machines
(with 2IPI=1 transitions between this two states). An automaton for L is
one which never accepts. From an automaton for ¢, an automaton for X ¢
and F' o can be built by an appropriate prefixing with a single step or loop
on the initial states. According to Lemma 2.5, U can be expressed with X,
F' and second order quantification. Implications (¢ — 1) can be written as
(=4 V1) and thus be reduced to unions and complements. Finally, existen-
tial second order quantification amounts to the projection of the automaton
onto a smaller alphabet. O

In particular, since LTL is a sublanguage of qTL, for every LTL formula
there is a corresponding Biichi-automaton. In Section 4.2, we will decribe a
tableaux decision procedure, which can be seen as an efficient algorithm to
construct a Biichi-automaton from a formula.

w-regular expressions are at most as expressive as uTL:

Lemma 2.14 For every w-reqular expression there exists a pTL-formula
describing the same language.

PrOOF: The proof associates with every w-regular expression ¢ a puTL-
formula pTL(p) with at most one free proposition variable ¢ indicating the
end of the sequence.

o uTL(P) & (AyepP A Npgp P Aq), i PE2P
o uTL(e) 2 L

TL

+4) = (WTL(p) V uTL(¥))

;9) £ pTL(p){g :=X pTL(¥)}

o uTL(¢") £ pg1 (WTL(¢){q:=qvV X q1})
o uTL(¢*) £ vq1 (WTL(¢){q :=X q1})

To be able to deal with finite strings as well, the yTL-formula corresponding

(
(¢
e uTL(¢
(
(

to an w-regular expression ¢ is defined as pTL(y){q :=X L}. It can be

shown that this formula defines the same language as the original w-regular

expression . O
As an example, consider the expression (-p1)¥ + (TT;p2)~.

pTL((=p1)” + (TT;p2)*)
1 (WTL(-p1){q:=X q1}) V vg2 (W TL(T*;p2){q :=X ¢2})
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=vq ((-p1 Ag){g =X qi})V

vga((RTL(T¥){q :=X pTL(p2)}){q :=X ¢2})
=vq1 (-piA X q1)V

va2(pgs(T A g){q :=qv X g3}{q :=X (p2 A q) H{q :=X q2})
=vq (-pIA X 1) Vg (pgs(X (p2 A q)V X g3){q :=X ¢2})
=vq1 (-p1A X q1) V vga(pgs X (p2A X g2 V g3))
< vq (pIA X TA X q1) Vg (ugs X (p2V g3)A X g2)
=G (-pIAX T)V G'F' p2

~—

This lemma closes the circle in the expressiveness results of second order
languages.

Theorem 2.15 (Biichi, Wolper, Sistla) To define w-languages, the fol-
lowing formalisms are of equal expressive power:

uTL = qTL = MSOL = Biichi-automata = w-regular expressions

PRrROOF: For every puTL-formula there exists an equivalent qTL-formula by
definition; on natural models qTL is equal in expressiveness to MSOL by
Lemma 2.4; according to Lemma 2.13, for every qTL (or MSOL) formula
there is a Biichi-automaton defining the set of its models; by Lemma 1.3,
Biichi-automata are equivalent to w-regular expressions; and these in turn
can be described by puTL-formulas as shown in Lemma 2.14. O

Similar results can be proved about logics with past operators on integer
models (bi-infinite words) and two-way automata, and about branching time
logics (#TL/qTL on tree models) and tree automata (A C §x2% x (R x.5)")
(see [Niw88, Tho90, Sch92b]).

2.6 Relational p-calculus

In this section we introduce yet another, richer logical language which is
closer to functional and logic programming paradigm. This is the relational
p-calculus defined in [Par74]. Informally, this p-calculus can be seen as first
order predicate logic with an additional recursion operator.

A (typed) structure S consists of a collection of disjoint sets called do-
mains, and a collection of functions and relations over these domains. (In
some textbooks, structures are called algebras.) Elements of the domains are
called objects. Models for propositional temporal logics can be regarded to
be special structures with a single domain U, no functions, unary predicates
P C U and binary relations R C U x U on this domain.
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A signature ¥ = (D, F,R) consists of a finite set D of domain names,
a finite set F of function symbols, and a finite set R of relation symbols.
Associated with each function and relation symbol is its type 7, which is
a sequence of domain names (nonempty in the case of functions). Unary
relation symbols are called predicate symbols, nullary function symbols are
called constant symbols. A constant term of type D is either a constant
symbol of type D, or of the form f#...t,,_1, where f is a function symbol of
type (Do, ..., Dn—1,D) and each t; is a constant term of type D; for i < n.

An interpretation Z for a signature X on a structure S is a mapping
T :% — S assigning a nonempty domain DS = Z(D) for each domain
name D, and a function f¥ £ Z(f) and relation RS £ Z(R) of appropriate
type for each function and relation symbol, respectively. That is, if 7(f) =
(Do, ..., Dy), then f5 € (D§ x---x DS | — DZ), and if 7(R) = (D1, ..., D»),
then R® C (D} x --- x D).

It is important to distinguish between signatures (syntax) and structures
(semantics). Given a signature, the set of structures for this signature forms
the set of possible models. For example, each signature can both be inter-
preted in a structure consisting of a single one-element domain, and in a
structure containing a unique object for each constant term, the so-called
term-algebra or Herbrand structure. Vice versa, given a specific structure,
then each signature determines which parts of this structure are “visible” in
a specification formalism. As an example, consider the structure consisting
of all functions and relations over the domain of natural numbers. Truth
of logical formulas in the signature $; 2 (N, {},{<,<,=}) is decidable,
whereas the set of valid formulas in Zs 2 (N, {+, *},{=}) is not recursively
enumerable.

Given a signature X, let V be a set of variables, each of which is either
an individual variable or a relation variable. Again, we assume that each
variable has an appropriate type. An object term t of type D is

e z, where z is an individual variable of type D, or

e ftg...t,—1, where f is a function symbol of type (Dy, ..., D,,_1, D) and
each t; is an object term of type D; for 7 < n.

As a special case, each constant symbol of type (D) is an object term of type
D. In the relational p-calculus, there are two more syntactic categories: well-
formed formulas and relation terms of type 7. Assuming that the symbols
(,), L, =, =, 3, u and X are not in the signature, a well formed formula ¢
is built according to the following syntax:

e L, (¢ =), where ¢ and ¢ are well formed formulas,
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e 11 = ts, where t; and s are object terms of the same type,

e dz ¢, where ¢ is a well formed formula, and z is an individual variable,
or

e pti...t,, where p is a relation term of type (Di,...,D,,) (see below),
and t; is an object term of type D; for all 7« < n.

In first order logic, a relation term is just a relation symbol from the signa-
ture. In second order logic, a relation term can either be a relation symbol
or a relation variable ¢ € Q. In the relational p-calculus, more complex re-
lations can be specified via A-abstraction and p-recursion. In this calculus,
a relation term p of type (D1,...,Dy) is

e a relation symbol R or relation variable X of type (D1, ..., Dy,),

e A\zj...z,(p), where ¢ is a well formed formula and each z; is an indi-
vidual variable of type D;, or

o uX(p), where X is a relation variable of type (D1,...,D,), and p a
relation term of the same type which is syntactically monotone in X.

As above, in this definition p is defined to be syntactically monotone in X, if
every occurrence of X is under an even number of negation signs. Syntactical
monotonicity ensures that the functional defined by p is monotone in the
lattice of values for X and thus the least fixpoint of this functional exists.

A wariable valuation v is a mapping assigning an object v(z) € D to
every individual variable z of type D, and a set v(X) C D; X---xD,, to every
relation variable X of type (D1,...,D,). A relational model M = (S,Z,v)
for the signature X consists of a structure S, an interpretation Z, and a
variable valuation v. Similar to first order and temporal logics, we say that
the model M = (S,Z,v) is based on the frame F = (S,T).

Any relational model M £ (S,Z,v) determines a unique object tM for
every object term ¢, a relation p™ of appropriate type for each relation term
p, and a unique truth value p™ € {true,false} for any formula . This
denotation of terms and formulas is defined in the usual way:

o tM 2 y(z), if z € V is an individual variable, and
o (fti.t, )M & Z(f)tM..tM), ie., the value of function f5 at
(M. M)
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o (¢ = )M = true iff ™ = true implies »™ = true,

o (t1 = tg)M = true iff t{w = té\”; i.e., iff t; and t3 denote the same
object in §,
)M S,I,VI)

= true iff ¢! = true for some valuation v’ which differs

from v at most in z,

e (Fz o

o (pt1..t,)M = true iff (M, ..., tM) € pM,

e RM £ T(R), if R is a relation symbol,

e XM £ y(X), if X is a relation variable,

o (Azy1..zn {(d1,.ydn) | ¢7(d1,...,dn) = true}, where

Y
@ (d1,...,dn) 2 3TV and v/ differs from v only in the assignment
)M

)/Vl
of d; to z; for 1 <i < njie., (Azi...z,(p is the relation consisting
of all tuples of objects for which ¢ is true, and

o (uX PM 2 N{Q | p7(Q) C Q}, where p7(Q) £ p3TV), and v/
differs from v only in v/(X) = @Q;
i.e., uX(p)™ is the least fixpoint of the relation functional p.

For closed terms ¢ (not containing any free variables), the denotation tM is
independent of the variable valuation v. Assume that the object term ¢ of
type D contains free individual variables 1, ..., 2, of type D1,...,D,. For
any model M, the denotation t™ is an object in the domain Z(D). For any
frame F £ (S5, Z), however, we define t¥ to be a function ¢t : Z(D1) x - -+ x
I(D,) = Z(D). The function value is given by t¥(dy,...,d,) = t(STV)
where v is any valuation assigning d; to x; for 1 <2 < n. Similarly, if ¢ is a
relation term which contains a relation variable X of type (Djy, ..., D,,), then
t” is a functional which maps subsets of Z(D1) x --- x Z(D,,) into Z(D).

The relational operators A and p are similar to the operators used in A-
calculus and in denotational semantics. In fact, we could define well formed
formulas to be object terms of a special type boolean. Relation terms could
then be defined as function terms with boolean result, and the A abstraction
builds such a function term from a boolean object term.

The relational u-calculus extends first order logic in a similar way as the
propositional p calculus extends modal logic. In fact, the standard transla-
tion from modal into first order logic can be trivially extended into a stan-
dard translation from propositional into relational p calculus. In addition,
the relational p calculus offers some restricted form of non-monadic second
order quantification. It contains classical first-order logic as a sublanguage.
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Note, however, that in the relational p-calculus there is no A-abstraction on
function or relation variables. This would result in a second-order calculus.
In contrast to second order logic, there is no p-calculus formula express-
ing that domain D is finite [Par74]. On the other hand, the minimization
operator can be expressed in second order logic:

uX(p)Z < VX(VZ(pZ - X&) » XI)

Since the induction axiom for arithmetic can be formulated as a least fixpoint
formula, the natural numbers have a categorical theory in the relational p-
calculus (for details, see also [Par74]). Therefore, the set of valid formulas is
not recursively enumerable, and its expressiveness lies properly in between
first and second order logic.

The p-recursion operator can be used to give recursive definitions of
boolean functions, similar to the use of recursion in functional and logic
programming. As an example, Park defines the addition-relation on natural
numbers from the constant 0 and the predecessor relation < recursively as
follows:

at+b=ce ((a=0Ab=c)VIuww(u<aAv<cAu+b=n0v)).
In the relational p-calculus, this definition can be written as
a+b=co pXAzyz(z =0Ay=2)VIw(u <z Av < z A Xuyv))abe.

Using the fixpoint unfolding uXp < p{X := uXp} we can calculate the
truth value of 1 + 2 = 3 as follows. Let Add = uXp, where p is the relation
term

Azyz((z =0Ay=2)VIw(u < zAv < 2A Xuyv)).

The calculation is as follows.

Add 123

 p{X = Add} 123

o Azyz((e=0Ay=2)VIuw(u <z Av <z A Add uyv))123
< ((1=0A2=3)VIuv(u <1 Av <3A Add u2v))

< Add 022

o Azyz((z=0Ay
«~((0=0A2=2)
~ T,

=z)VIw(u <z Av <z A Add uyv))022
V Juv(u < 0Av < 2 A Add u2v))

As another example, consider the following PROLOG program.
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parent (john, mary) .

parent (jane, john).

ancestor(X,Y) :- parent(X,Y).

ancestor(X,Y) :- parent(X,Z), ancestor(Z,Y).
?- ancestor(jane, mary).

This PROLOG query can be translated into a formula of the relational u-
calculus. The signature consists of a single domain D = {person}, constant
symbols F £ {john, mary, jane} of type person, and relation symbols
R £ {parent, ancestor} of type (person,person). The “closed world
assumption” in PROLOG guarantees that these relations are completely de-
scribed by the above clauses; therefore parent and ancestor are the min-
imal relations satisfying these clauses. In the relational p-calculus, this is
expressed by

parent = A\zy (z = john Ay = mary V z = jane Ay = john)
ancestor = puX (Azy (parent zy V Jz (parent zz A Xzy))).

Here, R = S abbreviates the condition Vzy (Rzy <> Szy). Using this as a
rewrite rule, the formula ancestor jane mary evaluates as follows:

ancestor jane mary

& pX (Azy (parent zy V 3z (parent zz A Xzy))) jane mary

+ Azy (parent zy V Jz (parent zz A ancestor zy)) jane mary

<> (parent jane maryV Jz (parent jane z A ancestor z mary))

< ((jane = johnA mary = maryV jane = janeAmary = john)V
3z ((jane = john A 2 = mary V jane = jane A z =

john) A ancestor z mary)

> ancestor john mary

> (parent john maryV 3z (parent john z A ancestor z mary))

T

Similarly, the term Az(ancestor jane z) evaluates to {john,mary}. More
complicated properties like VzJy (z # y A ~ancestor zy) can be formulated
in the relational p-calculus. In general, such formulas need more powerful
proof principles than A-substitution and p-unfolding. In the above example,
all domains are finite. Therefore, the result to this and similar queries can
be calculated completely automatic by a model checker. The respective
algorithm will be given in section 6.5.
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Chapter 3

Model Transformations

As we have seen, linear temporal formulas and w-automata both can be
used to describe sets of infinite sequences. The practical difference is, that
logic tends to be more “descriptive”, specifying what a system should do,
whereas automata tend to be more “machine-oriented”, indicating how it
should be done. Logical formulas are “global”, they are interpreted on the
whole structure, whereas automata are “local”, describing single states and
transitions.

Therefore, traditionally automata or related models are used to give an
abstract account of the system to be verified, whereas formulas are used
to specify properties of these systems. But, since it is possible to translate
between automata and formulas and back, the choice is a matter of com-
plexity, of available algorithms and of taste. We could equally well define
both system and properties in temporal logic; in this case we would have
to prove an implication formula (Chapter 4.2 will explain how to do this).
Another alternative is that both the implementation and the specification
are given as automata, where the latter is more “abstract” than the former.
Then we have to prove that one can simulate the other.

In the next sections, we describe various transformations between models
such as simulations, refinements and collapses, and investigate the preser-
vation of logical properties under these transformations.

3.1 Models, Automata and Transition Systems

The previous chapter related w-automata and linear temporal formulas via
the w-language accepted by the automaton and the set of natural models
in which the formula is initially valid. There is, however, a more direct

63
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connection on the structural level. Let M = (U,Z,wy) be a Kripke-model
with predicates from P and accessibility relations from R. Consider the
alphabet ¥ = 27 x R, and let 0 = (5¢0103...) be an w-word, where o; =
(P;, R;). We say that o is generated by M if there exists a mapping p from
letters of o into points of U, such that

1. p(o9) = wy,
2. if p(o;) = w, then P; = L(w),
3. if p(o;) = w and p(o;41) = w', then (w,w') € Z(R;), and

4. if o is finite with last letter o, and p(o,) = w, then w is terminal
(i.e., there is no w' such that w < w').

(Recall that £L(w) £ {p | p € Z(w)} is the label of point w.) Condition
4. guarantees that generated words represent maximal paths in the model®.
Define the language generated by M to be the set of all w-words generated
by M. With these definitions, Kripke-models can be regarded as weakly fair
transition systems for the alphabet ¥ = 2% x R. (Recall that a weakly fair
transition system is a fair transition system where all states are recurring,
and all terminal states are accepting.)

Lemma 3.1 For any Kripke-model M = (U,Z,wy) there exists a weakly
fair transition system M = (S, A, Sy), such that the language generated by
M is equal to the language accepted by M 4.

ProOOF: To prove this lemma, there are several alternative constructions.
One possibility is to define § = U U {stop}, where stop is a special accepting
state for finite paths. Furthermore, Sy £ {wy}, and (w, (P, R),s) € A iff
w € U, L(w) = P, and either (w,s) € Z(R) or w is terminal and s = stop.
Then, M 4 accepts exactly the set of all natural models which are generated
by M. O

Thus, models can be seen as automata. Likewise, formulas can be seen as
automata: In the previous section we observed that for every LTL formula
there exists an equivalent Biichi-automaton. Since this proof is construc-
tive, it yields a method to obtain such an automaton. However, a much

more concise way of constructing it is the tableau construction sketched in
Chapter 4.2 below.

!Some texts omit this condition, with the consequence that all prefixes of a gener-
ated word are also generated. Other authors impose the even stronger condition that
all generated words must be infinite; this implies that all points in a model should be
nonterminal.
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Let M be a Kripke-model with a single accessibility relation, and ¢ be
an LTL-formula. Then ¢ is sequence-valid in M iff the language generated
by M (i.e., the language accepted by the weakly fair transition system M4
for M) is a subset of the language accepted by the Biichi-automaton M,
for . That is,

Mg iff L(My) C L(M,).

The latter condition is equivalent to L(M4) N L(M,) = 0, or L(My X
M-,) = 0. Therefore, model checking of LTL sequence-validity in finite
models reduces to the nonemptyness problem of Biichi-automata: a feasible
way to check whether M | ¢ is to construct the Blichi-automata My
for the model and M-, for —¢, and to check whether the language of the
product automaton M4 x M_, is empty.

If both system M and property ¢ are given as automata, then “specifi-
cation” ¢ can be regarded as a “more abstract version” of the “implemen-
tation” M. We write M; E Mg if L(Mj) C L(Mg), i.e., if (the language
of) My is a subset of (the language of) Mg. A property ¢ is defined to be
just any w-language ¢ C ¢, where & = 27 x R.

Fact 3.2 Let M1 and My be Bichi-automata. Then
1. My = My iff for all properties ¢, if Mo = ¢ then My = .
2. My |E Ms iff for all w-regular ¢, if Ms = ¢ then My = .

PROOF: One direction is immediate by transitivity of the subset relation:
If L(M;) C L(M3) and L(Ma2) C L(p), then L(M;) C L(yp). The other
direction follows from instantiating ¢ with L(Ms3) and, in the strong form,
from the fact that the Biichi-automaton My defines a regular language. O

This fact can help to reduce the complexity of checking whether a model
satisfies a formula. In order to prove Mj |= ¢, it can be helpful to look for
a “small” model Ms such that M; = Ms and Ms = .

3.2 Safety and Liveness Properties

A similar characterization result holds for finite transition systems and a
special class of w-languages called safety-properties. For natural models M
and M’, let Ml be the model consisting of the first ¢ points of M, and
M o M' be the concatenation of the two models M and M.

e ¢ is a safety property, iff for every natural model M,
ME ¢ if ViaM' : Mtlo M o
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This definition is from [AS85]. An w-language ¢ is a safety property if for
every model not satisfying ¢ there is a finite prefix M4 which can not be
completed by any continuation M’ such that Mo M’ E ¢. In other words,
for every model dissatisfying ¢ something “bad” must have happened after
some finite number of steps which cannot be remedied by any future good
behavior. Hence, in Lamport’s popular characterization, safety properties
express that “something bad never happens” [Lam83].

e o is a liveness property, iff for every natural model M,
viam' : Mo M =

A liveness property ¢, on the other hand, can never be refuted by observing
only a finite prefix of some run. It holds, if and only if every finite sequence
can be completed to a model satisfying ¢, hence ¢ states that “something
good eventually happens”. Notice, however, that in contrast to the “bad
thing” referred to above, the occurrence of the “good thing” does not have
to be observable in any fixed time interval. Thus, liveness failures cannot
be detected by testing.

Without proof we state some facts about safety and liveness from [AS85]:

1. Safety properties are closed under finite unions and arbitrary intersec-
tions.

2. Liveness properties are closed under arbitrary unions, but not under
intersections.

3. T is the only property which is both a safety and a liveness property.

4. For any property ¢ there exists a safety property ¢g and a liveness
property ¢, such that ¢ = (s N eyr).

The last of these facts is known as the decomposition theorem and can be
proved by topological arguments. The safety-part of a property ¢ is the
topological closure of ¢, that is, the least safety property containing ¢. As
an example, on natural models the LTL-formula (p U’ q) is equivalent to
((p W' q)A F' q), where the language defined by (p W' q) is a safety prop-
erty and the language defined by F' q is a liveness property. Similarly, total
correctness statements about programs can be decomposed into invariance
(safety) and termination (liveness).

In linear temporal logic, every formula built from literals with L, T, A,
V and W' defines a safety property. In the proof, the only interesting case
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is (¢ w* ¥). Assume that any model M falsifying both ¢ and % has a
finite prefix MU+ such that any extension of M falsifies these formulas.
IfME (¢ w* 1), then there is a w; > wq such that w; = (—¢ A =), and
wy, | v for wy < wg, < wj. Therefore, in any model MU+ o M! | the
formula (o W' ) must be false. O

Another syntactical characterization of safety in linear temporal logic is
with past-operators. Any LTL formula G 1, where v is a past formula,
defines a safety property. Moreover, any LTL-definable safety property can
be defined by a formula of this form [LPZ85].

Recall that a binary relation A C U X U is called tmage finite, if for any
z € U the set {y € U | (z,y) € A} is finite. In particular, any finite relation
is image finite. We call a transition system (X,S5,A,Sy) finitary, if Sy is
finite and A is image finite. Of course, any finite transition system is finitary.
Intuitively, finitary transition systems allow only “finite nondeterminism”.

Lemma 3.3 Any finttary transition system defines a safety property.

ProoF: Consider the language L of a finitary transition system. We have
to show that for every sequence o, if Vido' : ol oo’ € L then o € L. In
other words, assume that any finite prefix of o can be extended to a string
in L and show o € L. If o is finite, then it is a finite prefix of itself; thus
there exists some o’ such that o o ¢’ € L. Since every state of a transition
system is accepting, it follows that o € L. If o is infinite, consider the
following computation tree: each node is marked by (s,a["i}), where s is
a state of the transition system and ol is a finite prefix of o. The root
is marked (s,()), where s is any state. For any initial state sy € Sy of
the transition system there is a child of the root in the computation tree
which is marked (sg,0¢), where op = ol is the first letter of o. Given a
node marked (s,cr["i_l]) (where 7 > 0), for any s’ such that (s,0;-1,s') € A
there is a child node in the tree marked (s, (o, ...,0;)). Thus there exists
a node marked (s, a["i]) iff there is a path from some initial state to state s
which is labelled by (og,...,0;_1). Since Sy is finite and A is image finite,
the computation tree is finitely branching. Since every prefix of o can be
extended to a string which is accepted by the transition system, the tree
contains infinitely many nodes. Thus, by Konigs lemma, it must contain an
infinite branch. Therefore, there is a path in the transition system labelled
by o. Since all states in a transition system are recurring, it accepts o. O

Without the finitary restriction, Lemma 3.3 does not hold: Consider the
infinite transition system M of Figure 3.1. It shows a tree, such that for
every natural number 7 a path of length 2 starts from the root. This transi-
tion system defines the set of all finite strings (F'X L), which is not a safety



68 CHAPTER 3. MODEL TRANSFORMATIONS

Figure 3.1: A non-finitary Kripke-model

property. Similarly, the same language can be defined by an image finite
transition system with infinitely many starting states. However, Lemma 3.3
implies in particular, that any finite transition system defines an w-regular
safety property. A reverse statement also holds:

Lemma 3.4 For every w-reqular safety property there is a finite transition
system defining this property.

PROOF: Assume that a Biichi-automaton defining a certain safety property
@ is given. We transform this automaton into a suitable normal form. Any
nonaccepting state can be deleted: Since safety properties are prefix-closed
languages, if there is an accepted path which passes through nonaccept-
ing states, then there must be an equivalent path passing only through
accepting states. Similarly, nonaccepting SCCs can be deleted: These are
nontrivial strongly connected components in the automaton which do not
contain a recurring state. Since ¢ is a safety property, for any accepted
path p passing through states in a nonaccepting SCC there must be an
equivalent path which avoids this SCC. Otherwise, assume that p = pj o ps,
where p; leads into the nonaccepting SCC. Consider the (nonaccepted) path
p1 00 which passes infinitely often through the nodes of this nonaccepting
SCC. Any finite prefix p; o o™ of this path can be extended to the accepted
path p; o 0™ o py; hence the whole path would have to be accepted. After
the deletion of nonaccepting SCCs, each nontrivial SCC contains a recur-
ring state. Therefore, the automaton accepts all finite and infinite paths
through its state graph. Consider the transition system with the same state
set and transition relation, where all states are accepting and recurring.
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The language of this transition system is the same as that of the (reduced)
automaton. a

For LTL safety properties ¢, a deterministic transition system M, cor-
responding to ¢ can be obtained directly by a tableau procedure; see chap-
ter 4.2.

Given a finite Kripke model M and an w-regular safety property ¢,
checking whether M sequence-validates ¢ is especially easy. Let My be
the weakly fair transition system corresponding to M, and let M, be a
deterministic finite transition system defining the same language as ¢. As
above, M = ¢ iff L(M4) C L(M,). Language containment can be decided
by executing M4 (program) and M,, (specification) in parallel and check-
ing that for every step in M 4 the corresponding step in M, exists. This
approach is also used in specification-based testing, where a number of test
runs o € L(M 4) is checked whether they conform to the specification, that
is, 0 € L(M,). The test runs are either determined by the system under
test, or selected by the specification according to some coverage strategy.

Safety properties can be used to characterize language containment for
finitary transition systems just as as w-regular properties for Biichi-automata
(cf. Fact 3.2). For finitary transition systems, it is sufficient to check whether
Ms | ¢ implies M |= ¢ for all safety properties ¢ in order to establish
M1 = Ma:

Theorem 3.5 Let M; and My be finitary transition systems. Then
My = Moy iff for all safety properties o, if Ma = ¢ then M; | ¢.

PROOF: Assume that M; = Mas, and that M; F ¢. Then there ex-
ists a word o accepted by M such that o ¢ ¢. Since L(M;) C L(Ma),
this countermodel is also in the language of Ma, hence Ms H ¢. For the
other direction, since the set of all natural models generated from a finitary
transition system is a safety property and by the fact that Ms | Ma the
assumption immediately reduces to M; = Ma. a

3.3 Simulation Relations

The above characterization results concentrate on containment between the
w-languages generated by models and (linear time) formulas. However, there
are two reasons to consider also weaker preorders between models: Firstly,
for large nondeterministic transition systems language containment may not
be easy to check. Secondly, sometimes it is desirable to formulate properties
which depend on the structure of the system under consideration rather
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than on its behavior. Such properties may not be preserved even for systems
generating the same language. For example, reconsider the example from
Section 1.2: The two models M; and M3 of Figure 3.2 over P = {} and
R ={a,b,c}.

My Mo:

Figure 3.2: Two sequence-equivalent but branching-inequivalent Kripke-
models

Clearly, L(M;) = L(Ms3), and therefore M; | Ms. That is, if we
observe sequences of transitions, then every possible behavior of M; is also
a possible behavior of My. However, if we observe not only transitions which
are taken, but also transitions which could be taken, then the behavior of
My and M differs: If “possible continuations” are indicated by small light
bulbs, then in the first system after performing a both the b and c lights
will be lit, whereas in the second system only one of both is on. Formally,
for every LTL-formula 1) it holds that v is sequence-valid in M iff ¢ is
sequence-valid in Ms. For ¢ £[a] ([b] LV [¢] L), it holds that M> |= ¢, but
M = .

Given two models M = (U, Z1,w1) and My = (Usa, T2, w2), we say that
M is a submodel of My (denoted by My C Mo), if Uy CUs, I; = 1o | Uy,
and wi; = ws. Intuitively, a submodel consists of some parts of the original
model. In the proof of Lemma 3.4 we constructed a special submodel which
preserves all execution sequences. Generally, all temporal properties are
preserved when a model is replaced by the generated submodel, i.e., the
submodel consisting of all points reachable from the current point. However,
usually properties are not preserved when a model is replaced by an arbitrary
submodel. Instead of simply omitting parts of a model, it is better to collapse
several points into a single point. Given two models M; = (U1,Z1,w1) and
My = (U, Za,ws), a relation H C Uy x U is called a simulation relation
between M7 and My if

L (w17w2) € Ha

e Forall p e P, u € Uy, and v € Uy, if (u,v) € H then u € Z;(p) iff
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v € Zs(p).

e For all u and v such that (u,v) € H and all R and ' such that
(u,u') € Z;(R) there is a v’ with the property that (v,v') € Zo(R) and
(u',v') € H.

Figure 3.3 illustrates the third condition.

T
@A)

Figure 3.3: Simulation condition for v and v

We say that M is simulated by Ma, or My simulates M; (denoted by
M S Ma), if there exists a simulation relation H between M; and Ma.
Simulation relates a model My to an abstraction Ms of the model My. It
guarantees that every behavior of the model is also a possible behavior of the
abstraction. However, since a point in the abstract model usually represents
a set of points in the original model, the abstraction might have behaviors
that have no counterpart the original model. Thus, the term “simulation”
is used as in “the PC simulates a gameboy” or “this program simulates the
development of bacteria cultures”.

Fact 3.6 < is a preorder on the class of all models.

PRrROOF: The proof of reflexivity is immediate. For transitivity, note that the
relational product of two simulation relations is again a simulation relation.O

If M1 C Ma, then My < My. Moreover, if M1 < Mas, then M; |= Ma:
If My can simulate My, then for every maximal run o generated by M;j
there exists a corresponding o’ € Ms. A model is deterministic, if for every
w € U and R € R there is at most one w’ € U such that (w,w') € Z(R). For
deterministic M3 also the converse holds: M; = My iff M; < Ms. This is
true because for any word there is at most one path through a deterministic
transition system. Deterministic models and properties are an important
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special case. Whereas for many problems in nondeterministic transition
systems an exponential search via backtracking is used, in the deterministic
case the same problems can be solved with polynomial complexity.

Lemma 3.7 Let H be a simulation relation between My = (U1,Z1,w1) and
My = (Us, Iy, ws), and (w,ws) € H. Then (U1, T1,w}) S (Us, o, wh).

PROOF: The proof is immediate from the definition of simulation relations.O

A modal box formula is a formula not involving any diamond operator.
More precisely, literals (propositions and negated propositions) and L, T are
modal box formulas, and if ¢ and 1 are modal box formulas, then (¢ A ),
(¢ V) and [R] ¢ are modal box formulas. Similar to Lemmas 3.2 and 3.4,
the following lemma relates simulations between models and preservation of
modal box formulas:

Lemma 3.8 Let My = (U1,Z1,w1) and Mo = (Us, Iz, w2) be Kripke-
models. Then My < Mo implies that for all modal box properties ¢, if
Mo = ¢ then Mj E .

PRrROOF: The proof is by induction on ¢. The base cases L, T are trivial.
For p € P, the assumption (wi,w2) € H implies wi € Zi(p) iff wa € Za(p).
For boolean operators A, V, the statement is an immediate consequence of
the induction hypothesis. Finally, if wi F£[R] ¢, then there is a w} € U; such
that (wi,w}) € Zi(R) and w] H ¢. Since M1 < My, there is a wh € Us
such that (wg,wh) € Z3(R) and (w},wh) € H. Lemma 3.7 asserts that
(U1,Th,wy) < (U, I, wh). According to the induction hypothesis, wh F .
Therefore, wa H[R] ¢, which was to be proved. O

This lemma makes it possible to check safety in the abstracted (small)
model My rather than in the original (large) model M;j: If M; violates a
modal safety property, then this violation will also occur in M.

The above statement can be extended to more expressive logics. The
logic ACTL [Lon93, CGL93, CLM89, DGG94] is “CTL without E quan-
tifier”. That is, literals and T, L are ACTL formulas, and if ¢ and 3 are
ACTL formulas, then (¢ A1), (¢ V), A(p U ¢) and A(e W' ¢) are
ACTL formulas, where A(p w' Y) 2 —E(-¢ U" (e V)).

Theorem 3.9 Let M; and My be Kripke-models and ¢ be an ACTL for-
mula. If M1 < My and My = ¢, then My = .

PROOF: Intuitively, this theorem is true because formulas in ACTL de-
scribe properties that are true of all paths of a model. They cannot express
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the existence of a specific path in the model. If M; < Maj, then every
behavior of M is a behavior of Ms. Thus every formula of ACTL that is
true in My must also be true in Mj. Formally, if w; £ A(p U" 1), then
there is in M either a finite sequence of nodes wi, w!, ..., wgn , such that
wgi) H 4 for 0 < i < n, and wgn) K (¢ V¢), or a maximal path w, w, ...,

such that wgi) K 4 for all ¢ > 0. Similar to the above, the induction hypoth-

esis proves that a corresponding finite or infinite sequence wh, wh, ..., wén)
or wh, wh, ..., exists, such that wg') E 4 for 0 < 7 < n, and wg”) L (o V 1),
or wg“) E 4 for all 7 > 0. Thus wa F A(e U’ ). 0

In general the converse of the above lemma and theorem are not valid.
Essentially, this is due to the same reason why Lemma 3.3 fails to hold for
non-finitary transition system. Consider the counterexample of Figure 3.4.

AN, A7
" o/ O \o M% o/ <L
O \O (L

Figure 3.4: Two modally indistinguishable models

Both models have infinitely many branches from the root, one branch of
length one, one branch of length two, one branch of length three, and so on.
M has an additional branch of infinite length. These two models cannot
be distinguished by any modal formula:

Lemma 3.10 For any ¢ € ML it holds that M1 = ¢ iff Ma = ¢

PRrROOF: The statement is proved by induction on ¢. The only interesting
case is ¢ =(R) ¢, M; = ¢, and the successor w] of w; for which w] | ¢
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is on the additional infinite branch of M;. Choose any branch of Ms of
length at least n, where n is the number of modal operators in ¢. Denote
the i-th point on the infinite branch of M; and on the chosen branch of Mjy
by w%i) and wéi), respectively (where wgo) = w; and wéo)
all i < n and all sub-formulas &; of ¢ with at most (n — ¢) modal operators
it holds that wgi) E & iff w;i) = &. This is proved by subinduction on
n —12: If n —2 = 0, then it holds by definition of the models. If n —2 > 0
and w&Hl) E & iff w;ZJrl) E &it1, then wgl) E(R) &1 iff wy) E(R) &iy1.

Especially, since ¢ has n modal operators, wgo) E e iff ng) E e O

= ws). Then for

In particular, Lemma 3.10 implies that for every modal box formula ¢,
if My | ¢ then Mj = ¢. Yet, Ms does not simulate Mj: Assume a
simulation relation H mapping the first node w of the infinite path of M;j
to any node w' of any finite path in Mjy. Then H must map the successor of
w to the successor of w’, the successor of the successor of w to the successor
of the successor of w’, and so on. There are finitely many successors from
w', but infinitely many successors from w. Thus, after a finite number of
steps, there will be nodes u € M; and v € M3 such that (u,v) € H, and u
has a successor in M7, but v has no successor in Mo.

This is a somewhat contrived counterexample. In “many” cases, the
converse will hold. Recall that a model is called tmage finite, if every point
has only finitely many successors.

Theorem 3.11 Let My and My be image finite Kripke-models. Then
M1 < My iff for all modal box formulas ¢, if Ma |= ¢ then M = .

PROOF: Assume that all modal box formulas holding in My are also valid
for M1, and construct a simulation between M; and Msy. Define H by
(u,v) € H iff for all modal box formulas ¢, if v = ¢ then u = ¢. Then
(w1,ws) € H by definition, and (u,v) € H implies £1(u) = La(v) since
literals are modal box formulas. Assume (u,v) € H and (u,u') € Z;(R).
We have to show that there is a v’ such that (v,v’) € Z2(R) and for all
modal box formulas ¢, if u' £ ¢ then v' # ¢. Assume for contradiction
that for each v' with (v,v') € Zs(R) there is a ¢,/ such that ' F ¢, and
v' = ¢,r. Since My is image finite, \/ ¢, exists and is a modal box formula.
Moreover, for all such v/, we have v' = \/ ¢/, which means v =[R] \/ ¢,.
This implies u E[R] \/ ¢ and therefore v’ = \/ ¢,, a contradiction to the
assumption that ' B ¢, for some ¢,. O

We already mentioned that the above theorems can be used to reduce
the complexity of model checking. To prove that M; = ¢, it can help to
find an appropriate abstraction My, and to prove M; < My and My = ¢.
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Extremely efficient algorithms are known to check language inclusion
for deterministic finite automata [HU79]. These algorithms can be used to
check the simulation preorder for deterministic models. For nondeterministic
finite models M; = (U1,Z1,w1) and Ms = (Us,Z2,w2), to check whether
Mi < My we define a sequence of relations HO, H' ...on U x U as
follows:

1. (u,v) € HY iff for all p € P it holds that u € Z1(p) iff v € Ts(p)

2. (u,v) € H*™! iff (u,v) € H"™ and for all R and v’ € Uj such that
(u,u’) € Z1(R) there is a v' with the property that (v,v’) € Z2(R) and
(

u',v') € H™.

The intersection H* of all H™ is the largest simulation relation between M1
and M. That is, M1 < My iff (wi,we) € H*. Algorithmically, if H" =
H"™ ! then H* & H™ and the construction terminates. Since the structures
are finite, there are only finitely many different H™. Thus, termination is

guaranteed. In Figure 3.3, R(u) denotes the set {u' | (u,u’') € Z(R)}, and

start: H™" := {(u,v) | L1(u) = La(v)}
repeat
HoM .= grev,  HMev .= ()
for all (u,v) € H do
add := T; for all R € R do
if not R(u) C ((R(u) x R(v)) N H%?)|; then add := L
if add then H™" := H"*" U {(u,v)}
until ™ = g

Figure 3.5: Algorithm for simulation checking

|1 is the first component of a tuple. In the next chapter, a more elaborate
implementation of a similar algorithm for symmetric simulation relations is
given, which is based on partition refinement.

In this chapter, we consider symmetric preorders, i.e., equivalences, and
equivalence transformations between models. There are various possibilities
for defining equivalences on models. For any preorder from the preceding
chapter, an equivalence can be defined by M1 ~ My iff M; < My and
My =< Mj. In this way, the equivalence induced by the submodel order-
ing C is isomorphism. For M; | Mo, the symmetric version is equality
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of the generated languages. Other model equivalences are introduced by
equivalence with respect to logical formulas, and by symmetric simulations.

3.4 Bisimulations (p-morphisms)

A classical notion from modal logic is p-morphism[Seg68], [Seg71, p37] or
bisimulation[Hen80, Par81]. A bisimulation is a relation ~ between the
universes of two Kripke-models (U,Z1,w;) and (Us,Z2,w2) such that

1. wy ~ ws,
2. If u ~ v, then u € Z1(p) iff v € Zs(p)

3. If u ~v and (u,u’') € Z;(R), then there exists v' such that (v,v') €
Z>2(R) and u' ~ v'.

4. If u ~ v and (v,v') € Z3(R), then there exists u' such that (u,u') €
Z:1(R) and u' ~ o',

Two Kripke-models M; and Mj are bisimilar (denoted by M; ~ Ma), if
there exists a bisimulation between them. Figure 3.6 shows some examples
for bisimilar models.

Figure 3.6: Bisimilar models

Observations:

e Each model is bisimilar to one where duplicate states (which have the
same input and output) are removed,

e Each model is bisimilar to its unfolding, and

e Each model is bisimilar to its reachable part.
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If My ~ Ms, then M; < My and My < Mjy; the other direction of
this statement is not necessarily true. For example, each of the models in
Figure 3.7 simulates the other one, but they are not bisimilar.

O O

Figure 3.7: Not-bisimilar models

Bisimulation relations are precisely those equivalences which preserve modal
formulas:

Lemma 3.12 Bistmilar models are modally equivalent. In other words, for

all Kripke-models M1 ~ Mas and all multimodal formulas ¢, we have M, =
@ iff Ma = .

The proof is by induction on the structure of ¢, analogous to the proof of
Lemma 3.8.

Hence, it is “safe” to substitute a model by a bisimilar one in a structured
software development process: All multimodal formulas which are valid for
the original model will remain valid for the substituted model. The converse
of this theorem again requires image finiteness:

Theorem 3.13 (Segerberg71) Image finite models are modally equivalent
iff they are bisimilar.

Again, the proof is similar to the proof of Theorem 3.11 in the previous
chapter. The only difference is that bisimulation is a symmetric relation.
In general, this theorem does not hold for more expressive logics. For
finite Kripke-models, however, it can be lifted even to logics like monotonic
pTL. Given any formula ¢ which is syntactically monotonic in ¢, and a

natural number n, we define 1% ¢ = T, and v"Tlq ¢ = v{q := v"q p}.

That is, v"q ¢ £ elg:=pHg:=¢} - {qg:=T}

Lemma 3.14 Let M £ (U,Z,w) be a finite model, where |U| = n. Then
MEvgpif MEVqp

PROOF: One direction of this lemma follows from the fact that vq ¢ denotes
a fixed point, i.e., (vg ¢ = ¢{q := vq ¢}). Since ¢ is monotonic, this
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implies (¢{q := vq ¢} — ¢{q := ¢{q := vq ¢}}). By chain reasoning,
(va ¢ = ¢{q:= ¢{q := vq ¢}}). By induction, (vq ¢ = ¢{q:= ¢}q :=
¢}..{q := vq ¢}). Again, since ¢ is monotonic in g, it holds that (p{q :=
vq ¢} — ¢{q:= T}), thus (vqg ¢ — v"q ) is valid. For the other direction,
consider the sequence ((v"q ¢)™),>¢ of sets of points. Clearly, (1'q ¢)M =
TM =U D (vlq p)M. Since ga;w is monotonic (cf. Fact 2.9), (vlq p)M =
e (Vg o)™M)
we conclude that ((¢"g ¢)™),,>¢ is a descending chain of sets. There are two
possibilities: either there exists an i < |U| such that (v'q o)™ = (v7+1g )M,
hence (viq )M = (v"q )M, or (v"q )™ = { }. In either case, the

sequence stabilizes after at most |U| steps: (v"q @)™ = (1" Tlg p)M. As a
n+1

2 goéw((ulq ©)M) = (v2q )M. Continuing this argument,

consequence, (v"q ¢ — V" 'q ¢) is universally valid in (U,Z). Now assume
that M F vq ¢, and show that M F v™q ¢. According to the definition,
(U, Z,w) B vq ¢ means that for all Q@ C U such that w € @ there exists a
v € Q such that (U,Z',v) F ¢, where Z'(q) = Q. Let Q = (v"q p)M. If
w ¢ Q, then (U,Z,w) H v™q ¢ and we are done. If w € @, then for some v
it holds that (U,Z,v) = v"q ¢, and (U,T',v) F ¢, where Z'(q) = (v"q ¢)M.
In other words, (U,Z',v) ¥ ¢{q := v"q ¢}, which means that (U,Z,v) H
vy, Since (U,Z,v) E (Vg ¢ — v 1q @), this is a contradiction. O

This lemma is important for model checking of uTL on finite Kripke
models. Moreover, it allows to prove the following result.

Theorem 3.15 Finite models are monotonic uTL-equivalent iff they are
bisimilar.

PrOOF: Finite and monotonic pTL-equivalent models are also image finite
and modal equivalent, since pTL-equivalence implies modal equivalence.
Hence as an immediate consequence of Theorem 3.13 such models are bisim-
ilar. For the other direction, assume that M; = ¢ and My [~ ¢, where ¢ is
a monotonic pTL-formula. As a consequence of Lemma 3.14, M; | ¢” and
Ms £ @™, where n = max(|U1],|Us|) and ¢™ is ¢ where every sub-formula
vq 1 is replaced by v"¢q 1. Since " is a multimodal formula, M; and Ms
are modally inequivalent and therefore not bisimilar. O

Corollary 3.16 Any two finite Kripke-models which can be distinguished
by a monotonic uTL-formula can also be distinguished by a multimodal for-
mula.

[BCG88] proved that if two finite models can be distinguished by a formula
of the logic CTL", then they can be distinguished by a CTL formula. Since
every CTL" formula has a monotonic uTL equivalent, this result can be
obtained as a consequence of the above.
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3.5 Bisimulation Minimization

In this section we show how to minimize a given Kripke-model with respect
to bisimulation equivalence. Note that our definitions did not exclude bisim-
ulations from a model to itself (auto-bisimulations); i.e., some points in a
model can be bisimilar to other points in the same model.

Lemma 3.17 The union of any number of auto-bisimulations on a model
18 again an auto-bistmulation.

Thus, for any model, there exists a largest auto-bisimulation, namely, the
union of all auto-bisimulations of this model. Additionally, the reflexive
transitive symmetric closure of any auto-bisimulation is again an auto-
bisimulation. Hence, for any auto-bisimulation ~ there is a largest equiva-
lence relation = containing it (~C=) which is again an auto-bisimulation.
And, the largest auto-bisimulation must be an equivalence relation on the
set of points of a model.

Given any model M £ (U,Z,wy), and any equivalence relation = on
U. Define the quotient of M with respect to = to be the model M= =
(U=,7=, w7 ), where U= is the set of equivalence classes of U with respect
to =, wy is the equivalence class of wy, w= € I=(p) if w € Z(p), and
(wT,ws5) € I=(R) if (w1,w2) € Z(R).

Lemma 3.18 If the equivalence relation = 1s an auto-bistmulation, then

M ~ M=,

PROOF: Define u ~ v= iff u = v. That is, each point in the original model
is mapped to its equivalence class in the quotient model. We have to show
that for this relation the four conditions defining a bisimulation (cf. page76)
hold. For the initial point, wy ~ w§y holds because wy = wy. Since =
is a bisimulation, v = v implies that £(u) = L(v). Thus if u ~ v= then
u € Z(p) iff v= € Z=(p). Furthermore, if (uj,us) € Z(R) and u; ~ vi),
then by definition (uT,u5) € Z=(R) and uj = vi. Therefore, uf = o7, ie.,
(vF,u5) € Z=(R). For the last condition, assume that (vi,v5) € Z=(R)
and v ~ u;. Then there exist wy and wy such that w; = vi, wy = vy and
(w1, w2) € Z(R). From vl ~ u; we infer u; = v; and thus u; = w;. Since
= is a bisimulation, there exists a us = w2 such that (u;,u2) € Z(R). From
up = we and wy = vy we conclude that us = ve, i.e., us ~ vy . O

The quotient of a model with respect to its largest auto-bisimulation can
be regarded as a minimal representation of this model. In finite models, this
minimal representation can be constructed very efficiently.
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For any set of points P C U, let (R) P 2 {w | I’ € P, (w,w') € Z(R)}.
Given any partition of U into equivalence classes, call a component w=
uniform, if for all p € P it holds that w= C Z(p) or w= NZ(p) = 0. That
is, w= is uniform if L(w;) = L(w2) for all wij,ws € w=. A component
w= is called stable with respect to P, if for all R either w= C(R) P or
w=N (R) P = (. The partition is called stable, if all components are uniform
and stable with respect to all components.

Theorem 3.19 The coarsest stable partition s the largest auto-
bisimulation.

PrROOF: First, we show that any stable partition is an auto-bisimulation.
Trivially, w9 = wy. Since u= is uniform, v = v implies L(u) = L(v). If
(u,u') € Z(R), then u= C(R) u'=, because u= is stable with respect to u'=.
In other words, u= C {w | Fu’' = v/, (w,w’) € Z(R)}. Therefore, if u = v,
then there is a v’ = u' such that (v,v') € Z(R). The symmetric condition is
proved symmetrically. Vice versa, every auto-bisimulation defines a stable
partition: To show that u= is stable with respect to =, assume that u; =
ug € u=. Since = is a bisimulation, for every (ui,u}) € Z(R) and u} € v=
there must be a ub = u] € v= such that (ug,u}) € Z(R). Therefore,
u= C(R) v= or u=N (R) v= = (). If = is the coarsest stable partition, then for
any auto-bisimulation ~ it holds that ~C=. Assuming for contradiction that
u, v and ~ exist such that u ~ v and not u = v, according to Lemma 3.17
the union of ~ and = would be a stable partition coarser than =. a

The following algorithm can be used to construct the coarsest stable
partition:

— Start with the trivial partition consisting of only one component
— Repeat

— Choose a component wy and a proposition p € P;

— Split w§ into wy NZ(p) and wi \ Z(p)

or

— Choose components wi and wT, and a relation R € R;

— Split w§ into wiN (R) wi and wi\ (R) wi
until no new components can be obtained that way

The Paige-Tarjan algorithm [PT87] given in Figure 3.8 below is a sophis-
ticated implementation of this idea; it maintains two partitions: a coarser
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one, ', and a finer one, F'. All components in F' are stable with respect to
any component in C. The nondeterministic choice in the above repeat-loop
is replaced by a systematic split of the finer partition with respect to all
components of the coarser partition. Initially, C' is the trivial partition and
F is the split of C' w.r.t. all p € P and R € R. Then, a w= € C is split into
wi € F and wy £ w= \ wF. Any wy € F is split into four parts: First, it
is split with respect to (R) wi, and then again with respect to (R) wa.

start: C := {{U}}, F:= {{U}}
for all p € P and w= € F do
Fi=(F\{w=})U{w=0I(p), w=\Z(p)}
for all R € R and w= € F do
Fi=(F\{w=})u{w=n(R) {U}, w=\ (R) {U}}
while C' # F do
choose w= € C'\ F and wi € F such that wi C w=
wy =w=\wr; C:=(C\{w})U{wT, vz}
for all R € R and wy € F do
F := Fl {w§ U
{(win (B)
(wi\ (R) w

-
B
g
“”lwgm
-

end

Figure 3.8: Page-Tarjan algorithm for bisimulation minimization

In the last split, since wg is stable with respect to C, either wy C(R) w
or wzN (R) w = 0 for all R. Moreover, w = w; U wsy, thus (R) w =(R)
wiU (R) wy. Therefore, either the last or the first three parts in the above
split of wg are empty. This algorithm has complexity O(m -logn), where n
is the number of points in the original model, and m is the number of points
(partitions) in the result.

3.6 Conformance and Mirroring

A different approach to the validation of safety-critical systems is rooted
in the process algebraic tradition. Dill [Dil89b] used conformance of an
implementation with respect to a specification as a correctness criterion for
reactive systems. In this approach both specification and implementation
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are given in a modelling language, e.g., as process algebraic expression, state
transition graphs or elementary net. Since such formalisms are familiar in
engineering and computer science, the method is easily accepted in practice.

Recall form Section 1.2.3 the notion of I/0-module. We say that the I/O-
module Mg = (X%, 594, Tg) is an admissible environment for Mc¢, if Z¢
and X g are compatible, E%‘t D) E’é”, and E%L C E%?‘t. That is, an admissible
environment provides an output for each of the I/O-module’s inputs, and it
depends only on inputs which are output from the I/O-module. Both the
environment and the I/O-module, however, may have additional outputs
which are not observed by the other one.

If M = (X, 2°%,T), then M without w (M \ w) is the I/O-module
(TH,EOM,T), where & = ¥ — {w}, T = yout _ {w} and T =
T Igin gpout - I/O-module M allows trace = (M = ) if there exists some
trace y such that z is a prefix of y and y [y € T. Furthermore, for
M= {M,...,M,}, we say that M |= z if M} |= = for all k < n.

Assume a system consisting of a set M¢ = {Mi,---,M,} of
I/O-modules and a specification given as a single I/O-module Mg £
(i, 594, Ts) such that B7 £ |JU — |JB¢ and £ C JZ¢. 1/0-
module Mg can be thought of as an abstract specification of the concrete
system Mc: all external inputs of the system Mo appear as inputs of the
specification Mg, and some (but not necessarily all) outputs of the system
M are visible in the specification Mg.

We say that Mg conforms to Mg, if for any admissible environment
Mg = (324,50 Tg), whenever { Mg, Mg} is failure-free, also M¢c U {Mg}
is failure-free.

In other words, the system M¢ may have a failure in the environment
Mg only if the specification Mg allows a failure in the same context. This
conformance relation is reflexive and transitive, but not symmetric: The
system may be failure-free even in contexts in which the specification fails.

Various verification tools based on conformance checking have been de-
veloped [Ebe95, RCP95, McM95b]. One of the biggest advantages of the
approach is that the verification can be done hierarchically. This is essential
for the verification of large systems.

Although the definition of conformance does not directly lend itself for
implementation in a verification procedure, there is an equivalent property
which can be implemented effectively: conformance of an implementation to
a specification is equivalent to the failure-freeness between the implementa-
tion and the mirror of the specification.

Note that we do not actually compose the I/O-modules constituting the
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implementation. Therefore, in our approach it is not necessary to eliminate
so-called autofailures, which arise from internal communication errors in a
composed I/O-module. Also we do not have an explicit hiding operation:
Failures resulting from the effect of hiding variables are transparent to the
specification and will also be detected during the verification procedure.
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Chapter 4

Completeness and
Decidability

4.1 Completeness

Logicians are interested in logical truths, i.e., in the set of formulas which
are valid in @ll models of the logic.

What about specific theories like the theory of groups, or the theory of
a specific given model? How does it help to know about the set of all valid
formulas when we want to find out whether a particular formula ¢ holds for
a given model or theory?

Answer: encode the model or theory as a set of assumptions ® and check
whether the formula in question follows from ®!

In fact, a logic can be defined to be any set of well-formed formulas which
is closed under provable consequence; and a theory is a set of well-formed
formulas which is closed under semantical consequence.

Thus there are three notions of consequence involved here:

o & || ¢ if from @ follows ¢,
i.e. if any model in which all formulas from & are valid also validates
@,

o & F if & proves o,
i.e. if there is a proof of ¢ which uses only assumptions from ¢, and

o & — ¢ if @ implies ¢,
i.e. this is a statement of the object language which is only defined
if ® is a single formula. To be liberal, we can identify a finite set of
formulas {1, ..., ¢, } with the conjunction (p1 A ... A ¢,).

87
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Note that ® |- ¢ is different from M = ¢! The notations |- ¢ and F ¢
are short for {} | ¢ and {} F ¢, respectively.

Of course, the semantical notion of validity sometimes is restricted to
certain classes of models, e.g., to those satisfying certain axioms, or to nat-
ural or tree models. For the sake of simplicity, we will restrict ourself to
natural models in this section. However, all results apply to tree models as
well. To be able to talk about propositions and actions, we assume that the
transition from one point to the next carries a unique label a € R.

Also, the syntactical notion of provability sometimes is parametrised to a
certain proof-system. In this section, we will use Hilbert-style proof-systems,
consisting of a set of azioms and derivation rules. Usually, axioms and
derivation rules contain propositional variables ¢ € Q and a substitution
rule allowing consistent replacement of propositional variables with formu-
las. (Conceptually, propositional variables are not the same as propositions,
though many authors do not distinguish between these syntactic categories.)

To complicate things even more, there are two notions of validity of a
formula: local validity (U,Z,wy) | ¢, where the evaluation point is given,
and universal validity (U,Z) |= ¢. Traditionally, focus has been on complete
axioms for universal validity rather than for the local version; proofs are
much simpler. Thus, we are interested in formulas which are valid in all
models at all points.

One of the major concerns after defining a logical language and its models
is to find an adequate proof-system for the logic, i.e. one which is both correct
and complete. That is, for any ® and ¢,

o if F ¢, then @ || ¢ (Correctness), and
o if & || ¢, then ® I ¢ (Completeness).

Why should these statements be valid?

Correctness should be clear: We don’t want to be able to “prove” false
statements. Usually correctness is very easy to show, we just have to show
that the axioms are valid, and that the derivation rules only allow to deduce
valid formulas from valid formulas.

Completeness is in most cases much harder to show, if not impossible.
So, why is it important to show completeness? Firstly, we would like to
make sure that any specification which is satisfied by a program can be
proved from the program axioms, provided the specification is expressible in
the logic. Secondly, and more important, in many cases decision algorithms
for automated verification can be obtained from the completeness proofs.
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4.1.1 Deductions in Multimodal Logic

To illustrate the basic idea, we start with a deductive system for multimodal
logic for natural models. A number of similar proofs can be found in [Bur84].
We use the following axioms and rules:

(taut) propositional tautologies
(MP) p, (p—a)tgq

(N) qHla] q

(K) Ha] pA [a] (p — q) —a] ¢
(U) H(a) ¢ —[a] ¢

(L) F(a) ¢ =[b] ¢ fora #b

To prove @ - ¢ we have to give a derivation of ¢ from the assumptions
®, i.e., a sequence of formulas such that the last element of this sequence
is ¢, and every element of this sequence is either from @, or a substitution
instance of an axiom, or the substitution instance of the consequence of a
rule, where all premisses of the rule for this substitution appear already in
the derivation.

As an example, let us assume (p — q) and derive some consequences:

1. p—gq (ass)

2. la](p—q) (1, N)

3. [a](p—=q) = ([a] p ~[a] q) (K, taut)
4.  [a]p —la]q (2,3,MP)
5. —q—-p (1)

6. [a] =q —[a] -p (5)

7. (6)

(a) p ={a) q

Lines (4) and (7) form the basis for an inductive proof of the following
replacement and monotonicity rules:

(repl) p< gt ¢(p) <> ¢(q), and
(mon) p—qF ¢(p) = ¢(q).

(mon) requires that ¢(q) is positive in g, that is, that every occurrence of ¢
is under an even number of negation signs (an exact definition will be given
in section 6.5). For example, [a] g, {a) ¢, gA [a] (¢V (a) q) are all positive in
q.

Using these rules, we prove that (L) is equivalent to [a] LV [b] L:

1. {a) g —=[b] ¢ (L)
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2. (a) =L —[b] ==L (1)
3. Ja]LVv [y L (2,repl)

And the other direction:

4. L =g (taut)

5. [a] L —[a] ¢ (4, mon)

6. {(a)g——[a] L (5)

7. =afa] L =[] L (3)

8.  [b] L —=[b] ¢ (4, mon)

9. <a> q _>[b] -q (65758)

As a more practical example, let us derive from the assumptions
set (V) —set and

—set —(P) setV (V) —set  the property

[PIlP] L

The assumptions can be seen as describing the actions of a semaphore with
two states, set and —set, which allows to be set with a P-operation when
it is not set, and to be freed with a V-operation when it is either set or not
set. The given property describes that there are never two P operations in
a row.

1. L1 -[P]L (taut)
2. [P]L—[P][P]L (1,mon)
3. (V)T [P]L (L)

4. (V) -set =(V) T (mon)
5. (V) —-set »[P] L (3,4)

6. (V) -set »[P][P]L (2,5)

7. (P}V) -set =(P)[P] L (5,mon)
8. set =(V) —set (ass)

9. set—[P][P]L (6,8)
10. (P) set =»(P)(V) —set (8,mon)
11. (P)set —(P)[P] L (7,10)
12, (P)[P] L S[P]IP] L (V)

13. (P) set —»[P][P] L (11,12)
14. ((P) setV (V) —set) —[P][P]6,13)
15. —set —(P) setV (V) —set (ass)
16. —set —[P][P] L (14,15)
17. (setV —set) —[P][P] L (9,16)
18. [PlP]L (17)
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As we see, even in such relatively easy examples it can be quite cumbersome
to find a Hilbert-style proof “by hand”; it should be possible to conduct
these proofs automatically. This will be the topic of the next section!

Let us argue about the correctness of our deduction rules. (taut) and
(MP) are immediately clear. (IN) is the so called necessitation rule. Its
validity depends on the universal interpretation of validity: If some formula
is true in every point of a model, it is true in every point which is the
a-successor of some other point in that model. (K) is the classical Kripke-
axiom which holds for all normal modal logics. If in all accessible points
p holds, and in all accessible points (p — ¢) holds, then in all accessible
points g must hold. (U) is the axiom describing that the next-step relation
is univalent: If there is any successor satisfying ¢, then all successors satisfy
q. This holds because at any given moment, there is at most one successor
which can be reached. While this is true for natural models, it does not hold
for trees or other branching structures. (L) finally is an additional axiom
for the labelling of the next-step relation by transition relations. If some
a-successor satisfies g, then the next state is determined by an a-step, hence
it is not a b-step, and all states reachable by a b-step are false. Again, this
only holds because we are considering natural models (i.e. paths through a
Kripke model, not the Kripke model as such).

4.1.2 Completeness of Multimodal Logic

The classical way to prove completeness is the so—called Henkin/Hasenjager
construction. A set ¥ of formulas is tnconsistent with ®, if there is a fi-
nite subset {¢1,...,4,} C ¥ such that & F (—¢; V... V ,,). To prove

completeness, we have to show
(*) Every formula consistent with & is satisfiable in a model validating ®.

For, if @ ||- ¢, then no model validating ® satisfies {-p}; therefore with (*)
it follows that {—¢} is inconsistent with &, hence ® I . (Without loss of
generality, we can assume here ® to be consistent with itself, or else ® |- ¢
holds).

Thus, the task is to construct a model for a given consistent set of formu-
las. Lindenbaum’s extension lemma states that for any formula ¢ which is
consistent with ® there exists a maximal consistent set wg such that ¢ € wyq
and ® C wy: Start with ® U {¢}; for every formula ¢ according to a fixed
enumeration add either 1 or =) to w, whichever is consistent with the set
constructed so far.

The canonical model for ® is (U,Z,w), where
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U is the set of maximal consistent sets which include @,
o Z(a) £ {(wo,w1) | ¢ € w1 —(a) g € wy}, and

* Z(p) = {wo | p € wy}, and

e w is any element from U such that ¢ € w.

For every wy € U of our canonical model and every a € R there is
at most one w; with (wg,w;) € Z(a). For, assume (wp,w;) € Z(a) and
(wp,w]) € Z(a). Then, there must be a formula ¢ such that ¢ € w; and
P & wh, or else w; = w). Since w) is maximal, —v) € w). Therefore
(a) ¥ € wy and (a) =1 € wy. But, this is a contradiction to the consistency
of wy: axiom U requires that if (a) ¥ € wy, then = (a) = € wy.

Similarly, we can show that for every wy € U there is at most one a such
that (wg,w1) € Z(a). The opposite assumption would lead to a contradiction
with axiom L.

The fundamental ‘truth’ or ‘killing’ lemma states that for any formula
¢ and maximal consistent set w it holds that ¢ € w iff (U,Z,w) [ ¢.

In the inductive step for this lemma, we have to show that (a) ¢ €
wo iff (U,Z,wp) E(a) ¢. The ‘if” direction being a direct consequence of
definition and induction hypothesis, assume that (a) ¢ € wg. We have to
find a maximal consistent set w; such that (wg,w1) € Z(a) and ¢ € w;.
Since F ((a) @A [a] $) —+(a) (p A ), the seb {p} U {4 |[a] 5 € w) is
consistent. Let w; be any maximal consistent extension of this set. Then
for all ¢ € w;y the formula (a) ¢ must be in wg (otherwise, a contradiction
could be derived). Therefore (wg,w;) € Z(a). Since ¢ € wi, the induction
hypothesis gives (U,Z,w1) | ¢. Together with (wp,w1) € Z(a) we have
(UaIa wO) ):<a> -

Since for the canonical model (U,Z,w) it holds that ® C w and ¢ € w,
we proved that (U,Z,w) = ® and (U,Z,w) = ¢. Thus we have achieved
our goal of constructing a natural model for ® U {¢}.

4.1.3 Completeness of Temporal Logics

How can this completeness proof be lifted to more expressive logics like
LTL?

Let us for the moment focus on temporal logic on natural models with
the operators X for the union of all accessibility relations and (R) for the
transitive closure; the extensions for until- and since operators being almost
straightforward extensions of the basic ideas.

The relation between X and (a) is fixed by the following axiom:
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(nex) HF(a)g—->XgqgforallaeR

A close inspection of the semantics of F' reveals a fundamental problem:
Consider the set ® = {X p, XX p, XXX p, ...}. Then clearly & |- Oe.
However, ® I/ O, since every proof of Oy from & can use only a limited
number of premisses (proofs are finite sequences). But, for no finite subset
&) C ® the statement ¢ F Oy holds.

Where does the above completeness proof fail? It is not possible to find
a maximal consistent extension, since we can not apply an axiom to show
the consistency of an infinite set of premisses.

When dealing with second order concepts like transitive closure we have
to limit ourselves to a weaker form of completeness. Call a logic weakly
complete, if for all finite ® it holds that ® |- ¢ implies ® + .

In first order logic, the deduction theorem allows to discard any finite set
of assumptions: ¥ |- ¢ iff | Vi — ¢, where Vi) is the universal closure of
1. In temporal logic, similar deduction theorem holds:

bl piff FyATe -

Therefore, to prove weak completeness it suffices to prove that |- ¢ implies

F .

We use the following axiom set (in addition to the modal axioms above):

(Rec) FX (qvF ¢) >F'¢
(Ind) X (pVg)—=qFF p—gq

Dually, this can be written as

(Rec) FOg— X -(¢gADOg)
(Ind) ¢—>-X-=(pAg)Fg—0p

These are the so-called Segerberg azioms [Seg®2, personal communica-
tion] reflecting the definition of the transitive closure as the minimal transi-
tive relation which includes all a € R. (Rec) is the recursion axiom which
can be used to unfold a Box-operator:

Op ==X a(pA=X (A= X a(pA.))).

(Ind) is the induction axiom which can be used to derive a property O¢
from an invariant ¢, i.e. from a formula 1 for which ¢ —[a] ¢ and ¥ —[a] ¢
are derivable (for all a € R).
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How do these axioms prove completeness of the transitive closure rela-
tion? Up to the truth lemma, the proof is almost the same as for modal
logic. But, we only use finite maximal consistent sets: we start with a single
(finite) consistent formula ¢ for which we have to construct a model. Define
the notion of eztended sub-formula of ¢ (sometimes also called Fisher-Ladner
closure) as follows:

e ¢ is an extended sub-formula of ¢,
e - is an extended sub-formula of ¢, if ¢ is not of form —¢’,

e ) and ¢y are extended sub-formulas of (p1 — ¢3),
(thus ¢ is an extended sub-formula of —p)

e ¢ is an extended sub-formula of X ¢,
e X ¢ is an extended sub-formula of F' p, and
o XF' ¢ is an extended sub-formula of F*

For any given formula, there are finitely many different extended sub-

formulas. Now, a consistent set of formulas is called finitely mazimal, if it is

maximal with respect to extended sub-formulas; that is, for every extended

sub-formula v of ¢, either ¢ or =% is in the finitely maximal consistent set.
In the proof of the truth lemma we additionally have to show

F' o € wy iff (U,Z,wy) =F" o.

One direction again is easy: If Op € wy, then Oy must be in any finitely
maximal consistent set reachable from wy by any number of steps, because
the recursion axiom forces = X —0O¢p to be in wy, and hence Oy is in every
wy with (wg,w1) € Z(a).

The other direction follows from the induction axiom: Assume that F*
¢ € wyp, but no finitely maximal consistent set reachable from wy has ¢
in it. Let W¥q,...,¥,, be all different finitely maximal consistent sets in the
same strongly connected component as wy, and ¥ = ¥; V ... V ¥, where

U; 2 A{¢ | ¥ € ¥;} (remember that the ¥; are finite). Then

e Fwy — U, since wy is one of the ¥; of which ¥ is composed. Further-
more,

o ¥ — —gp, since ~p was assumed to hold in the whole component.
Finally,
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o FV¥U — = X =W, since ¥ consists of all finitely maximal consistent sets
in this component.

Putting these parts together, we have a contradiction, since the induction
axiom gives - wy — O-¢p, but F* ® € wy.

Completeness on natural models

The above proof can be easily extended to more expressive branching time
logics such as CTL; see, e.g., [CS01]. We now show how to prove com-
pleteness for LTL on natural models. Several elaborate proofs can be found
in the literature [Pri57, GPSS80, Bur84, LPZ85, Kr87], where the setting
in [LPZ85] is closest to ours. Let X~ ¢ 2 (L U p)and X p 22X —p
be strong and weak previous operators. The following axioms are adequate:

(N) gk (XgA X q)
(K) F(X((p—q) — (Xp—oXq))
F(X (p—q) = (X p—oX q))
(B) F(p = (XX~ pA XX p)
(Init)  F (X~ LV F X 1)
(U) (X p —»Xp)
F(X™p—X p)
(RecU') F (X (@2 Va1 A(q1 U g2)) = (q1 U )
(RecU ) F(X T (@VaA(aU )= (U ¢))

(IndU") (X (2VqiAp) =) F (a1 U 2) = p)
(IndU ) (X" (2VqiAp)—=p)t ((¢1 U ¢2) = p)

Axiom (B’) relates future and past operators. It corresponds to the fact
that the relation described by X~ is the converse of that described by X.
Axiom (Init) can be translated as Vzdy < z—3z(z < y); it guarantees the
existence of an initial point.

Axiom (U) reflects the fact that LTL is a linear time logic, which is
interpreted on natural models. With infinite maximal consistent sets, it
forces the transition relation of the canonical model to be deterministic in
both directions. For any w, there is at most one u such that w < u and
at most one v such that v < w. However, this is not true for the definition
of Z(<) in the finite canonical model (where points are finitely maximal
consistent sets). Assume that p € ESF(p), but X p ¢ ESF(¢). For
any finitely maximal consistent set w such that neither F (& —X p) nor
F (& —% —p), there will be w; and wy with w < w1, w < wsy, and p € wy,
p ¢ wa. To overcome this difficulty, we have to thread a path through the
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finite canonical model. A strongly connected component (SCC) is a set W
of points such that for all wi,ws € W, if w; # ws, then there is a path
from w; to we and back. An SCC W is called terminal, if for all w € W,
w' ¢ W, it is not the case that w < w'. It is called self-fulfilling, if for any
w € W and (1 U’ ¢2) € w there exists a w' € W such that g2 € w'. In
the finite canonical model, any terminal SCC must be self-fulfilling. This
can be proved from axiom (Rch+): Similar to above, if w € W and
(p1 U™ @3) € w there exists a w' > w such that ¢y € w'. Since W is
terminal, it follows that w' € W. A path o through the finite canonical
model for ¢ is called accepting, if

e o starts in an initial point (without predecessors),
e o contains a point wy such that ¢ € wy,
e o is finite and ends in a terminal point, or

e o is infinite and there is a terminal SCC W such that inflc) = W.

Recall that inflo) is the set of points occurring infinitely often in o. Any
accepting path o constitutes a natural model for ¢. If o infinitely often
traverses all points in a nontrivial terminal SCC, then for all w; € o such
that (¢1 U’ ¢2) € w; there will be some w;i,, € o such that p2 € wiy,. A
similar statement holds, if ¢ is finite. Thus, we have to show that such a path
exists. We use the finite canonical model for ¢’ £ p A (¥~ LV F X~ 1).
In this model, there exists a point w;,; < wp such that X~ L € wjpit.
Since wjy;; is consistent, there is no X~ % in wy,i;. From axiom (B’) we
can prove that there is no w such that w < w;p;;. Therefore, w;,;+ is an
initial point. For any (¢1 U ¢2) € wy there is a point w1 < wy such that
p2 € wy and @1 € wy for all w; < wy < wy as above. Let wier,, be a point
in any terminal SCC reachable from wy. For all (¢ U’ p2) € wy we can
prove: either there exists a point wg < w < Wieprm such that s € w, or
(1 U* ©2) € Wierm. Since W is self-fulfilling, any path from w;,;+ via wy
which repeatedly traverses all points in W is accepting. O

This completes the completeness proof for LTL. A detailed exposition
of this proof can be found in [Kr687].

4.1.4 Completeness of the p-calculus

We just briefly indicate how the above axioms can be extended for uTL.

(Recv) Fuvg o(q) = ¢(vg ¢(q))
(Indv) ¢q— ¢(q)Fq—vpe(p)
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The recursion and induction axiom can be obtained as special cases of
these very general axioms by defining Op = vg A\, [ai] (p A q)-

The above completeness proof can be adapted to show completeness for
a certain subclass of monotonic uTL formulas, the aconjunctive ones.

The problem of completeness of these axioms for all uTL formulas was
solved in [Wal95]. It can be shown that for any formula there exists an equiv-
alent aconjunctive formula. Thereby it suffices to derive this aconjunctive
formula from the axioms in order to prove any given formula.

This proof also applies to tree models. In general, however, for each class
of models under consideration the completeness question has to be solved
independently.

4.2 Decidability

In this section we derive decision procedures for some of the logics introduced
above. We already indicated that the decision procedures will be extracted
from the completeness proofs of the previous section. In the next section,
this line of thought is continued to derive model checking algorithms from
the decision procedures.

Given a set ® of assumptions, and a formula ¢. We want to decide
whether @ ||~ ¢, which by completeness is the same as ® - . Now @ || ¢
iff ®U{-¢} is (universally) unsatisfiable. Hence we need an algorithm which,
given a set of formulas, decides whether this set has a model or not.

4.2.1 Modal Decision Algorithms

We considered completeness of modal logic (with (a)-operators) and of tem-
poral logic (with operators X and F+). The completeness proof of temporal
logic depended on the fact that we could use finite maximal consistent sets
to construct our model. For multimodal logic, we allowed infinite sets of
assumptions because we wanted to show strong completeness. If we restrict
ourselves to the weak notion of completeness (® || ¢ = ® F ¢ for finite @),
then also here it is not necessary that maximal consistent sets are maximal
in the space of all formulas. It is sufficient to consider maximality with
respect to all extended subformulas of the given consistent set.

Let us quickly recall the definition of extended subformula for multimodal
formulas:

. SP(L)2 {1}

o SF((¢p = 9)) = {(¢ = $)}USF(p) USF(y)
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SF(p) = {p}

SF({a) ¢) £ {{a) } U SF(p)
NSF(p) 2 {~¢ | ¢ € SF(p)}
ESF(p) = SF(p) UNSF(yp)

o BSF(®) = U{ESF(¢) | ¢ € 8}

Expanding the definition, we see that for any formula ¢ = (1 A 92) or
o = (Y1 V 12), all {1,192, 91,92} C ESF(p).

For any finite ®, there are only finitely many different extended sub-
formulas, and hence only finitely many sets of extended subformulas. Any
such set is called mazimal with respect to ®, if for any ¢y € ESF(®), either
Y € wor ) € w.

Call such a set w of subformulas propositionally consistent, if

1 & w, and

if (1 — ¢2) € ESF(¢) then
(1 — a) € w iff Y1 € w implies ¥y € w.

That is, if (1 — v¥2) € w then =1 € w or ¥y € w, and if one of =y,
12 € w then (1 — 1¥2) € w. Again, expanding the definitions we see that

e for any (¢1 A2) € ESF(yp),
(11 A ¢2) € w iff both 91 € w and 2 € w,

e for any (¢1 V2) € ESF(yp), (1 V h2) € w iff ¢p1 € w or Y2 € w.

Any propositionally maximal consistent sets is “consistent for propositional
logic”: if we consistently replace any modal formula in w by a new propo-
sition, then the resulting set of formulas is satisfiable in propositional logic.
A satisfying propositional interpretation is given by Z(p) 2 true iff p € w.

The modal formulas in w determine the structure of the accessibility rela-
tion(s) in any model for @, if such a model exists. There are two approaches
to construct these accessibility relations.

The first, ‘local’ algorithm, is tableaux-based. Start with the set
wy, ..., w, of all propositionally maximal consistent sets which include &
and try to systematically extend one of these to a model. Given a proposi-
tionally maximal consistent set w;, if it does not contain any formula (a) 1,
we are finished. If it contains both some (a) ¥1 and some (b) ¥, then this
set is unsatisfiable (because we are considering models in which the labelling



4.2. DECIDABILITY 99

of any arc from some point is unique); thus we backtrack. Otherwise, there
is exactly one a such that some formulas {(a) ¢ € w;. Construct the sets
wh 2 {3 |{a) P € w;lU{=% | = (a) ¥ € w;} and w!! £ w)U & (We are
considering linear accessibility relations and universal consequence!). There
are finitely many propositionally maximal consistent extensions w;j 1, ..., win
of w!.

If w! is not propositionally consistent, then there is no such extension
(n = 0): backtrack. Otherwise, recurse with all propositionally maximal
consistent extensions w;; of w; and continue ad infinitum. No wait; that
might take too long. Since there are only finitely many propositionally
consistent sets, we will hit onto a cycle sooner or later. In that case, we are
also finished: we have constructed a model consisting of an infinite loop.

4.2.2 Modal Tableau Rules

Before giving a example, we give a set of tableau rules which can be seen
as another formulation of this idea. A large number of similar tableau rules
for all sorts of modal logics can be found in [Fit83].
Let @ be the set of formulas whose satisfiability we have to check. I'is
any set of formulas;
(=) T, (1 = o) (= ) [, = (31 = ¢2)
Fv_'¢1 F7¢2 Fvwlv_"w?
L, ¢7 _‘¢ Il I, <a> ¢1» <b> ¢2
(L) — —— (L2) (L)
* * *
I, -y
v
Y
F7 <a> 9015"'7<a'> Pny T <a'> 'Lplv"'a_' (a’> Zl)m I
(©) @) —

(I)a Plyeey Pny _'¢17 () _'77b‘m
Derived rules:

(V)

T, (1 V 9ha) T, = (41 V 1)
Fv ¢1 Fa ¢2 Fa _'77&17 _'77&2
L', (¢1 A o) (=A) L', (11 A aba)
Fa d}la 1;[}2 Fa _'1;/}1 Fa _'¢2
- (a I'=la
) L
L, (a) 1, [b] 2 T, {a) ¥1,[a] ¥
I, {(a) ¥1 [, {a) 1, (a) ¢2

(=V)

(A)

(L) (U)
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The tableau rules allow to derive a set of sets of formulas from any set
of formulas. Additional regulations are:

e Rule (—) can only be applied if 9 # L

e Rules ({)) and ([]) can only applied if no other rule is applicable.
e Rule ({}) can only be applied if no other (a) ¢ or = (a) ¢ isin T’
e Rule (f]) can only be applied if no {(a) ¢ is in '

A tableau is a finite tree of sets of formulas such that

e The root of the tableau is @, and

e The successors of each node are constructed according to some tableau
rule.

A leaf is called closed, if it consists of the symbol . It is called open, if it
consists of a subset of formulas of some other node on the path from the root
to this leaf. (In particular, if rule ({)) regenerates the root ®, the new leaf
is open. Also, any empty node constructed by rule ([]) is open). A tableau
is completed, if any leaf is closed or open. A completed tableau is successful,
if it contains an open leaf.

The tableau rules are formulated in a nondeterministic way, since we did
not specify any order in which the rules have to be applied. Nevertheless all
tableaus for a given formula are equivalent: If ® has any successful tableau,
then every completed tableau for @ is successful.

4.2.3 Adequacy of the Modal Tableau Procedure

& is satisfiable iff & has a successful tableau.

The proof of this statement is more or less straightforward: Assume ® is
satisfiable in a natural model M £ ((wq,w1,ws,...),Z,wp), and show that
there is a tableau for ® with an open leaf. Equivalently, assume that any
tableau for ® is given, and show that it contains an open leaf. We construct
a sequence of tableau nodes n;, and associate a point w(n;) in the model
with any n;. As an invariant of this construction, we show that for all
formulas ¢ € n; it holds that w(n,;) = . Initially ng is the root of the
tableau, with w(ng) = wy. Since wy |= @, the invariant is satisfied. Given
any tableau node n; with w(n;) = w;, no closing rules can be applicable,
because this would contradict the invariant. Assume the successor of w; is
constructed by rule (= —) or (==). Then w(n;+1) = w;, and the invariant is
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preserved. If two successors of w; are constructed by rule (—), then any one
of them is chosen which preserves the invariant, and again w(n;y1) = wj. If
n; has a successor obtained by rule ({)), then w(n;y1) £ wjt1. The specific
formulation of the rule guarantees that the invariant is preserved. Since the
tableau is finite, and we can never apply one of the closing rules, we must
hit onto an open leaf sooner or later.

For the other direction, we have to show that from any tableau with
open leafs we can construct a model. The construction is similar to above.
We consider the unfolding of the tableau, which is the tree arising from the
repeated substitution of any open leaf with the subtableau rooted at the
node subsuming this open leaf. If the tableu contains open leafs, then the
unfolding contains infinite paths. In the unfolding, call any node whose
successor is constructed by rule ({}) or ([]) a pre-state. The set of pre-states
of any infinite path from the root constitutes an infinite model.

As an example for the tableau construction, we again prove [P][P] L
from the assumptions

¢ ={(s =(V) =s),(-s =(P) sV (V) =s)}.

A formula is valid, if its negation is unsatisfiable; hence we start the tableau

with (s =(V) =s), (-s =(P) sV (V) —s), and (P)(P) T.

e, (PY(P)T
os, (P)s, (PP)T (V) -s,(PYP)T ..
d s, (P)T * *
s,(V)-s, (P)T

*

Here the dots indicate a number of other branches closed by rule (L).
In the completed tableau, since every leaf is closed, the original formula
[P][P] L follows from the assumptions ®.

This example exhibits the connection between the tableau method and
the local satisfiability algorithm sketched above: The propositional tableau
rules systematically generate all necessary propositionally maximal consis-
tent extensions of a given set of formulas, and the modal rules fix the struc-
ture of the accessibility relations in the generated model graph.

4.2.4 Global Modal Satisfiability

The second, ‘global’ algorithm for testing satisfiability of a set of formulas
starts with the set W of all propositionally maximal consistent sets and
the universal relation for any (a) operator. We first delete all nodes which
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contain both some (a) ;1 and (b) ¥2. Then we iteratively delete ‘bad arcs’
and ‘bad nodes’ until stabilisation is reached. Bad arcs are pairs (wq,w1) €
Z(a) such that wy contains (b) 7' for some b # a, or {a) ¥ or [a] ¥, but it
is not the case that ¢ € wi. Bad nodes wg contain a formula (a) v, but
there does not (or no longer) exist a tuple (wg,w1) € Z(a) with ¢ € wi. The
given formula set @ is satisfiable iff upon termination there is a node n left
in which it is included (® C n).

Since this algorithm iterates on all nodes and on all subformulas, we can
implement it by a search on all nodes, with nested iteration on all subfor-
mulas of this node, or by a bottom up iteration on all diamond-subformulas,
where we check all node whether they are ‘bad’ with respect to this subfor-
mula. In both cases, it is important to re-iterate after some deletions have
taken place, until stabilisation is reached.

As a simple example for global satisfaction, we show the result of con-
structing all models for (a) (pA (b) p).

{a)NgAAb) p) = {a) (pA (b)Y N)
(b p (by p

P -p

{a) (pA (b) p) x>/ = (a) (pA (b} )
-~ {b) p (b) p

P -\

(a) tRAD) p) = {a) (pA (0} B) {a) (pA (b} p)
(b) - (byp RGOS I

(The starred ovals indicate points which are connected to all other points in

- (a) (pA (B )
- (0D 4
P

the picture.)

4.2.5 Decidability for Branching Time

It is almost obvious how to extend both of the above approaches for branch-
ing time, i.e., for tree models in which every point can have arbitrarily many
successors for each accessibility relation.

In the “local approach”, we build a tree of trees: Again, we start with
the set wy, ..., w,, of all propositionally maximal consistent sets which include
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®. By backtracking, we try to extend one of these to a tree model. Given a
propositionally maximal consistent set w;, if it does not contain any formula
(a) 1, this branch of the tree is finite. In contrast to linear models, the set
{{(a) 1, (b) 12} can be satisfied by constructing two successor nodes. In
general, if w; contains diamond-formulas 1, ..., %, there will be n successor
nodes of w; in the constructed tree model. Let S(w;) be the set of all n-tuples
(¥4,...,¥,,) of propositionally maximal consistent sets satisfying

If 4; =(a) 9, then ¥; is any maximal consistent extension of
P UA{Y' [[a] ¢' € wi}.

Every n-tuple in S(w;) determines a set of possible tree-successors of w;
in the constructed tree; therefore we have to recurse and backtrack on all
elements of all of these n-tuples. Formally, a leaf w; is open if it is included
in some node above, or if for some n-tuple (¥y,...,¥,,) € S(w;), all ¥; are
open.

To formulate this procedure with tableaus, we use non-determined
tableau rules: For any given formula, there can be both successful and
unsuccessful tableaus. The formula is satisfiable, if there is at least one suc-
cessful tableau. (Thus, in the worst case, all possible tableaus have to be
checked.) We only give the rules which are different from above:

L, (11 = 12)
Fv ﬁlﬂl

(0) 30, .. 30,
where ¥ = {{a1) ¥1,...,(an) ¥n}, no (a) ¥ is in T, and ¥; £ {3;} U
{t l[ai] ¥ € T}

L, (41 = 12)

S S

(—1)

r,w

Y

It seems to be much easier to abridge the ‘global’ algorithm for satis-
fiability testing to the branching paradigm. Again, we start with the set
W of all propositionally maximal consistent sets and the universal relation
for any (a) operator, and delete bad arcs and bad nodes until stabilisation
is reached. Here, bad arcs are pairs (wg,w1) € Z(a) such that wy contains
[a] ¥, but it is not the case that i) € w;. Bad nodes wy contain a formula
(a) ¥, but there does not (or no longer) exist a tuple (wg,w1) € Z(a) with
¢ € wi.

Hence, on the multimodal level, it appears that for natural models the
local algorithm is simpler, whereas for tree models the global algorithm is
easier to implement. In fact, many automatic provers for linear time are
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tableau based, and many provers for branching time are global. However,
the average complexity in both cases depends largely on the structure of the
formulas which are to be proven.

4.2.6 Tableaus for LTL

Can we extend these methods for transitive closure operators?

Firstly, in the definition of extended subformula, all X ¢ should be
regarded as extended subformula of the formula F . Furthermore, we
define also XF* ¢ to be an extended subformula of F' . We have to be a bit
careful to avoid a nonterminating recursion in the algorithmic reformulation
of the recursive definition:

o SF(F"¢) 2 {F" ¢, X ¢} USF(p)

o TSF(p) 2 SF(p) U{XF ¢, X = F' ¢ [F" ¢ € SF(p)}
o NSF(p) £ {~¢ | ¢ € TSF(p)}

o ESF(p) £ SF(¢) UNSF(p)

« ESF(3) 2 {ESF(¢) | ¢ € 8}

Now, this definition of extended subformula guarantees that for any F' P
in w;, all possible successors will contain F' 1 or F' 1 as well.

For LTL on natural models, we try to construct a linear path through the
space of all propositionally maximal consistent sets by depth-first-search. If
a node w; contains some formula F' 1), but no formula X 1/, we can discard
it, because the eventuality F' 1 is not fulfilled. Also, if some candidate
successor w, of node w; with F 1 € w,; contains — F 1 and ), we
can discard w}. But, if w! contains F o again, this unsatisfied eventuality
could be propagated, resulting in a cycle where the fulfilment of F @ is
infinitely delayed. The solution is to require that a backward loop only can
be regarded as open, if for any F 1) which occurs in any w; in the loop,
there must be a w; in the loop such that ¢ € w;.

For the tableau, we add the rules:
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T, X ¢

Iar) ¢ .. Dy{an) ¢
I )

Fa_' <CL1> Tﬁ,---,_' (a’n> 1111
,F 4 L= F

(F) I, X ($V F ) - F) T,~ X (¢4V F o)

These rules are based on the unfolding of the X- and F'-operators:

(X)

(= X)

e Xtp =V, (a) ¢
o F'y oX (yv F' y)

Additionally we have to require that a leaf is only called open, if for
all formulas F* 1 occurring in it, the formula 1 is contained in some node
between the leaf and its subsuming ancestor (loop condition).

As an example for the loop condition, we show that the formula F'1is

unsatisfiable:
F 1
X (LVF' 1)
{a1) (LVF' 1) (an) (LVF" 1)
1VF' L o IVF L
1 F' 1 1 F' L
* * * *

Each left branch closes because of rule (L), each right branch is closed
because it forms a loop with unsatisfied eventuality F' 1.
Equally, for (¢ U’ 1) and — (19 U 1), there are two tableau rules

based on the fixed point unfolding of the U+—operator:

o (2 U 1) &X (1 V a2 A (2 U 4h1))

There is a close connection between the tableau decision procedure and
w-automata: The pre-states in the tableau can be seen as states of a gener-
alised Biichi-automaton. The set of open leafs forms the acceptance condi-
tion, and the recurrence condition is given as follows: For every subformula
(12 U" 1), either it is infinitely often not contained in the accepting run,
or 11 is contained infinitely often. This can be formulated as generalised
Biichi-acceptance condition.
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4.3 Incompleteness Results

We have seen that propositional multimodal and temporal logics are com-
plete and decidable. The same holds for qTL and pTL on natural models.
The relational p-calculus, however, can categorically define addition and
multiplication of natural numbers; therfore, it is highly undecidable. What
about quantified temporal logics, interpreted on Kripke structures? In this
section we will sketch an undecidability proof for this case.

Consider the above state transition diagram of a counter machine, which
increments and decrements its counter with every put and get operation,
respectively. We show how this machine can be coded by a finite set of
formulas, such that every model of these formulas describes the sequence of
memory states of a complete run.

Let the set of operators be {hi,lo, er, put, get, eoq, (X), (F),(M)}. The
operator (X) will be used to describe the execution steps of the program
in time, the operator (F') to denote the transitive closure of (X), and the
operator (M) to access the content of the memory. The following formulas
describe that X and M are functional, form a half-grid, and that F' is the
transitive closure of X:

o Vq({(X) qV (X)(F) g =(F) q),
Vq([F] (p =[X] p) = ([X] ¢ =[F] q))
Using these relations, we fix the propositions such that

— the number of M*—successors in any world labelled eoq is the value
of the counter,
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— every world is labelled hz,lo, or er, according to the machine state it
denotes, and

— every world is labelled put or get, according to which action is exe-
cuted next.
The relevant formulas are:

e put increases the length of the counter by one:

(putA [M] false —(X)(M)[M] false)

o get decreases the length of the counter by one:

((M) (getA [M] false) —(X)[M] false)

e Every world is exactly one of {put, get} and {hi,lo,er}:
(put xor get) A (hi xor lo xor er)  (xor denoting exclusive
disjunction)

e All worlds reachable by M* have the same marking:
(P —[M] P) for P € {put, get, hi,lo,er}

® cog propagates only in one dimension:

(eog —[X] eoq), [M] —eoq

e Transitions:
(lo A put —[X] hi), (hi A get —[X] lo),
(lo A get =»[X] er), (hi A put =[X] er),
(er A get =[X] er), (er A put —[X] false)

For a conditional transition like “from er go to lo if counter is zero” we
could use the sentence (er A eogA [M] false —[X] lo). For a multiple
counter machine, we can use a similar encoding with several memory access
functions (M; ). Now there is a computation in which such a machine reaches
a certain state (say, hi) infinitely often from its initial state iff the sentence
(lo A eogN [M] falseA [F](F) hi) is satisfiable in a model validating all of
the above axioms and sentences. Of course, for our example machine, we
easily see that the formula is satisfiable; for all single counter machines this
recurrence problem is decidable. But, for multiple counter machines the
problem is Yl-complete, therefore also the problem whether any sentence
follows from a set of universally quantified multimodal formulas is %1-hard.
Recall that such formulas are monadic H%—properties, so in this case the
problem is in E% as well.
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Chapter 5

Model Checking Examples

Model checking is an automatic technique for verifying correctness proper-
ties of safety-critical reactive systems. This method has been successfully
applied to find subtle errors in industrial-size problems such as the design
of sequential circuits, communication protocols and digital controllers. The
technique was first suggested in [CE81, QS81]. However, then it was only
possible to handle concurrent systems with a few thousand states. In the
last few years the size of the concurrent systems that can be handled has
increased dramatically. By using sophisticated data structures and heuristic
search procedures, it is now possible to check systems many orders of mag-
nitude larger [BCM192, YS97]. Tt is expected that besides classical quality
assurance measures such as static analysis and testing, model checking will
become a standard procedure in the design of reactive systems.

Much of the success of model checking is due to the fact that it is an
fully automatic verification method. Interactive methods are more general
but harder to use; automatic methods have a limited range but are more
likely to be accepted. In interactive verification, the user provides the overall
proof strategy; the machine augments the user by

e checking the correctness of each step,

e maintaining a list of assumptions and subgoals,

e applying the rules and substitutions which the user indicates, and by
e searching for applicable transformation rules and assumptions.

Sophisticated tools also are able to prove certain lemmas automatically, usu-
ally by applying a heuristic search. Although there has been considerable

109
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research on the use of theorem provers, term rewriting systems and proof
checkers for verification, these techniques are time consuming and often re-
quire a great deal of manual intervention. Moreover, since most interactive
provers are designed for undecidable languages (e.g., first or higher order
logic), the proof process can never be completely automatic. User interac-
tion is required, e.g., to find loop invariants or inductive hypotheses, and it
requires an experienced user to perform a nontrivial proof.

On the other hand, with model checking all the user has to provide is a
model of the system and a formulation of the property to be proven. The
verification tool will either terminate with an answer indicating that the
model satisfies the formula or give an execution showing that the formula
fails to hold in the model. These counterexamples are particularly helpful
in locating errors in the model or system.

With the completely automatic approach it may be necessary for the
model checking algorithm to traverse all reachable states of the system.
This is only possible if the state space is finite. However, many interesting
systems like sequential circuits or network protocols are finite state. More-
over, in the design of safety critical systems it is often possible to separate
the (finite state) control structure from the (infinite state) data structure of
a given module. Finally, in many cases it is possible to abstract an infinite
domain into an appropriate finite one, such that “interesting” properties are
preserved.

The main disadvantage of the fully automatic approach is the state ex-
plosion: If any state of the system is uniquely described by n state bits,
then there are 2" possible states the system can be in. At the present time,
the number of states that can be represented ezplicitly (e.g., by lists or
hash tables) is approximately 106. In [BOM192, McM93], binary decision
diagrams (BDDs) were used to represent state spaces symbolically. With
this technique, models with several hundred state bits and more than 10*°
reachable states can be checked. Therefore it is possible to verify reactive
systems of realistic industrial complexity, and a number of major compa-
nies including Intel, Motorola, ATT, Fujitsu and Siemens have started using
symbolic model checkers to verify actual designs.

Given a formal model of a system to be verified, and a formulation of the
properties the system should satisfy, there are three possible results which
an automated model checker can produce:

1. either it finds a proof for the formula in the model and outputs “veri-
fied”, or

2. it constructs a refutation, i.e., an execution of the (model of the) sys-
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tem which dissatisfies the (formulation of the) property, or

3. the complexity of the verification procedure exceeds the given memory
limit or time bound.

If there is not sufficient space or time, in some cases it is possible to use
bigger and faster machines for verification. Alternatively, one can use a
coarser abstraction of the system and its properties. The third possibility
is to employ heuristics which improve the performance of the verifier. Some
of these heuristics are discussed in subsequent chapters.

In some sense it is more interesting to get a refutation than to get a
proof. With a refutation, one can decide whether it is due to the mod-
elling and formulation, or whether this undesired sequence of events could
indeed happen in reality. In the former case, the unrealistic behavior can
be eliminated by additional assumptions on the model or formula. In the
latter case, one has found a bug, and the system and model can be changed
appropriately. One of the major advantages of the fully automatic approach
is that there is almost no additional overhead for the new verification of the
changed system.

If the model checker is able to prove all specified formulas for the given
model, then the verification is successfully completed. However, there can
never be any guarantee that a system which has been verified by a computer
aided tool will function correctly in reality. Even if we could assume that
the verifier’s hard- and software is correct (which we can not), there is a
fundamental source of inaccuracy involved. Verification proves theorems
about models of systems and formulations of properties, not about physical
systems and desired behavior; we can never know to what extent our models
and formulations reflect physical reality and intuitions. It is not possible to
guarantee that a physical system will behave correcly in unexpected (i.e.,
unmodeled) situations. It would be unreasonable, however, to reject formal
methods because they cannot offer such guarantees. Civil engineering can
never prove that a certain building will not collapse. Nevertheless it uses
mathematical models to calculate loads and wall thicknesses and so on.
Similarly, we can never prove that our model adequately represents the
reality. Therefore we can never prove that a system will function as planned.
Nevertheless, computer aided verification can help locating errors during the
design phase of a complex system, and it can help to increase reliability of
these systems. In the future, formal verification by model checking will
augment classical software design tools like structured analysis, code review
and testing.
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5.1 A Combinatorial Game

As a first example, we describe the use of model checking in a combinatorial
search. Although this example is not very typical for real applications, it
can demonstrate the capabilities and limits of present technology. A well-
known puzzle from 1870 by the American Sam Loyd consists of a A X v grid
in which there are (h-v) — 1 numbered tiles and one blank space. A move
consists in moving any tile into the position of the blank. The goal is to
achieve a certain predetermined order on the tiles.

L))
—
L)

This puzzle can be described by a shared variables program as follows. For
each tile there is a program variable which notes its horizontal and vertical

position. Furthermore, there is a program variable move indicating whether
the next move will be a shift up, down, left or right of the blank space. If
the move would bring it out of the borders, nothing is changed; otherwise,
its position is swapped with the respective adjacent tile.

The SMV code corresponding to this description! is shown in Figure 5.1.
For h = 3 and v = 3, the internal representation of the transition relation
takes about 3KB. There are 4 - (h - v)! = 1.4 - 10° states, of which 50% are
reachable from any initial state. The specification claims that a certain final
state is not reachable; the model checker contradicts this claim by showing
a sequence of moves (rrddlluurrddlluurrddlluurrdd) which gives a solution
to the puzzle. The solution is found within a couple of minutes on a 32 MB
Pentium 133.

For h = 4, v = 3, there are approximately 10? reachable states. Although
the model checker detects rather quickly that some solution must exist, for
the construction of a concrete solution sequence the state space has to be
partitioned into strongly connected components. This requires several days
of CPU time and approximately 1GB RAM on a Sparc Ultra. For model
checking applications, virtual memory is not very useful; if the representa-
tion of the reachable state space exceeds the available main memory, then
constant swapping occurs. To find a solution for h = 4, v = 4 by exhaustive

'In the actual SMV code, variable array bounds or indices, e.g., vpos[i], are not allowed
and have to be replaced by the respective constant values vpos[1],vpos[2],...
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MODULE main

DEFINE h := 3; v := 3;

VAR move: u,d,l,r;

hpos: array O..(h*v-1) of 1..h;
vpos: array O..(h*v-1) of 1..v;

ASSIGN

next(vpos[0]) := case
(move=1) & !(vpos[0]=1) : wvpos[0] - 1;
(move=r) & !'(vpos[0]=v) : vpos[0]
1: vpos[0]; esac;

next (hpos[0]) := case
(move=u) & !(hpos[0]=1) : hpos[0] - 1;
(move=d) & !(hpos[0]=h) : hpos[0]
1: hpos[0]; esac;

for all 4:

next(vpos[:]) := case
(move=1) & !(vpos[0]=1) & hpos[z]=hpos[0] & vpos[il=vpos[0]+1 |
(move=r) & !(vpos[0]=v) & hpos[:]=hpos[0] & vpos[¢]=vpos[0]-1 : vpos[0];
1: vpos[i]; esac;

next (hpos[z]) := case
(move=u) & !(hpos[0]=1) & vpos[:]=vpos[0] & hpos[:]=hpos[0]-1 |
(move=d) & !(hpos[0]=h) & vpos[:]=vpos[0] & hpos[z]=hpos[0]+1 : hpos[0];
1: hpos[i]; esac;

init(hpos[¢]) := ¢ div v; init(vpos[i]) := ¢ mod v;

DEFINE goal := (hpos[:] = 3 - (¢ div v) & vpos[t] = 3 - (z mod v))

SPEC !'EF goal

+
[

+
[

Figure 5.1: SMV Code for Loyds Puzzle
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state space exploration seems to be beyond the limits of present technology.
In [ER98], a combination of model checking and heuristic search is used to
automatically construct solutions to this and other combinatorial games.

5.2 A Sequential Circuit

Our second example is from hardware verification. We consider a shift reg-
ister for interfacing a parallel data bus. The register is from the 74x95 TTL
family and is described in [NA90]. It is used to exchange data between the
bus and a serial device. It thus acts as parallel-serial converter and vice
versa. A functional diagram of the register is given in Figure 5.2.

- N wg
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Figure 5.2: A shift register for data bus interfacing

bus

The register has a mode control input mc to choose between parallel or
serial access mode. For each mode, there is a corresponding input clock (pc
and sc). Parallel loading is performed if mc is high and a pc clock pulse
arrives. In this case, data is read from the bus into the associated flip-flops.
The data appears at the Q outputs at the pulse of the pc clock.
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For serial loading, mode control should be low. Data is input serially with
every tick of the sc clock. At each pulse the state of all flip-flops is trans-
ferred one stage to the right. After n cycles, the data is positioned at the
parallel output and can be sent to the bus by an oc command. A right shift
occurs if the serial input inp is held low. By a sequence of n right shifts,
data which has been obtained in parallel from the bus can be written serially
to the out port.

The register is implemented with SR-bistables which have the following
characterictic function. If both inputs are low, the bistable keeps its state.

Y

Q
1
0

w0

—_ o = O
— = O O|lw

The output Q is set if input S is high, and reset if input R is high. If
both S and R are high, then Q is undefined. This can be modelled by a
nondeterministic internal choice between high and low output. The latch is
triggered by a negative edge of the clock pulse. That is, a change of output
occurs only at the time instant when the clock line goes from high to low.
If the value of the clock line is part of the state space, then the clock value
would be low in every new state. For an accurate state-based model (e.g.,
of an asynchronous circuit), we would have to include timing information
of all gates. However, if the clock is only used as trigger, an event based
modelling is more adequate: The high-to-low change of the clock line is
considered as an event occurrence. In each state, this event may or may
not occur. To prevent executions in which the input or output clocks are
indefinitely blocked, we require infinitely many input and output clock ticks
in every infinite run.

The model is just a representation of the circuit’s truth table, where the
outputs are a boolean function of inputs and latch states. It can be derived
automatically from any standard hardware description language; in fact,
several model checkers support such front-end translations. Correctness of
parallel and sequential input is expressed by the following formulas:

AG (mc A pc — (bus[i] ¢ A((oc — A X bus[i]) U' ic)))

A G (-mc Asc— (Q[i] & A(Q[i-1] U ic)))
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MODULE main

VAR Q, bus: array 1..n of boolean; -- n SR-latches, n databits
inp, mc, pc, sc, oc: boolean; -- input lines
DEFINE out := Q[1]; ic := ((mc & pc) | (!mc & sc));
A[z] := mc & pc & bus[z]; B[] := 'mc & Q¢+ 1];
R[2] := !(A[2] | B[:1); S[:] := 'R[:];
ASSIGN next(Q[z]) := case ic: case
'S[+] & 'R[]: QL] —--hold
S[:] & 'R[1: 1; --set
'S[¢] & R[:]: O0; --reset
S[z] & R[: {0,1}; esac; --undef
Yic: Q[#]; esac; -- unchanged if no input
next(bus[:]) := case oc: Q[i; l!oc: {0, 1}; esac;

FAIRNESS ic FAIRNESS oc

Figure 5.3: Model of shift register

Intuitively, these formulas assure that data which is input into the reg-
ister remains there until a new input occurs. With appropriate ordering on
the BDD variables, the model checker verifies these formulas for a bus width
of 32 bit in less than a second. Similar formulas can be used to verify that
after a sequence of n sequential load operations, the correct data word will
be put onto the bus on a subsequent output pulse.

If the connection structure of wires within the circuit is “well-behaved”,
then automatic verification is successful even on much bigger circuits. A
circuit is “well-behaved” if there exists an ordering of all wires such that
the value of a wire only depends on the value of wires which are close in
the ordering. For a formal definition of this condition see [McM93]. A
large number of circuits with hundreds of storage places have been verified
automatically in this way.

5.3 A Communication Protocol

The third example is a set of communicating processes within the operating
system of a Siemens cellular phone. In this system, there are a number of
basic processes communicating with one another by priority messages. Each
of the processes implements a finite state machine, which is described by a
set of SDL diagrams. Basically, a process waits in a certain state until it
receives a message from some other process. It then performs some specified
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operations, sends a number of messages to other messages, and transitions to
another state. Figure 5.4 shows part of the transition graph of a process and
the corresponding SDL diagram. The displayed part is used to implement
the following quote from the GSM international standard.

“Initially the MS looks for a cell which satisfies the suitability
constraints by checking cells in descending order of recetved sig-
nal strength. If a suitable cell is found, the MS camps on it and
performs any registration necessary.”

A property to be verified is that the system never deadlocks:
A G EF init

That is, we proved that no sequence of user actions can bring the phone into
a state from where it cannot be reset. Since the number of merchandized
units is expected to be very high, correctness is an important design issue.

In the model to be checked, there are five basic processes, plus the oper-
ating system kernel. There are approximately 50 different types of messages
which can be sent by the processes, and each process has between 10 and 20
states. The operating system is responsible for the scheduling of processes
according to a priority scheme, and for the storage and delivery of messages.
Therefore, it has to maintain a buffer, in which for each process all messages
are kept. The size of these buffers turns out to be the most important pa-
rameter in the verification. Basically, each buffer slot could be filled with
every message; thus a combinatorical explosion similar to the one in our first
example can occur. However, a buffer overflow almost certainly indicates
an error in the implementation; for example, if some high-priority process
keeps resending the same message, it will eventually fill up any bounded
buffer. In the modelled system, a total number of 15-20 buffer slots was
sufficient; a fairness assumption is used to select only those computations
in which no buffer overflow occurs. Moreover, the buffer contents usually
follows a regular pattern, therefore the above mentioned state explosion is
avoided. In practical applications, an exponential growth in the number of
reachable states almost certainly indicates an error. For buffers in which all
messages have the same priority, the transition relation of a bounded buffer
can be defined by the transition table in Figure 5.5.

In the right half of this table, an empty entry means that the respective
program variable is set by the environment. An input value of nil in ¢
indicates that there is no message to be sent; in this case the next value of
1 is determined by the sender. If this process has put a non-n:l value z into
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Cell_Selection:
Init_State

Start_Request?

Start_Request?
Pimn:=false

Cell_Selection:

Scan_Completed?,
No_Cell_Found!
PowerDown_Regq!
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Start_Camping!

Deactivate_Request?
Stop_Request!

Cell_Selection:
Wait_for_
Stop_Deactivate,

Cell_Selection:
Wait_for_
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Wait_for_
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Radio_Resource Radio_Resource Power_Handler

true
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Stop_Request No_Cell_Found
to to
Power_Handler Radio_Resource

PowerDown_Req
to
Power_Handler

Cell_Selection:

Cell_Selection: Cell_Selection:
Wait_for_

Stop_Deactivate

Wait_for_
Received_Levels

Init_State

MODEL CHECKING EXAMPLES

Start_Camping
to
Main_Module

i

Cell_Selection:
Wait_for_
Synchronized

Figure 5.4: Transition graph and SDL diagram
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1 o i b o
nil () nil () nil
T () nil nil () x
nil  (z1,..,z,) nil (T1y ey 1) z,
z  (z1,..,2,) mnil nil (z,21,...,Ty_1) Ty
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A wil ()

nil  (z1,..,z,) Y (Z1y ey 2y)
z  (T1,emm) Y w<n | nil (z,21,.,2)
z  (x1,.Tn) Y T (T1y ey )

Figure 5.5: Transition relation of a bounded buffer

7, then this value is appended to the buffer, and 7 is reset to nil. The last
line indicates a buffer overflow: If a message is to be sent with the message
buffer already filled, 7 remains stable. Thus, the formula A G” (i # nil X
(: = nil)) can be used to determine whether a buffer overflow can occur. If
the output variable o is nil and there is a message to deliver, it is copied
into 0. When the operating system delivers a message y from o, it resets o
to nal.

The content of the buffer b is given as a sequence (z1, ..., z,) of messages,
where () denotes the empty buffer. There are various possibilities to model
such sequences. In Figure 5.6 we show a modelling which uses n program
variables b1, ...,b,, such that b; contains the front element of the message
queue, and incoming messages are appended into the smallest b, which is
empty (contains nil as value).

next(b[j]) := case

(i=nil) & !'(o=nil) : b[jl;

(i=nil) & (o=nil) : b[j+1];

'(i=nil) & !(o=nil) : if '(b[j-1]=nil) & b[jl=nil then i
else b[j] £fi;

'(i=nil) & (o=nil) : if b[jl=nil then nil
else if b[j+1]=nil then i
else b[j+1] fi fi; esac;

Figure 5.6: Model of bounded buffer
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In this modelling, we rely on the fact that whenever b; = n:l, then for all
k > 7, also by, = nzl. This assumption only holds for the reachable states of
a buffer which is initially empty; there are many transitions from illegal, i.e.,
nonreachable states to other illegal states in this model. In an explicit repre-
sentation of the transition relation, one should try to avoid these redundant
entrys. Below, we discuss symbolic representations with BDDs. With such a
representation, even though the size of the transition relation is much bigger
than the transition relation restricted to the reachable states, its represen-
tation is much smaller. Since the value of each buffer slot depends only on
its immediate neighbours, in fact the size of the representation is linear in
the number and width of the buffer slots.



Chapter 6

Model Checking Algorithms

Given a model M and a formula ¢, the model checking problem is to decide
whether M = ¢. In principle, this can be done by encoding M as a set
of assumptions (or premisses, or program axioms) ¢, and deciding whether
® - . However, some experiments will quickly convince the reader that
a naive approach of doing so is doomed to failure. Usually, the program
axioms all have a very special form, such as

(state_i — (X succil V---V X succ_in))
in a linear time modelling, or
(state i — ({a1) succ i1 A---A (a,) succ_in))

in a branching time approach. The decision procedure in general can not
take advantage of this special form of the assumptions and will in every step
break down all assumptions to its basic propositional components. This
results in a very inefficient behavior; usually only very small systems can be
verified and debugged that way.

Therefore, model checking algorithms avoid the encoding of the models
as a set of program axioms; they use the models directly instead. Model
checking determines whether a given specification formula is satisfied in a
given Kripke-model, i.e., whether a tree or natural model satisfying the
formula can be generated from it.

There are two variants of this task, depending on whether the initial
or universal definition of satisfaction of a formula in a model is used. In
the usual definition, a Kripke-model, consisting of universe U, accessibility
relation(s) defined by Z, and current point wg € U, is given, and we have
to check whether the formula ¢ is satisfied: (U,Z,wq) = ¢. In the univer-
sal definition, we are given universe and interpretation, and want to know

121
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whether the formula is satisfied in all points w of the universe: (U,Z) & ¢
iff for all wy € U it holds that (U,Z,wq) | ¢. Equivalently, we want to
know whether o™ = U, where o™ £ {w € U | w |= ¢} is the set of points
satisfying ¢.

Of course, any algorithm which calculates ™ can also be used to decide
whether (U, Z,wy) | ¢ holds: wy = ¢ iff wy € p™. Vice versa, if we have
an efficient algorithm to decide whether wy |= ¢, we can calculate ™ by
an iteration on all states.

Model checking has two parameters: model M and formula . Algo-
rithms, which iterate on the structure of ¢ and in each step traverse the
whole of M are sometimes called global. Algorithms, which iteratively ex-
tend the checked part of M and in each step determine the truth of each
sub-formula of ¢ are sometimes called local. Although the theoretical worst-
time complexity is not influenced by this choice, the average case behavior
may differ significantly.

In principle, the three axes (branching/linear, universal/initial,
global/local) are independent. In practice, however, for branching time log-
ics mostly global algorithms and universal validity is used, whereas with
linear time logics local algorithms for initial validity have been suggested.

6.1 Global Branching Time Model Checking

Given a Kripke-model M = (U,Z) and a multimodal formula ¢, the set
oM 2 {w € U | w | ¢} of points validating ¢ can be calculated by a
recursive descent on the structure of ¢. If p is an atomic proposition, then
pM £ Z(p). Furthermore, L™ £ {} and (¢ — v)M £ U\ oM U M.
Finally, ((R) )M £ {w € U | I’ € yM, (w,w') € Z(R)}.

This algorithms seems to be just a trivial reformulation of the semantical
definition for the logical operators. However, there are some important
observations. Firstly, ((R) %)™ can be calculated from M in two ways:
We can either check for each w € U, whether the intersection of ¥ and
R(w) is nonempty. Alternatively, we can calculate [J{R™!(w') | w' € M},
where R™1(w') £ {w | (w,w') € Z(R)} is the inverse image of point w
under the relation R. This inverse image calculation can be accomplished
by a traversal of all arcs (w,w') € Z(R): If w' € ™M, then w € ((R) ¥)M.
Secondly, to avoid recalculation of common subformulas, we use a table,
where for each sub-formula 1) the set 1) is stored. Thus, we need an efficient
data structure for large sets of points. Thirdly, the overall complezity of
this algorithm is linear in the number of different sub-formulas and in the
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size of the model. However, even for infinite models which are given by
some symbolic description (e.g., Petri nets or Turing machines), the model
checking problem can be decidable [BE97].

Similar to the above modal logic procedure, the CTL model checking al-
gorithm proceeds by marking each point with the set of sub-formulas which
are valid for this point. Suppose we have already marked the set of points
satisfying 11 and the points satisfying 2. To label the set of points satis-
fying ¢ = E(¢2 Ut P1) or p = Aty U" 1), we use the fixpoint unfoldings

E(vs U 1) ¢ E X (31 Vapa A E(h UT 9h1))

A(hs U 1) & A X (91 Vips A A(hs U ¢1))

For ¢ £ E(o U" 1), we label all points with ¢ which have a successor that
is labelled with 11, or with 2 and also ¢. This process is repeated until
stabilisation is reached. For ¢ = A (o U’ 1), we label all points with ¢ for
which all successors are labelled with 11, or with 2 and also ¢. Again, this
process must be repeated until no new points can be marked. A recursive
formulation of this algorithm is given below.

Since the Kripke-model has a finite number of points, each repeat sta-
bilises after at most |U| passes. In the worst case, each pass searches the
whole model, hence the complexity is linear in the number of different sub-
formulas, and cubic in |U].

This bound can be improved if the search is organised better. In [CES86],
an algorithm is given which is linear in the size of the model as well. For the
E F+—operator, the problem of marking all points for which E F' ¢ holds,
given the set of point satisfying ¢, is equivalent to the inverse reachability
problem: Given a set of points, mark all points from which any finite path
leads into the given set. Assuming that for any two points we can decide in
constant time whether they are connected by an arc, this can be done with
time complexity quadratic in the number of points.

Every point enters the set Search in the while loop at most once. More-
over, all set operations can be performed in time linear in the size of these
sets, i.e., in the number of points; thus the overall complexity is quadratic
in |U| or linear in the size of the Kripke-model.

For the E U+—operator, this idea can be refined to give an evaluation
procedure of linear complexity. The A U+—operat0r can be expressed by

A(hy U 4p1) & ~(E(=p1 U (~(¢1 Ahs)) VE G )

Thus, we only need a procedure marking all points for which E G" © holds.
This can be done as follows:
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program CTL check (Model (U,Z,wy), Formula ¢) =

procedure eval (Formula ¢): Pointset =

procedure succ (Point w): Pointset = return {w' | (w,w’) € Z(<)};

if wy € eval(y)
then print(“yp is satisfied at wy in (U,Z)”)
else print(“yp not satisfied at wq in (U,Z)”);

case ¢ of
p: return Z(p);
1 : return {};

(1 — 1p2) : return U\ eval(iy) U eval(ys);
E(y2 U" P1) : El:= eval(yy); E2:= eval(ys); E:={};
repeat until stabilization
E:=FEU{w]| (succ(w)N (E1UE2NE)) #{}};
return F;
A(py UM 1)« El = eval(yy); E2 := eval(ys); E = {}
repeat until stabilization
E :=EU{w | succ(w) C E1UE2NE};
return F;

Figure 6.1: naive CTL model checking algorithm

restrict the model to those states satisfying ¢

find the maximal strongly connected components in the restriction

mark all points in the original model from which a nontrivial SCC or
a point without successors can be reached by a path in the restricted
model.

These operations can be accomplished with time complexity which is
quadratic in U. Thus, the overall complexity of CTL model checking is
linear in the size of the formula and in the size of the model.

Fairness Constraints

Some automated model checkers for CTL allow to specify a set of constraints

® together with the Kripke-model. These constraints are assumed to hold in
the whole model; i.e., they restrict the model to those parts where they are
valid. This use of constraints is somewhat different from the assumptions
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procedure reach (Pointset Target): Pointset =
Source := {}; Search := Target;
while Search # {} do
Search := pred (Search) \ Source;
Source := Source U Search
enddo;
return Source;
procedure pred (Point w): Pointset = return {v' | (v',w) € Z(<)};

)

Figure 6.2: Inverse reachability calculation

in the previous sections, which were used to constrain the set of possible
models. For example, an w-automaton can be regarded as a Kripke-model,
together with global eventuality and fairness constraints (accepting and re-
curring states). Constraints can be formulated in the same language in
which the formula to be checked is specified; however, “mixed” approaches
have been suggested [Jos93], where e.g. the constraints are described in LTL
and the property is described in CTL.

As an example for the use of such constraints, often the path-quantifiers
A and E are restricted to fair paths. Simple fairness constraints are of form
F' 1, where v is a boolean combination of propositions. For example, the
condition F© T specifies that each run must be infinite. As another example
for a simple fairness constraint, we might want to restrict our attention to
execution sequences in which every component is always eventually sched-
uled. Streett fairness constraints are of form (GrJrF+ Y1 - GF' 1a) and
are useful to restrict attention to strongly fair schedulers: if a component
infinitely often requests a resource, it will be granted infinitely often. The
above algorithm can be modified to deal with such fairness constraints by
building the tableau of the LTL-assumption and checking the CTL-formula
on the product of Kripke-model and tableau. The complexity increases by
a factor which depends on the type of LTL-formulas in the assumption.

6.2 Local Linear Time Model Checking

For a given Kripke-model M = (U,Z,wy) and CTL-formula ¢, the relation
M E ¢ holds iff the maximal tree generated from M at w satisfies .
For linear time logics, M |= ¢ is interpreted by sequence-validity. That is,
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we want to check whether every mazimal sequence generated from M at
wy satisfies . Equivalently, we have to decide whether —¢ is satisfiable
in some natural model generated from M. In some sense, this is a more
complex question than the one for branching time, because a whole set of
natural models has to be checked. Hence, we cannot simply mark a point
in the Kripke-model with the set of linear-time formulas which are valid for
this point: for example, F 1 can both be true for one of the generated
sequences, and false for another one.

Similar to above, we first consider sequence-validity of modal logic with
a single accessibility relation R. Given a Kripke-model M = (U,Z,wy)
and a modal formula ¢, we want to determine whether there is a maximal
sequence generated from M at wy which satisfies ¢ in wg. This is done
by a depth-first-search in the product of the set of propositionally maximal
consistent sets of sub-formulas and the set of points in the model.

Formally, an atom « is any pair (w,m), where w € U is a point, and
m C SF(p) is a propositionally consistent set of sub-formulas. An atom is
admassible, if w and m agree on the interpretation of propositions. That is,
if pe SF(y), then p € m iff w € Z(p).

An initial atom is any admissible atom o = (wg,mg), where wy is the
current point of M, and ¢ € my. For each R € R, we define a relation Xp
between admissible atoms: Xg((w,m), (w',m')) iff

1. (w,w') € Z(R),
2. if (R) % € SF(p) and ¢ € m', then (R) ¢ € m,
3. if (R) ¢ € m, then ¢ € m/,

4. some (R) ¢ € m.

The first condition reflects the fact that the steps in the generated sequence
are predetermined by the Kripke-model (system to be verified). The second
condition is imposed by the semantics of the (R)-operator; the third con-
dition is a reformulations of the axiom (U) and the corresponding tableau
rule ({(R)). The fourth condition corresponds to the tableau rule ([R]); it
allows the generated sequence to be finite when no (R) v is contained in a
node.
Now we can construct a forest of atoms as follows:

e initial nodes are all initial atoms

e any node « has as children all & such that Xg(a, ')
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Since for any finite Kripke-model there are only finitely many atoms, each
branch in this forest can be made finite by appropriate backward arcs. As
in the tableau definition, a leaf is called open, if it has no (R) formulas in
its m-component; otherwise, it is closed.

An accepting path through the resulting structure starts with any initial
node and is either infinite or ends with an open leaf. Any accepting path is a
sequence generated from the Kripke-model which satisfies the given formula
—p, thereby forming a counterexample to the specification ¢.

To implement the search for an accepting path, we perform a depth-
first search with backtracking from the set of initial atoms to all of its X-
successors. In order to be able to terminate loops in this search, we have to
store all atoms which were encountered previously. Though there are several
possibilities to represent such a set of atoms, the method of choice seems
to be to employ a hash table. It is not necessary to use all components of
m as hash indices, since the value of propositions is determined by w, and
boolean combinations of formulas can be recovered from their constituent
parts. Therefore, it is sufficient to store only the value of (R)-subformulas.

In general, since we are only looking for some counter-model, we can
terminate the search if a counter-model is found. Although in the worst
case (if no counter-model exists) the whole forest must be searched, it is
possible to find errors very quickly by an appropriate ordering of the depth-
first search successors.

In the depth-first search, we have to remove closed atoms from the list
of possible loop points. A better way is to mark these nodes as closed
while backtracking; then the search will not recurse again if such an atom
reappears. Also all other improvements mentioned above can be used for
this algorithm.

Extensions for LTL

We have seen that the local model checking algorithm for multimodal logic is
almost the same algorithm as the local tableau decision procedure. Similarly,
the local model checking for LTL is very close to its respective satisfiability
algorithm.

In the definition of Xg((w,m), (w',m’)), we replace (R) by X and require
additionally

5. iff F ¢ € SF(p) then F ¢y € m iff v € m or XF ¢ € m

This requirement corresponds to the recursion axiom FF ¢ < ¥V XF 1.
As in the case of modal logic, we try to thread an accepting path through
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the graph of atoms which arises from this definition. However, we can only
accept those paths in which all eventualities F* ¢ are fulfilled. Since we
can not guarantee that several eventualities are simultaneously fulfilled in
some single loop, we have to calculate the strongly connected components
of the reflexive transitive closure of Xp. An SCC W of atoms is called self-
fulfilling, if for any F ¢ in some a € W there exists some o/ € W with
1 € o’. Any atom which does not contain positive future obligations X 1 is
a trivial SCC, because it is a terminal node in the atom graph. Such a node
forms a self-fulfilling SCC, because the above condition (5.) guarantees that
for any F ¢ € o, also ¢ € a. The given formula ¢ is satisfiable in M iff
there exists a self-fulfilling SCC which is reachable from some initial atom.
In this case, a natural model for ¢ generated by M is given by any sequence
of atoms from an initial atom which ends in terminal atom or infinitely often
passes through all atoms of a self-fulfilling SCC.

For U+—operators, each positive occurrence (¢ U” a) is an eventuality
which has to be fulfilled at some point; thus the SCC W is defined to be
self-fulfilling, if it is nontrivial and for any (¢ U" ¥2) in some a € W there
exists some o/ € W with 13 € o/, or it is trivial and does not contain any
(1 U o).

How can we construct maximal SCCs, and decide whether they are self-
fulfilling? There are two different algorithms known in the literature. For
model checking, Tarjan’s algorithm [Tar72] is particularly well-suited, since
it enumerates the strong components of a graph during the backtrack from
the depth-first search. Thus model checking can be performed “on-the-fly”
during the enumeration of the reachable atoms of the model.

In an implementation of this algorithm, atoms can be represented by
bitstrings which contain one bit for each proposition p€ P and one bit for
each sub-formula (3 U' ;) € SF(p). The function children constructs
for a given atom « the set of all possible successor atoms according to the
transition relation of the Kripke-model and to the fixed point definition of
the until-operator.

The procedure depth first_search recursively builds all atoms reach-
able from a given atom «. When the procedure backtracks, a is the root of
a maximal SCC iff there are no atoms S in the subtree below « such that
a is also in the subtree of B. In this case, the maximal SCC containing «
consists of all nodes in the subtree below «, and this maximal SCC can be
checked for acceptance. table is implemented as a hash table from atoms to
natural numbers. table[a] contains

o UNDEFINED, as long as atom « has not occurred,
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program LTL check (Model M, Formula ¢) =
Nat depth_first_count := 0; /% number of recursive call x/
Atomset stack := {}; /% Stack of searched atoms x/
Natarray table; /+ Hashtable from atoms to natural numbers %/
Atomset init := {a | o is an initial atom of M and ¢};
for all o € init do depth first_search(a);
print(“yp is not satisfiable in M”);

procedure depth first search (Atom a) =
if (table [¢] = UNDEFINED) then /+ a is a new atom %/
Nat dfnumber := depth_first_count; [+ save current count x/
depth_first_count := depth_first_count+1;
table[a] := dfnumber; [« initialize with current depth x/
push(stack, a);
Atomset succ := children(a);
for all (8 € succ) do
depth first search(f);
table[c] := min(table[a], table[B]); /* B above a? x/
if (table[a] = dfnumber) then [+ « is the root of an SCC */
Formulaset required := {}, fulfilled := {};
repeat
B := pop(stack);
table[B] := MAXNAT;
required := required U {1 | (¢2 U" Y1) € B}
fulfilled := fulfilled U {3 | ¢ € 5}
until (o = 3); /x all elements of SCC are popped */
if required C fulfilled [+ SCC is self-fulfilling x/
then print(“y satisfiable in M”); exit;

procedure children (Atom (w,m)) =

if {(2 U ¢1) € m} = {} then return {}  /+no future
obligationsx/

else return {(v',m') | w < o/,

(v U’ 1) € m iff 1 € m/ or 2 € m' and (¢ U" o) € m'}

Figure 6.3: Depth—first—search LTL model checking algorithm
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e the depth-first-number of «, when « is first encountered,

e the depth—first—number of the first encountered atom belonging to
the same strongly connected component as «, after return from the
recursive call, and

¢ MAXNAT (any value for which min(n, MAXNAT) is always n), after
the maximal strong component containing a has been analysed.

The main program calls depth first_search for all initial atoms, where
for an initial atom (wy,my)

1. wy is the current point of M, and
2. my C SF(y) is any propositionally consistent set such that ¢ € my.

If during the construction of the atom graph a maximal final SCC is found,
the algorithm reports success; if the whole graph is searched without success
we know that the formula is not satisfiable, and the program terminates with
this result.

This algorithm is exponential in the number of U+—formulas, because
every set of such sub-formulas determines a propositionally consistent set.
It is linear in the size of the Kripke-model. In general, it can be shown
that the problem of LTL-modelchecking is PSPACE-complete in the size of
the formula and NLOGSPACE in the size of the model (see [SC86, LP85]).
The exponential complexity in the length of the formula usually is not very
problematic, because specification formulas tend to be rather short. The
linear complexity in the size of the model is a more serious limiting factor,
since in the worst case (i.e., if the formula is unsatisfiable) all atoms have to
be traversed. Current technology limits the applicability of such algorithms
to models with approximately 10° — 10° reachable atoms. In later chapters
we will discuss approaches which try to overcome this limit.

6.3 Model Checking for p-calculus

Both the local and the global model checking algorithms can be easily
adapted to monotonic pTL. Global model checking for CTL unfolds the
fixpoint definition of the A U and E U' operators. If we restrict our at-
tention to continuous pTL-formulas, then this idea can be used to obtain
a global model checking algorithm for these formulas. Moreover, as we will
discuss in Chapter 6.5, this algorithm can be efficiently implemented using

BDDs (see [BCM192]).
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According to the Knaster-Tarski theorem proved in Chapter 2.4,

(U, Z,w) Evg p iff we U{Q | Q C ¢*{q:=Q}}
(U,Z,0) Fpa o iff wel[Q|¢ {s:=0}CQ}

A function f : 2V — 2V is called union-continuous, if f(J,c;{z:}) =
Uier f(z;) for any index set I. If the functional defined by ¢ is union-
continuous, then the fixpoints can be obtained as

vq @ = limiue' (T)

pq @ = limi,@" (L)
If U is finite, then every monotonic function is union-continuous. Moreover,

according to Lemma 3.14, on finite models it is sufficient to consider the
limit up to the cardinality of the universe:

vqg ¢ = limig\UﬁPi(T)

pq ¢ = limicy' (L)

Consequently, for finite domains model checking can be performed by ex-
tending the naive global algorithm. The result is depicted in Figure 6.4.

Since every repeat in this algorithm can iterate up to |U| times, the
complexity is of order |p| - |U[¢4#?), where qd(p) is the depth of nesting
of fixpoint quantors in . This high complexity is due to the fact that
the computation of any inner fixed point formula has to be restarted from
scratch for every new iteration of an enclosing fixed point quantor. For
example, consider the CTL-formula F~ (p;A F p,).

BTL(F (p;AF py)) = pq1(X q1 V (py A pga(X g2 V py))).

In the inner fixed point formula pga(X g2 V py) there is no occurrence of ¢j.
Therefore, in the evaluation of ugqi, this formula has a constant value. In
contrast, consider the yTL formula

pa1(py A pa2(X 1V X g2 V py)).
Here the inner formula puga(X q1V X g2 V p,) is re-evaluated for every new

iteration of q;. That is, if ¥ (q1,92) 2 (X 1V X g2 V po)™ and ¢(q1) 2
(P1 A pg2tp(qr, g2))™

o £ {},

, we can calculate pgip(q1) by iterating
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procedure eval (Formula ¢): Pointset =
case @ of
p : return Z(p); /* interpretation of proposition p */
q : return v(q); /* valuation of proposition variable q */
1 : return {};
(1 — 1p2) : return U\ eval(y) U eval(ys);
(R) % : return R71( eval(v));
vq(¢) : H :=Uj;
repeat until stabilization
H := eval(y{q:= H});
return H;
pa(y) = H = {};
repeat until stabilization
H := eval(y{q:= H});

return H;

Figure 6.4: naive global branching time puTL model checking algorithm

2 )
POt 2 (0, p"0) = (X Lv X L Vpy),
02 £ (0, p01) = (X LV X (X L Vpy) Vpy),

U 2 (0,90 = (X LV X g V), i g0 = 0,
ot 2 0(¢") = (py A pga(X LV X g2 Vpy)) = (py A9p"™),

P02 {}

Pt £ (el 10 = (X (py A O™V X LV py),

and so on. A more sophisticated algorithm was given in [EL86]. A sequence
vq]...Vqy OF Uq]...Jiqy, of nested fixpoints of the same type can be calculated
by a single loop. Since 1 is monotonic, and ¢? C ¢!, we have %™ C 1", To
compute a least fixed point, it is sufficient to start with any value below the
result. Therefore, ¢¥ can be initialized with "™ instead of L. Generally,
when restarting the computation of an inner fixed point of the same type, we
can use the last approximation result as a starting value. Thus, the value of
this inner fixed point can increase at most |U| times. The overall complexity
of this improved algorithm is (|| - [U])%*(#), where ad(yp) is the alternation
depth of different fixpoint quantors in ¢.
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In [LBC194] the authors observe that by storing even more intermediate
values, the time complexity for evaluating fixpoint formulas can be reduced
to O(|U]l94/2141), For more information, see [BCJM96]

For the local version, there have been a number of algorithms proposed in
the literature [Win91, Cle90, Sti91]. We give a sketch of the tableau method
from [SW91]. The idea is to explore only a (small) part of the model by
depth-first search. Each node in the tableau is marked by a sequence A, w |=
1, where w € U is a point in the model, 1 is a sub-formula of the given
formula and A is a definition list. This is a sequence of declarations (q; =
Y1, ey Gn = ), where the proposition variables ¢; are pairwise disjoint and
; uses at most variables from ¢y, ...,¢;—1. For simplicity, we use V, A, (R),
[R], p and v as basic operators and assume that negations only occur in
literals. Furthermore, we assume that in the formula to be checked each u
and v quantification binds a different proposition variable.

Since in [SW91] the p-calculus is interpreted on branching structures, the
tableau rules given in Figure 6.5 are nondeterministic. Any node marked
A,w = (¥1 Ap2) has two children, where one is marked A, w = 41 and the
other A,w |= 93. For a node marked A, w |= (31 V42) there is only one child
node which is either marked A,w = ¥1 or A,w | 2. Thus, for a given
point w and formula ¢, there are several nonequivalent completed tableaus;
w = ¢ iff some of these tableaus is successful. A tableau is successful, if
each leaf is successful. To turn the tableau method into a concrete model
checking algorithm, we have to perform a depth-first search through all
possible tableaus.

A,w | (Y1 Vo) () A, w = (Y1 Apa)
A, w =i AwEdr  Aw s

A, w E(R A,w E[R
(R)) F(R) ¢ (R)) FIR] ¢

(V)

Aaw’|:1/) Aa'wl):lp A,wnjzzb
() Ayw | pgyp v) A w | vgy
oA w ey Nw ¢
(PVar) W E 4

Aw Eq

Figure 6.5: Tableau rules for branching time pTL

The additional regulations for the tableau rules in Figure 6.5 are:

e (V) abbreviates the two rules where : = 1 and ¢ = 2, respectively
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Rule ({R)) can only applied if w' € R(w).

Similarly, in rule ([R]), it must hold that R(w) = {w1,...,wn}.

In rule (1) and (v), A' 2 AU{g =}.

Rule (PVar) can only be applied if (¢ = ) € A, and there is no
ancestor node which is labelled A’',w |= 9 (with the same w and ).

That is, to check whether pgy holds in point w, we record that ¢ must be
interpreted as a fixpoint of 1(g), and check whether 1 holds in w. Whenever
we hit upon the proposition variable ¢ in the further decomposition of 1 (q),
we can unfold this occurrence to . However, to guarantee that the unfolding
terminates, each proposition variable may be unfolded at most once in every
branch of the tableau and every point of the model. Thus, for finite models
each tableau is finite.

A tableau is maximal, if there is no leaf for which any rule is applicable.
In a maximal tableau, a leaf A,w |= 4 is called successful, if

e ) =p€P and w € Z(p), or y =-p and w ¢ Z(p),

e p=q€Q,q¢ A wev(q),or =g q9¢A w¢v(qg),or
o 4 =[R] ¢ and R(w) = {} (Rule ([R]) produces no children),
e 1) =q € Q and ¢ was included in A by rule (v).

In other words, a maximal tableau is not successful if it contains some
unsuccessful leaf A, w |= ¢ which satisfies

e py=p€P and w ¢ Z(p),or ¢y =-p and w € Z(p),

s Yv=q€Q q¢ A w¢gv(qg),ory=1q¢¢A wev(qg),or
e ¢ =(R) ¢ and R(w) = {} (Rule ((R)) not applicable),

e 1) =q € Q and ¢ was included in A by rule ().

With these definitions, correctness and completeness of the tableau de-
cision method is stated in the following fact, a proof of which can be found

in [SWO1].

Fact 6.1 w € oM iff there exists a successful tableau with root {},w k= .
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6.4 Binary Decision Diagrams

Model checking methods derive a great deal of their success from the ef-
ficiency of the data structures that are used. Propositional formulas are
boolean functions. Since very powerful techniques exist for manipulation
of boolean functions, it makes sense to represent temporal and predicate
logic formulas as well as frames in terms of boolean functions. The general
idea is to encode each domain element by a boolean sequence. Predicates
and relations are then represented by their characteristic functions. Tem-
poral operators are interpreted algorithmically according to their fixpoint
definitions.

For any shared variables program, we can obtain an equivalent shared
variables program which uses only binary domains: D = {0,1}". To do so,
we use an arbitrary binary encoding of domain D; and introduce for any pro-
gram variable v; over domain D; new binary program variables v;1, ..., v;i,
where k = [logs(|D;|)]. This encoding can be compared to the implemen-
tation of arbitrary data types on digital computers, where each bit can take
only two values.

If all program variables V' = {v1, ..., v, } of a shared variables program are
over a binary domain, then any propositional formula ¢ over P = {v1, ..., v, }
describes a set of states of the program, namely the set of all propositional
models (interpretations) which validate the formula. Here we assume the
substitution 0 for false and 1 for true. Vice versa, for any set of states there
is a propositional formula describing this set. However, this formula is not
uniquely determined; the problem of finding a shortest formula describing a
given set of states is NP-hard.

The transition relation of a shared variables program with binary pro-
gram variables V' = {vy,...,v,} can be represented as an ordinary proposi-

!

tional formula over P = {v1,...,vy,v},...,v,,}. If the transition relation is

given as a propositional formula with equalities, we replace 0 by 1, and 1
by T, and (v =v') by (v > v'). For example, the formula

v =0 — ((v] =1) A (vy = v2) A (v # v3))
in this notation becomes
—v1 = (V] A (vh > ve) A (v & v3))

For a shared variables program with n program variables over binary do-
mains the size of the state space is 2"”. Therefore e.g. the state space of
a buffer of length 10 with values between 1 and 1000 is 2190 ~ 1030, The
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reachable state space is a subset of this state space, which can be of the same
order of magnitude. The transition relation for this buffer consists of pairs
of states and therefore has a size of approximately 1050,

To perform global model checking on systems of this or bigger size, we
need an efficient representation of large sets.

Clearly, a set could be represented by a table of boolean values. Con-
tainment of an element in such a set could then be calculated by selecting
the appropriate element from the table. Another possible representation
of a set is the explicit enumeration of its elements, e.g., as a list or array.
However, these representations can be rather wasteful, since they pay no
respect to the internal structure of the set. For example, given the domain
D = {0,1,...,15}, the explicit enumeration of the set “all numbers which
are even or bigger than 11” is

S =4{0,2,4,6,8,10,12,13,14,15}
The bitstring representation is
S =(1010101010101111).

These representations take O(|D|- [logy(|D|)]) memory bits. Bitstrings pro-
vide extremely efficient (constant-time) access. In model checking applica-
tions, however, the space used by the data is usually more important than
the execution time. So, it is desirable to have a concise data structure for
representing large sets which still permits efficient access to the elements.

Given a binary encoding n = ny4ngnoni of the domain D, the above
explicit enumeration is

5 = {0000,0010, 0100, 0110, 1000, 1010,1100,1101,1110,1111}

This description corresponds to a propositional formula in distributive nor-
mal form. A much more succinct representation of the same set can be given
by the formula

S={n|ni=0Vni=1An3=1}

Usually it is hard to find a “minimal” propositional formula describing a
given set of elements. Therefore attention is restricted to formulas in some
normal form. Binary decision diagrams (BDDs, [Bry86]) are a canonical
form for propositional formulas. They are often substantially more compact
than traditional normal forms such as conjunctive or disjunctive normal
form, and they can be manipulated and evaluated very efficiently. Hence,
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they have become widely used for a variety of applications in computer-
aided design applications. Many present tools in symbolic simulation and
verification of combinational logic and sequential circuits use a BDD library
for manipulating large sets. In model checking, binary decision diagrams
are the datatype of choice for the representation of propositional formulas.
They can be understood as an efficient implementation of binary decision
trees. Usually, the BDD is much more concise than the original decision tree.
Efficiency is gained by sharing of subtrees and by elimination of unnecessary
nodes.

Consider a three-place boolean connective ke (“if-then-else”), such that
ke, 91,82) = (¢ = 91) A (= = 92)).

Equivalently, K, 1, 92) © (9 A1) V (-9 A ). Then (9 = ) ¢
ke(¢, %, T), hence all boolean operators can be expressed with ke, L and T. A

formula ) is said to be in tree form,if p = L, or ¢ = T, or ¥ = ke(p, Y1, v2),
where p € P and %1 and 9 are in tree form. In other words, a formula v is
in tree form, if it uses only e, L, T, and propositions, and, additionally, for
every subformula ke(v,11,12) of ¥, the formula ¢ is a proposition, and ;
and 12 are not propositions. A tree form formula can be drawn as binary
decision tree, where for each subformula ke(p, 1, 1)2) there is a node labelled
p which has 19 and 1 as left and right child nodes, respectively.

Assume a linear ordering < on the set P of propositions. A tree form for-
mula is said to be in ordered tree form, if for every subformula ke(p, ¢1,p2)
of ¢, and every subformula ke(q,11,12) of p1 or ¢a, it holds that p < gq.
An ordered tree form formula is called reduced, if it does not contain any
redundant subformula ke(p,,) (with equal second and third argument).
The sequence of leaves of the corresponding tree of a reduced ordered tree
form formula has traditionally been called the logical spectrum of the for-
mula. For any given ordering, the reduced ordered tree form is a normal
form. That is, for every propositional formula there is exactly one equiva-
lent formula in reduced ordered tree form. This formula can be obtained by
repeated application of the so-called Shannon erpansion:

¢ < ke(p,o{p =T} e{p:=1}),

and boolean transformations and simplifications like ke(p,,v) < ¢ and
(L—=gq) e T.

For example, truth table and tree form formula for the above set are
given in Figure 6.6.
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ng m3 nag ni| S

T 1 1 1|1 S = te(na,

1 1 1 o0]1 ke (n3,

1 1 0 111 ke(n2,

1 1 0 01 ke(n1, T, T),
1 0 1 110 ke(ni, T,T)),
1 0 1 o0]1 ke (na,

1 0 0 1|60 ke(ni, L, T),
1 0 0 0|1 ke(ni, L, T))),
0 1 1 1|0 ke (ns,

0 1 1 0|1 ke(n2,

0 1 0 110 ke(ni, L, T),
0 1 0 0|1 ke(ni, L, T)),
0 0 1 110 ke(n2,

0 0 1 0|1 ke(ni, L, T),
0 0 0 110 ke(ni, L, T))))
0 0 0 0|1

Figure 6.6: Truth table and tree form formula

The reduced ordered tree form formula for the ordering (n4,ng,n2,n1)
is obtained by repeatedly replacing every redundant subformula ke(p,, %)
in the above tree form formula by :

S = ke(ng, ke(ns, T, ke(ny, L, T)), ke(ny, L, T))

In a reduced ordered tree form formula, there might be several identical
subformulas. In order to further reduce the length of the formula, we intro-
duce names for subformulas. An abbreviated formula is a formula over the
extended alphabet Py 2 P U {81, ...,6,}, together with a (nonrecursive) list
of abbreviations (61 £ 1, ..., 8, = ,). In each abbreviation, 1; is an
abbreviated formula ke(p, , ') over the alphabet P; 2 P U {§;y1,...,6n}. A
formula is mazimally abbreviated, if

1. no compound subformula ke(p, 1, p2) appears twice, and
2. no two abbreviations have the same right hand side.

For the above example, a maximally abbreviated formula is

S = ke(nq, ke(ns, T,6),6), where § = ke(n1, L, T)
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A maximally abbreviated formula is in BDD form, if for all subformulas
ke(p, p1,%2), both 1 and ¢y are from {L, T, é1,...,6, . This normal form
can be obtained by introducing further definitions:

S = ke(ng, 81,082), where §; £ ke(n3, T,82) and 8y = ke(ng, L, T)

BDD form formulas can be drawn as binary decision diagrams: For any
§ = ke(p,61,02), draw a node labelled p with reference §, which has the
nodes referenced by ds and 47 as left and right children, respectively. To
illustrate these ideas with pictures, we give the binary decision tree for the

above example S:

(As a convention, nodes labelled by T and L are denoted by “+” and
“7_ respectively.) This tree is just a transcription of the truth table of
S’s characteristic function. It has many isomorphic subtrees. For any two
isomorphic subtrees it is sufficient to maintain only one copy. We can replace
the other one by a link to the corresponding subtree.

(For clarity, we did not identify the two “+” leafs). In the resulting structure,
there are nodes for which both alternatives lead to the same subtree. These
nodes represent redundant decisions and can be eliminated.
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The resulting graph is the (ordered) binary decision diagram for this set
with ordering (n4,n3,n2,n1). Given a variable ordering, there is a canonical
BDD for every formula. The size of the BDD depends on the structure of the
represented set rather than on its cardinality. For example, the representa-
tion of the empty set and the full set are both of constant size one. Because
of this dependence on the structure of the represented object, the descrip-
tion by BDDs is sometimes called symbolic, and techniques using BDDs to
represent objects are called symbolic techniques.

It can be constructed using the Shannon expansion in a simple recursive
descent:

o(v...v) © ke(vi, p{v; .= T }Hovig1...0n), p{vi == L} (vig1...00))

This gives the unique binary decision tree for the chosen ordering. To obtain
the BDD for ¢(v;...v,,) we recursively calculate the BDD 4; for ¢{v; :=
THwis1...v,) and 9 for p{v; := L}(vit1...vs,). Upon backtrack, a new node
§ £ Ie(v;, 61,62) is added to the BDD. However, we do not create a new node
if both branches in the recursion are equal (return a common result), or if an
equivalent node already exists in the BDD. To check this latter condition,
we implement the set of BDD nodes § £ ke(v,81,d2) as a hash table from
(v,61,02) to 6.

Each entry in the hash-table is a quadruple (8,v,d1,82): pointers to
BDD nodes are represented as integer numbers. A BDD is identified by its
topmost node, and 0 is a pointer to L and 1 is a pointer to T. That is, the
type “Bdd” is defined as “Int”. Likewise, variable names are represented as
integer numbers; for clarity we introduce the type “Bddvar” which is also
defined as “Int”. Thus, for each BDD node (4,%,d1,82) in the hash table,
§ (of type “Bdd”) is the number of the BDD node, i (of type “Bddvar”) is
the number of a BDD variable, and 6; and é2 (of type “Bdd”) are links to
other BDD nodes. For each (7,41,82) the hash table returns the pointer 6,
if this node exists in the BDD.
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The resulting algorithm is given in Figure 6.7. It takes as input a PL
formula with P = {v1,...,v,} and calculates the table of BDD nodes and a
pointer to the topmost node for the variable ordering (v1, ..., vy, ).

function PL2BDD (Formula ¢) : (Nodeset, Bdd) =
/* Calculates the BDD of ¢
as a set of nodes and a pointer to the topmost node */
Nodeset table := 0; /* Table of BDD nodes (8,1,081,82) */
Bdd maz := 1; /* Index of maximal table entry x/
Bdd result := BDD(y,1); /* Index of topmost BDD node */
return (table, result);

function BDD (Formula ¢, Bddvar i) : Bdd =
/* ¢ is the current subformula, ¢ is the current BDD variable %/
/* Return value is a pointer to the maximal BDD node */
if : > n then return eval(yp) /* ¢ is a boolean constant =/
else §; := BDD(pq{v; := L}, i+ 1); 83 := BDD(pp{v; := T}, i + 1);
if §; = 63 then return §;
elsif 36 : (6,7,81,82) € table then return §
else maz := maz + 1; table := table U {(maz,1,61,82)};

return maz;

Figure 6.7: Transformation of propositional formulas into BDDs

In the BDD representation of sets, several operations can be performed
very efficiently. Checking whether a given element w is contained in a set
W C U is done in time O(log |U|) by traversing the BDD of W according
to the bitstring encoding W of w. Addition and deletion of elements as
well as union and intersection of sets can be done by recursive descent. We
now describe this procedure for the implication. Note that the ke-operator
commutes with other boolean connectives:

(e(p, p1,92) = ¢) < lelp, (p1 = ), (p2 = %))
(¥ — ke(g, p1,02)) & g, (¥ = ¢1), (¥ = ¢2))

Similar equivalences hold for A, V, etc. We prove only the first one of these
equivalences. Recall that ke(p,¢1,p2) is defined by ke(p, v1,92) < ((p —

Y1) A (mp — P2)).
(e(p,p1,92) = ¥) & ((PAp1) V(7P Ap2)) =)
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< (kP V1) A(pV—p2)) V)

< ((FpVop1 V) A (pV —p2 Vi)

< (pA (1 = ¥)) V(P Al(p2 = )))

= ke(p, (p1 = ), (P2 = 9)) q

Given BDDs for ¢ and 1, the BDD for (¢ — %) can be constructed as
follows. Since BDD(yp) and BDD(v) can be either 0, 1, or ke(v, 1, d2), there
are nine cases which have to be considered. If BDD(yp) is 0 or BDD(v) is
1, the resulting BDD is 1. If BDD(y) is 1, the resulting BDD is BDD(v).
If BDD(¢p) is an internal node ke(v,d1,82), and BDD(v)) is the leaf 0, we

use the equivalence:
(le(v,51,52) — J_) — Ile(v, (51 — L), (52 — L))

Since ~p = (¢ — L), this means that the BDD for —¢ is constructed from
the BDD for ¢ by exchanging all leafs 0 and 1. The only remaining case is
that both BDD(p) = ke(v, ¢1,¢2) and BDD(v) = ke(v',41,12) are internal

nodes. There are three subcases:

L ov=1" (ke(v,p1,p2) = ke(v,¥1,¢2)) & ke(v, (e1 = ¥1), (2 = ¥2))

2. v < v in the order of variables:
(he(vasolaSDZ) - Ite(v’a¢la¢2))
A |le(v,gol — IIE(U',¢1,¢2),902 — Ile(v,ad)lad)Z))

3. v > v in the order of variables:

(I‘e(v79017902) - IE(U’7¢17¢2))
< |tE(U’, IIE(’U,QD]_,QDQ) — 1/J1, ItG(U,gOl,gOQ) — ¢2)

In all of these subcases, the BDD for (¢ — %) is constructed by a recursive
call according to the indicated equivalence. Again, upon backtrack a new
node is created only if both links are different and no equivalent node exists
so far. The algorithm is given in Fig. 6.8. Some BDD implementations use
negated edges to avoid the recursive descent for —p. Other implementations
hash subformulas, such that certain recursive descents can be avoided all
together. For more information, see [BRB90].

The complexity of the function BDD_imp is linear in the size of the argu-
ment BDDs. In principle, all 16 two-argument boolean operations on BDDs
can be implemented with linear complexity via this procedure. For example,
the BDD for the intersection of two sets ¢ and i can be calculated from the
BDDs of ¢ and ¢ using the definition (¢ A ¢) <> =(p — —vp). In practice,
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function BDD imp (Bdd ¢, ¢) : Bdd =
/* Calculates the BDD of (¢ — ) from the BDDs of ¢ and ¢ %/
if ¢ =0or ¢y =1 then return 1
elsif ¢ = 1 then return 7
elsif » =0 and (p,1, @1, p2) € table,
then return new node(7,BDD_imp((p1,0), BDD_imp(¢2,0))
else (¢,1,¢1,92) € table, and (v, j,1,v¢2) € tabley
if : = j then
return new_node(7, BDD_imp(¢1, 11), BDD_imp(p2,%2))
elsif : < j then
return new_ node(z, BDD_imp(¢1,), BDD_imp(p2,v))
elsif ¢« > j then
return new node(7,BDD_imp(¢, ¢1), BDD_imp(¢, ¥2));

function new node (Bddvar 7, Bdd 41, d2) : Bdd =
/* Returns a pointer to a new or existing BDD node */
/* ¢ is number of a BDD variable, é1, d2 pointers to BDD nodes */
if 61 = 65 then return §;
elsif 36 : (6,7,61,02) € table then return §
else maz := maz + 1; table := table U {(maz,?,681,62)};
return maz;

Figure 6.8: Combination of BDDs

however, most BDD libraries achieve a better performance by providing for
each connective a special recursive procedure which takes symmetries and
idempotences in the arguments into respect. [Bry86] gives a uniform scheme
to handle all 16 boolean connectives. In Fig. 6.9 this generic BDD apply
function is given; the idea of using a co-factoring function is from the BDD

library by D. Long.
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function BDD apply (Fun o, Bdd ¢, ¢) : Bdd =
/* Calculates the BDD of (¢ o ¢) from BDDs of ¢ and ¢ */
if ¢ €{0,1} and ¢ € {0,1} then return ¢ o
else m := min var(p, ¢);
(fo, f1) := co_factor(p,m); (g0,91) := co_factor(y,m);
61 := BDD apply(o, fu, go); 2 := BDD apply(o, fi, g1);
return new node(m,d1, d2);

function min var (Bdd ¢, ¢) : Bddvar =
/* Returns the minimal BDD variable in ¢ and 1) x/
if ¢ € {0,1} and (¢, 7,v1,%2) € table then return j
elsif (p,17,p1,92) € table and ¢ € {0,1} then return ¢

elsif (p,17,p1,92) € table and (v, j,1,12) € table
then return min(z, j);

function co_factor (Bdd §, Bddvar m) : (Bdd, Bdd) =
/* Returns two BDD pointers to combine x/

if § € {0,1} then return (4,0)
else /x (4,4,61,02) € table */
if < > m then return (§,6) else return (é1,62);

Figure 6.9: Applying arbitrary functions to BDDs
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For a given boolean function, the size of the BDD depends critically on
the ordering of the variables. For the example formula above

v =0 = ((v) =1) A (vy = v2) A (v3 # v3))

and the variable ordering (vi,vs,vs,v], vy, v5), the above algorithm yields
the following BDD. (We omit all branches leading to negative leafs.)

vl
v2
v3
vl

v2

v3

For the variable ordering (v1,v],v2,v5,v3,v5), however, we obtain the
following much smaller BDD:

vl
vl
v2
v2'
v3

v3

This is a common phenomenon when working with BDDs. In general,
a good heuristics is to keep “dependent” variables as close together in the
ordering as possible. For a more formal treatment in the context of se-
quential circuits, see [McM93]. Unfortunately, the problem of finding an
optimal variable ordering is NP-hard. Basically, for every possible ordering
one has to construct the BDD and compare their sizes, which is not feasable.
Automatic reordering strategies usually proceed by steepest ascend heuris-

tics [FYBV93, Rud93].



146 CHAPTER 6. MODEL CHECKING ALGORITHMS

6.5 Symbolic Model Checking

In the global algorithm for model checking the propositional p-calculus, all
set operations can be directly performed with BDDs. Calculation of the
BDD for (R) 4 from the BDD for 1) amounts to calculation the inverse
image of ¢ under the relation R. This is done using propositional quan-
tification: Recall that the BDD for 4 is using variables (v1,...,v,), and the
BDD for R is defined over the variables (vi,...,v,,v],...,v,,). To get the
BDD for (R) 1, we first rename all variables v; in the BDD for ¢ by v}, then
build the intersection of this BDD with the BDD for R to obtain a BDD
over (v1,...,Un,},...,v),), and then “throw away” all primed variables by
an existential quantification. In fact, all these operations can be performed
during a single BDD traversal, if v; and v} are always kept together in the
variable order.

We now describe how symbolic model checking can be used for the rela-
tional p-calculus. Given a finite relational frame F = (S,Z) and a relational
term p or formula ¢, model checking can be used to determine the denota-
tion p” or p”, respectively. In [BCM192], a similar algorithm for a closely
related logic is given (see Figure 6.10). Assume for simplicity that each do-
main is binary; for non—binary domains the algorithm can be extended by
an appropriate encoding. In the frame, the interpretation Z of a relation of
type (D1, ..., Dy,) is represented by a BDD with variables vy, va, ..., vy.

Likewise, a function of type (Do, ..., Dy,) can be coded as a BDD over
V0, ..., Um. Constants are represented as BDDs with a single node, namely
§ £ ke(v,0,1) or § £ ke(v,1,0). Function application ftg...t,,_1 is done by
renaming the variable v in ¢; by v;, renaming v,,, in f by v and conjoining the
resulting BDDs. For constant terms, this is the same as replacing each node
ke(v;, 81, d2) by &1 or b2, respectively. In the BDD representation of functions,
for each node § £ ke(vi | 81, d2) it holds that either §; or §s is 0. This is due to
the fact that for each argument there exists exactly one function value. Each
individual variable z; of type D corresponds to [log |D|] boolean variables

A variable valuation is given as a mapping from individual variables
to the BDD constants {0,1}, and from relation variables to BDD nodes.
A term or formula with free individual variables zy, ..., z,, is represented
as a BDD with additional BDD variables 1, ...,z,,. A relation variable

is represented by its name; each BDD node can contain (the name of) a

X

relation variable as one of its successors. In other words, each BDD node is
a tuple (4,17, 81,d2), where § is the name of this node, ¢ is a variable from the
set {v1,...,Un, T1,...,Zm }, and each §; is one of the BDD constants 0 or 1, a
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name of another BDD node, or the name of a relation variable. Substitution
of a relation variable with a relation in a BDD can be done by a simple BDD

traversal.

function BDD_form (Formula ¢, Interpretation Z) : Bdd =
/* Calculates the BDD of formula ¢ in the interpretation Z */
case ¢ of
z € V: return ke(z, 1,0);
(z1 = z2): return ke(z;, ke(z2,1,0), k(z2,0,1));
1: return 0;
(1 = p2):
return BDD_imp(BDD_form(p1, Z), BDD_form(ps, Z));
Jdz ¢: return BDD_exists(z, BDD_form(yp, Z));
pT1...xz,: return BDD term(p, Z){v1 := z1}...{v, := zn };

function BDD_term (RelationalTerm p, Interpretation Z) : Bdd =
/* Calculates the BDD of term p in the interpretation Z */
case p of
R € R: return Z(R) /* pointer to BDD for R */;
X € V: return X /+ name of X */;
Az1...z, ¢: return BDD _form(yp, Z){z1 := vi}...{zp := v, };
uX p: r:=BDD term(p,Z); return BDD 1fp(r,0);

function BDD_1fp (BDD r, BDD X¢) : BDD =
/* Fixpoint iteration of BDD r for p w. substitution {X := X'} x/

Xl = p{X = X'}
if X**! = X* then return X'
else return BDD_1fp(r, X‘+1);

Figure 6.10: Symbolic evaluation of formulas and terms

The model checking algorithm is divided into two functions, BDD_form
and BDD_term, which recurse over the structure of the formula and term.
BDD_form inputs a formula ¢ and (the BDD representation of) the inter-
pretation Z in frame F, and returns a BDD which is satisfied by a given
valuation v iff (S,Z,v) E ¢. The first five cases in the function derive
directly from the respective semantic definitions and should require no ex-
planation. The last case, application of a relation term p, uses the function
BDD_term(p,Z) to find a representation of the relational term p (under the
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interpretation 7), then substitutes the argument variables z, ..., z,, for the
place-holder variables vi, ..., vy, producing a BDD which is satisfied iff p
holds for z1, ..., z,.

The function BDD_term takes as arguments a relational term p and the
BDD representation of the interpretation Z. It returns a BDD which repre-
sents the relation term in the manner described above. The first and second
case in the definition of BDD_term, a relation symbol or relation variable, sim-
ply return the BDD representation of the relation in the interpretation or the
name of the relation variable, respectively. The third case, A-abstraction,
produces a BDD with variables vy, ..., v, substituted for the variables v1,
...y Un. This is the representation for an n-ary relation which holds iff its
arguments satisfy the formula ¢ when assigned to i, ..., ©,. The most
interesting case is the last: the fixed point operator pu. To find the fixed
point of a relational term with respect to a free relation variable X we use
the standard technique for finding the least fixed point of a monotonic func-
tional in a finite domain. First we evaluate BDD_term(p,Z) to get a BDD
r for p. Then we compute the fixed point by a series of approximations
XV X1, .., beginning with the empty relation (which is represented by the
BDD constant 0). To compute the BDD X**! from X* we substitute all
occurrences of the variable X in the BDD r with X*. Since the domain is
finite and p is positive in X, the series must converge to the least fixed point
(cf. Lemma 3.14). Convergence is detected when X**! = X, In this case,
X' is the BDD for uX p. Note that testing for convergence is easy, since
with a hash-table implementation of BDD nodes equality can be determined
in constant time (cf. the algorithm in Fig. 6.7).

The pcke model checker [Bie97] is one of the first tools for the relational
p-calculus. Tt allows to use arbitrary finite domains defined by enumerations,
subranges, arrays and compounds. For each non-binary domain, an appro-
priate binary encoding is generated automatically. The model is given in a
C-like input language. It is compiled into an internal BDD representation.
For each domain, an appropriate binary encoding is generated automati-
cally. At present, pcke allows only constant (nullary function) symbols in
the signature; n-ary functions and relations (e.g., arithmetical operations
and comparisons on domain elements) can be defined by A-abstraction as
shown above. Since pcke uses several sophisticated heuristics for the allo-
cation of BDD variables, its performance is comparable to more specialized
systems like SM'V.

The complexity of symbolic model checking for p-calculus is potentially
exponential in the number of variables and exponential in the formula. Nev-
ertheless, in practice the number of iteration steps required to reach a fixed
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point is often small (< 10%). For hardware systems, that is, in the verifica-
tion of sequential circuits, most states are reachable in very few steps, but
the BDDs tend to grow exponentially in the first few steps. For software
systems, especially if there is not much parallelism contained, the BDD of-
ten grows only linear with the number of steps, until the whole state space
is traversed. The following picture shows the relation between the BDD size
and number of steps in typical examples.

BDD nodes
A 2
reachable tates 10 - 10 100

500 000

200 steps



150 CHAPTER 6. MODEL CHECKING ALGORITHMS



Part 111

Real Time

151






Chapter 7

Formalisms for Real-Time

7.1 Real-Time and Hybrid Systems

Within the last decade, formal analysis methods have been applied also to
real time and hybrid systems. In contrast to untimed systems, where only
causal aspects of time are important, in some applications it is desirable to
consider quantitative aspects of timing behavior. We say that a system has
to satisfy hard real time constraints, if its correctness depends on the value
or progress of “the real” clock. Without entering a philosophical debate, in
real-time verification we assume that there exists a universal global notion of
time. With sufficient preciseness, a second denotes the same amount of time
for all objects on earth. Most countries maintain a “reference clock”, which
is used to synchronize all other clocks. In hard real-time systems, not only
the relative order of events is important, but also their absolute duration
with respect to this (conceptual) global clock. For example, in a traffic light
controller, it might not be sufficient to show that if a pedestrian pushes a
button, then eventually the green lights will be on. To allow approaching
cars to pass, the light should stay red after the button has been pushed for at
least 10 seconds. To avoid that pedestrians start crossing at red, it should
also change not later than 30 seconds after the request. In this example,
we assume that both the pedestrian and the traffic light controller have
the same measure of the duration of a second. Of course, it is possible to
model the global clock as separate concurrent part of the system. Then this
global clock synchronizes the local clocks of both pedestrian and traffic light
controller. Thus, it is possible to consider real-time verification as special
case of the untimed methods described above. However, in hard real-time
systems, global time is ubiquitous, therefore this approach may not be the

153
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most efficient.

It is important to note that “hard real time” does not mean “as fast as
possible”. As the above example shows, predictability of timing behavior
can also mean that some events do not occur before a certain amount of time
has elapsed. As another example, consider a real-time protocol, where all
necessary computation steps must be performed in ezactly a fixed time slot.
Currently, hard real time systems are designed with trial and error: if a com-
ponent is too fast, an idle waiting loop is incorporated; if it is too slow, more
expensive hardware is used. This method has several disadvantages. Firstly,
it can add intricate hardware-software dependencies to a system. Therefore
the migration to new hardware generations is complicated. Secondly, the
execution time of single statements can vary depending on input data, non-
deterministic scheduling, cache behavior, etc. Timing measurement can not
guarantee that the actual timing will be within required boundaries. Finally,
in applications like the design of asynchronous circuits, an arbitrary delay
of signals can be expensive.

As mentioned above, a hybrid system combines discrete and continuous
components. For example, consider a system consisting of a water tank
with inlet and outlet valves, a sensor measuring the current filling rate,
and a digital controller reading the sensor data and opening or closing the
valves. In this example, the value of the continuous component (the filling
rate) depends linearly on the value of the discrete components (the setting
of the valves) and the flow of time. In more complex examples, e.g., a train
braking control system, this dependency could be expressed by a nonlinear
differential equation system.

A real-time clock is the special case of a continuous component: its
value changes constantly over time. Thus every real-time system is a special
hybrid system. The example above shows that not every hybrid system can
be reduced to a real-time system. There are, however, large classes of hybrid
systems for which such a reduction is possible.

In real time verification, clock values usually are assumed to be nonneg-
ative real, rational or natural numbers. As opposed to untimed systems,
there is no generally accepted representation of sets or regions of timing
values. Common tools use difference bound matrices [Dil89a] and clock re-
gions [ACD90, Alu9l] to represent timing constraints. Real time systems
often are modelled with timed automata [Alu98] or timed transition sys-
tems [HMP92]. Reachability and model checking algorithms for these mod-
els are given in [ACD90]. Generally, the verification of real-time systems is
much higher than that of untimed systems. Moreover, timing constructs are
often represented using an explicit state representation. Consequently, the
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number of states that can be handled is relatively small (10° — 107). Thus,
at present, only small examples can be verified automatically by model
checking tools like KRONOS [DOTY96, Yov97, Yov98, BDM™98] or UP-
PAAL [BLL%96, LPY97]. For a recent comparison of HyTech, Kronos and
UPPAAL on a railroad crossing example, see [BS00].

For untimed systems, the state explosion problem in model checking can
be avoided by partial orders and thus to avoid the construction of equivalent
states reachable by different interleaving of atomic events. Several methods
[Val90, God90] based on this approach have been proposed for reachability
analysis and various other properties of Petri nets. In this part, we describe
how these methods can be extended to real-time. Recently, some model
checkers have introduced partial-order packages also for real-time. We give
some experimental results showing the viability of these methods. All results
of this part of the book are joint research with T. Yoneda.

7.2 Timed Automata and Time Petri Nets

Real-time systems are often represented by finite automata, whose transi-
tions are labeled by time intervals [AH92, and others], or which have a finite
number of clocks [Alu98, ACD90].

Let Q be the set of rational numbers, and T the set of nonnegative
rational numbers. T is the so-called tzme-domain. Mostly, we will use 7
as a metavariable to range over time points (this is completely unrelated

to the CSP 7-event). In our context, a time transition system T is a tuple
T2 (%,8,A,S), where

e 3 is the alphabet,
e 5 is a nonempty set of states,

e AC S X X xS is the transition relation, and

Sy C S is the set of initial states.

Eft, Lft : A — T are functions for the earliest and latest firing times
of transitions, satisfying Eft(¢) < Lft(¢) for all ¢ € A;

Time transition systems generate timed w-words: finite or infinite se-
quences of events. An event e is a tuple e = (a,7), where a € ¥ and 7 € T.
Let ¢ £ (e1,es,e3,...), where e; = (0y,7;), be such an w-word over X. We
say that o is generated by the timed transition system T, if there exists a
sequence sy, t1, 81,11, 82, ... of states and transitions such that
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® 50 € SOa
e for each i > 0 it holds that ¢; = (s;—1,04,8:) € A, and
o T; + Eft(ti) <7y <14+ Lft(ti).

Usually, the following non-Zeno’ness condition is imposed on generated
words:

e Time increases beyond any bound: if ¢ is infinite, then for any 7 € T
there exists an index 7z such that =, > 7

A somewhat weaker requirement would be that in any finite time interval
there are only finitely many transitions. The generated language of a timed
transition system 7 is the set of all non-Zeno timed w-words which are
generated by T'. One possibility to enforce non-Zeno’ness is the syntactical
condition that in any loop in the transition graph the sum of earliest firing
times is greater then zero. We will come back to this progress condition
below.

A timed automaton [ACD90, Dil89a] is a finite automaton augmented
with a finite set of real-valued clocks. A location A of such an automaton
is a tuple A £ (s,clock), where s € S is a state and clock is an assignment
of clock values to the time domain T. In this model, there are two sorts of
changes of location: transitions between states are instantaneous. Time can
elapse when the automaton is in a state. A clock constraint, called a guard,
is associated with each transition. The transition can only be taken if the
current values of the clocks satisfy this clock constraint. A clock constraint
is also associated with each state of the automaton. This constraint is called
the znvariant of the state. Time can elapse in a state only as long as the
invariant of the state is true. When a transition occurs, some of the clocks
may be reset to zero. At any instant, the reading of a clock is equal to the
time that has elapsed since the last time the clock was reset. Moreover, time
passes at the same rate for all clocks. Again, timed automata are usually
assumed to be non-Zeno, i.e., only a finite number of transitions can happen
within a finite amount of time.

Clearly, a time transition system can be thought of as a special case of
a timed automaton, where each state s € S has a special clock ¢y which is
reset upon entering the state, and the transition constraints are given by
Eft(¢) < cs < Lft(2).

Unfortunately, concurrency can not be modeled directly by time transi-
tion systems or timed automata. On the other hand, time Petr:t nets were
considered in [MF76], and used for timing verification in [BD91]. Time Petri
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nets are an adequate model of timed concurrent systems, which generalizes
other models in a natural way. Using time Petri nets, it is very easy to
model, for example, logic gates with bounded delays or network protocols.
The definitions here are based on [Sta90].

Formally, a time Petri net N is six-tuple, N = (P,T, F, Eft, Lft, ug),
where

e P={p1,p2,...,pm} is a finite set of places;
o T = {t1,ts,...,t,} is a finite set of transitions (P NT = 0);
e FF C (PxT)U(T x P) is the flow relation;

o Eft, Lft : T — T are functions for the earliest and latest firing times
of transitions, satisfying Eft(¢) < Lft(¢) for all ¢ € T}

e 1o C P is the initzal marking of the net.

For any transition ¢, ¢ = {p € P | (p,t) € F'} and te = {p € P | (¢,p) €
F'} denote the preset and the postset of t, respectively. To simplify the
presentation, we require that et Nte = (} for every transition ¢; however, this
requirement is not essential for our results.

A marking p of N is any subset of P. A transition is enabled in a marking
w if ot C p (all its input places have tokens in p); otherwise, it is disabled.
Let enabled(p) be the set of transitions enabled in p.

A location A of a time Petri net is a pair (u, clock), where p is a marking
and clock is a function 7' — T. The instial location g is (uo, clocky), where
clocky(t) =0 for all t € T

The locations of time Petri nets change, if time passes or if a transition
fires. In location A = (u, clock), time 7 € T can pass, if for all ¢ € enabled(u),
clock(t) + 7 < Lft(¢). In this case, location X' = (¢, clock’) is obtained by
passing T from A, if

1. p =4/, and
2. for all t € T, clock'(t) = clock(t) + 7 .

In location A = (u,clock), transition ¢ € T can fire, if t € enabled(u),
and clock(t) > Eft(¢). In this case, location N = (i, clock’) is obtained by
firing t from A, if

1. o/ = (p\et) U te, and

0 if £ € enabled(y'),t ¢ enabled(p)

2. forall £ € T, clock'(f) = { clock(i) else
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Intuitively, this can be interpreted as follows: Firing a transition ¢ con-
sumes no time, but updates p and clock such that the clocks associated with
newly enabled transitions (i.e. transitions which are enabled in ' but not
in p) are reset to 0. Clock values of other transitions (i.e. transitions not
affected by t) are left unchanged.

A run p = (Ag, A1, A2,...) of N is a finite or infinite sequence of locations
such that A is the initial location, and A;4; is obtained from A; by passing
time 7 and then firing transition ¢. We write \;(p) for the i—th location of
p, and similarly p;(p) and clock;(p), and omit the argument (p) whenever
appropriate. A run is maztmal, if it is infinite or in its last location there
is no enabled transition. The behavior B(N) of N is the set of all maximal
runs of N.

Given any run p and 7 > 0, we define time;(p) to be the sum of all times
T passed between A\g(p) and \;(p); that is, timey(p) = 0 and time;11(p) =
time;(p) + clock;+1(¢) — clock;(t) for some ¢ which is not newly enabled in

Hi+1-

A location A is reachable if there exists a finite run whose last location is
A. A time Petri net is one-safe, if for every location A\ = (u, clock) obtained
by passing time from any reachable location )\, and for every transition ¢
which can fire in A\, t @ N = (. The restriction to one-safe nets simplifies
both the analysis of time Petri nets and the reduced state space generation.

Further, for the proof of the finiteness of the graphs introduced in
Sect. 8.1, we need the progress condition mentioned above [AH92]: The
sum of earliest firing times of transitions forming any loop in IV is pos-
itive. More precisely, for every set {ti,¢s,...,t,} of transitions such
that t;eNety # 0, toeNety # 0, ..., t,eNet; # O it holds that
Eft(¢1) + Eft(t2) + --- + Eft(¢t,) > 0. This guarantees that in any infi-

nite run time is increasing beyond any bound.

In the sequel, a net will always be a one—safe time Petri net satisfying
the progress condition.

Fig. 7.1 shows an example net N,. Pairs of numbers after transition
names represent earliest and latest firing times, respectively. Since, for ex-
ample, t2 can fire at any time between 1 and 3 after being enabled, the
behavior B(IV;) contains an infinite number of runs. Furthermore, since
Eft(to) > Lft(¢1), to can never fire, and thus every run of IV, is infinite.
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Figure 7. 1 An example of a time Petri net : N,

7.3 Time Net Logic

In order to specify and verify real-time systems, languages for reasoning
about quantitative timing properties are necessary. Many timed temporal
logics have been proposed to express such properties [AH92, ACD90, and
others]. But again, for practical applications, state explosion is a big prob-
lem. There are only a few reports on the avoidance of state explosion in the
case of real-time systems.

Subsequently, we develop an efficient model checking algorithm for the
verification of real-time systems based on the partial order approach. The
given real-time system is modeled by a time Petri net. For the specification
of properties and time constraints of the time Petri nets we use a suitably
extended linear temporal logic. The language is designed such that it fits to
the partial order analysis. Automatic verification is achieved by generating
a reduced state space of the net, which is big enough to evaluate the given
formula, and by traversing the reduced state space with the given formula.

In this section, we propose a temporal logic for the specification of net
properties. On one hand, every such logic should be expressive enough to be
capable of formalizing “interesting” properties including quantitative time
requirements, and on the other hand there should exist an efficient model
checking algorithm for the logic avoiding the state explosion problem. With
branching time logics such as CTL it seems to be more difficult to use the
parallelism in the net to reduce the average time complexity of the model
checking problem; therefore, we focus on linear time temporal logic.

Given a net NV and formula ¢, we want to find whether there exists a run
p of N satisfying ¢ (written p |= ¢). In general there are infinitely many runs
of N, therefore we group these into a finite number of equivalence classes
[p1], [p2]; - -+, [pc], such that the existence of a satisfying run p implies that
every element of the equivalence class [p] satisfies ¢. Thus we only have to
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check a finite number of equivalence classes, and a coarser partition yields
a better algorithm.

Consider a set of atomic propositions {p1,...,pr} of a logic, such that
the notion of validity ((p,t) = p;) of an atomic proposition p; in a location
A; of a run p is defined. Two runs p and p' are strongly equivalent with
respect to {p1,...,pr}, if (p,i) = p;j iff (p',7) | pj for all ¢+ > 0 and all
atomic propositions p; € {p1,...,pr}

A location Aj+1 in a run p is stuttering with respect to {p1,...,pr}, if
(p,i) | pj iff (p,i+ 1) = p; for all p; € {p1,...,pr}. Two runs p and p
are stuttering equivalent w.r.t. {p1,...,pi}, if the two sequences obtained
by eliminating all stuttering locations from p and p' are strongly equivalent
w.r.t. {p1,...,pr}. Define a formula ¢ to be stuttering invariant, if for any
two runs p and p’ which are stuttering equivalent with respect to the atomic
propositions in ¢ it holds that p = ¢ iff o' | .

Stuttering invariance allows to group all stuttering equivalent runs into
the same equivalence class, thereby reducing the average complexity of the
model checking. In particular, all runs which differ only in the interleaving
of independent transitions are stuttering equivalent with respect to places
not connected to these transitions.

Unfortunately, most formulas of existing real-time logics are not stut-
tering invariant. Firstly, uncautious use of a “next—state” operator inhibits
stuttering invariance. Moreover, if the logic allows to directly refer to the
time associated with a location in a run, then a similar effect as with a
“next—state” operator can result. In other words, classical real-time log-
ics are inappropriate for our purpose. Therefore, our logic only refers to
differences of firing times of transitions.

Our logic, which we call TNL, is formally defined as follows. Given any
net N = (P, T, F,Eft,Lft, o), let P = {p®* |p € P} U{p° |p € P} be the
set of time variables. The set of propositional variables is P. The formulas
of TNL are defined inductively:

o If z,y € P and ¢ € Q, then z — y < ¢ is a formula.

e Every propositional variable is a formula.

o | is a formula.

e If 1 and 5 are formulas, then (o1 — ¢2) and (1 U ) are formulas.

1, propositional variables, and x — y < ¢ for z,y € P and ¢ € Q are called
atomic propositions. Additional boolean connectives true, =, A, V, —, and
temporal connectives G, F' can be defined as shown in Chapter 2. Also
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formulas z—y ~ ¢, where ~ is any relation from {<,=,>,>}, can be defined
in an obvious way.

In order to define the semantics of TNL, the value of time variables in
a location of a run has to be defined. Intuitively, p® and p°® € V represent
the time when the place p got or lost the latest token, respectively.

Let p be arun of N, 2 > 0, and let z € P.

0 ifz=0

timei(p)  ifx=p% p€p p & pin
time;(p) ifx=p° p&u, pE€pi
eval;_1(z) otherwise

eval;(z) =

Validity of a TNL formula ¢ in a run p at point ¢ > 0, denoted by
(p,7) E ¥, is now defined by induction on ¢ as usual:

1. (pyi) Ex—y < ciff eval;(z) — eval;(y) < c

2. Epiffpep;forpe P

(

(pyi) = L

4. (p,1) F (p1 = @2) iff (p,1) = 1 implies (p,2) = 2
(

p,3) = (1 U @) iff there exists j > 4 such that (p, ) = @9, and for
all k such that : <k < j, (p, k) E ¢1

>
~
~—

p satisfies ¢, denoted by p E ¢, if (p,0) E ¢. ¢ is satisfiable in N if
there exists a (maximal) run p € B(NNV) such that p | ¢.

Consider our example net from Fig. 7.1. Then the formula $pyg is satisfi-
able if the place pyg is reachable, which is the case, and & (p1g Aply —p3 < 8)
is satisfiable if it can be reached within 8 time units, which is not the case
(Note that eval;(pf;) = 0 for all 7). OO(p] — p} > 2) means that ¢y may
infinitely often need more than 2 time units to fire.



162 CHAPTER 7. FORMALISMS FOR REAL-TIME



Chapter 8

State Space Techniques for
Real-Time

8.1 Model Checking for Time Nets

In general, there exist infinitely many runs of a given net N. In this section,
we will construct a finite graph G such that the paths through G repre-
sent exactly the runs of NV, and that every node in G determines the truth
value of all atomic propositions appearing in the given TNL formula. Thus,
the TNNL model checking problem is reduced to the LTL model checking
problem, for which an algorithm can be found in Chapter 6.

Basically, we use a set of inequalities to represent a number of different
clock functions. By an inequality we mean any string of the form “z—y ~ ¢”,
where z and y are from a designated set of variables, ¢ € Q and ~ is a relation
symbol from {<, <,=,>,>}. If I is a set of inequalities, then var(I) denotes
the set of variables that I contains; we say that I is a set of inequalities over

var(I).
Let I be a set of inequalities over {x,z2,...,2z}. A feasible vector for
I is a tuple (e1,c2,...,c,) of constants ¢; € Q, such that every inequality

obtained by replacing every z; by ¢; (1 <7 < n) in any inequality from I
holds in the theory of rational numbers. The solution set of I is the set of
feasible vectors for I. A set of inequalities is consistent if its solution set is
nonempty. Two sets of inequalities are isomorphic, if they have the same
solution set.

The closure of a TNL—formula ¢, denoted by Cl(¢p), is the smallest set of
inequalities such that for every inequality “z — y < ¢” appearing in p, both
“e —y < c’e Cl(p) and “z —y > c”€ Cl(p). A maximal consistent set of
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¢ is a maximal set F' C Cl(¢p) of inequalities which is consistent. Given any
set I of inequalities, a complete extension I of I and ( is any consistent set
I=1U I', such that I' is a maximal consistent set of ¢. CFE(I, ) denotes
the set of all complete extensions of I and ¢. Note that for consistent I,
CE(1,) is nonempty and finite.

In the previous section, time variables representing times when the cor-
responding places got or lost its latest token were introduced. In order
to grasp the future behavior of the net, we introduce another sort of time
variables, called transition variables, representing the next firing time of (en-
abled) transitions. Since there is no confusion, we use the set T to denote
transition variables as well as transitions; all inequalities in this section will
therefore use variables from V = PUT. P, denotes the set of time variables
appearing in .

An atom is a pair @« = (u,I), where p is a marking and I is a set
of inequalities. The initial atom is oy = (,ug,ﬂ)), where pg is the initial
marking of the net, and E) is the unique complete extension of the following
set I of inequalities:

Iy= {“z—y=0"|z,ye P} U
{“t —z > Eft(t)” | ¢t € enabled(p),z € P} U
{“t — 2z < Lft(t)” | t € enabled(pg),z € P}

The first line defines the initial values of all time variables to be equal.
The second and third line give the timing constraints on the next firing of
transitions enabled in the initial marking.

We are now going to describe how the set of successor atoms o' of an
atom a can be computed. To this end we need the notion of deletion of a
set U of variables from a set I of inequalities. For every such I and U there
exists an (up to isomorphism) unique set I’ = (I \\ U) of inequalities over
var(I) \ U, such that the solution set of I' is equal to the solution set of
I, projected on var(I) \ U. For example, if I = {“y—x > 2", “y—2z <7,
“y—2< 3, “2—y<11"}, then (I \\ {y}) ={“z—2< 1", “2—2< 18"}
As shown in [JM87], I' can be computed by a graph-based algorithm in
time O(|var(I)?).

If « = (p,I) is an atom, then firable(a) = {t; | t; € enabled(u), I U
{“t =ty > 07 | t € enabled(u)} is consistent} is the set of transitions that
can fire earlier than all other transitions in the given marking and timing
properties. Let t; be a transition in firable(a), u' = (u — otf) U tse, and
U = {p° | p € otf} U{p® | p € tyo}. We define the following sets of
inequalities:
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o Ji=TU{“t—t;>0"|t€ enabled(u)}
o Jo=(J1 \ Uy)
° JgZJQU{“m—tf:O” |mEUf}

o Ji=(J3\ {t|t & enabled()})

o Js=JyU{“—ax>Eft(t)” | t € enabled(y'), ¢t & enabled(p), = € Uy}
U {“t — 2 < Lft(t)” | t € enabled(y'), t & enabled(p), = € Uy}

o Jg=(J5s \ P\ Py)

Intuitively, this can be read as follows: J; describes that ¢y fires first, i.e. ear-
lier than other enabled transitions. Js is obtained from J; by eliminating all
time variables Uy which have to be updated. This updating is then done in
J3 by fixing the value of these variables to be equal to the firing time of ¢.
In J4 the transition variables of disabled transitions are deleted. Js relates
the transition variables of newly enabled transitions to the updated time
variables. Finally, all irrelevant time variables are removed. Note that our
definition of the J;’s contains some redundancies; e.g. Jg can be computed
by using the operation (I \\ U) only once. For any a and ty, Jg is uniquely
determined (up to isomorphism); we say Jg is obtained by firing ty from a.
o' = (p,I') is a successor atom of o, if I' € CE(Jg, ) for some Jg obtained
by firing an enabled transition ¢; from a. An atom sequence g is a finite or
infinite sequence ¢ = (ag, a1, @2,...), such that g is the initial atom and
@11 is a successor atom of a; for any 7 > 0. The atom graph G, (N, )
consists of all atoms reachable by a finite atom sequence.

Given any atom sequence p, satisfaction of ¢ in g (g|l-¢) is defined in
an obvious way. Moreover, it can be proved that for any run p there exists
an atom sequence g such that p | ¢ iff g/l and vice versa. Thus the
question of whether there exists a run of IV satisfying ¢ can be reduced to
the question of whether there exists a satisfying atom sequence.

If ¢ contains no time variables, then G4(N,¢) is finite as shown in
[BD91]. Otherwise, however, an infinite number of different atoms may be
reachable from the initial atom, because the difference x — y between some
time variables may become arbitrarily large, e.g. a1 = (i, [U{“z —y > 5"}),
as = (p,IU{2—y>17"}), as = (p, L U{“c —y > 99”}), and so on. In
this case, however, every atomic proposition z —y < cand y — x < ¢ will
eventually become constantly false and true, respectively, and thus all a;
in which # — y surpasses a certain threshold value can be considered to be
equivalent.
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Let maz_const be the absolute value of the maximal constant appearing
in any subformula of ¢, and let I be a set of inequalities. A time variable
x € P, is called saturated in I, if there is no transition variable t € var(I)
such that the set JTU{“t — z < maz_const”} is consistent. For any two atoms
a1 = (u, 1) and as = (u, I), let D = {z | z is saturated in I} and Ir}. a;
and ay are equivalent, denoted by a1 ~ as, if I1 N Cl(p) = I N Cl(yp) and
(I \\ D) = (I2 \\ D), that is, if the same maximal consistent set of ¢ is a
subset of both I; and I» and the timing relations of I; and I» with respect
to unsaturated variables are isomorphic.

From these definitions we prove in [YS97], using similar techniques as in

[ACDY0]:

Theorem 8.1 1. ~ is a bistmulation; that is, for any a1 and oy such
that a1 ~ ag, and for any o) which is a successor of ay there exists a
successor ay of as such that o) ~ of.

2. ~ s an equivalence relation of finite indez.

Therefore, there exists a finite set G of representative atoms such that for
any atom o reachable from the initial atom there is an equivalent atom o' €
G, and for any atom sequence g1 = (g, @1, a2,...) there is a corresponding
sequence g3 = (af,a},ah,...) in G such that a; ~ o) (: > 0) and thus
o1l iff g2|F¢. G is constructed by depth—first-search from the initial
atom, where the equivalence of atoms can be checked efficiently using hash-
tables. Note, however, that in general the size of (G is exponential in the
size of the net.

Now, model checking can be performed by building the product of G
with the set of all sets v of subformulas of ¢, eliminating from this product
all pairs («,7) inconsistent with ¢, and decomposing the resulting graph
into maximal strongly connected components. ¢ is satisfiable by N iff there
is a self—fulfilling strong component, i.e. one which contains with any pair
(a1,71) and any formula (1 U ¢3) € 51 also an pair (az2,72) such that

$2 € 72.

8.2 Stubborn Analysis

In this section we show how to reduce the size of the atom graph of a given
net and formula without affecting the correctness of the model checking
procedure. The reduced state space is obtained by considering a coarser
equivalence on atoms than the one defined in the previous section. It satisfies
the requirement that for any atom sequence in G there exists a stuttering
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equivalent (w.r.t. atomic propositions in ¢) atom sequence in the reduced
state space, and vice versa.

Given any atom «( and transitions ¢, ¢ enabled in g, we say that ¢
is independent from t' with respect to a and ¢, if for any atom sequence
o = (o, f,ah,...) such that o) is obtained by firing ' from «g there
exists a stuttering equivalent (w.r.t. atomic propositions in ¢) atom sequence
o0 = (g, a1,as,...) such that a; is obtained by firing ¢ from (. Otherwise,
t is called dependent on t' (w.r.t. o, ¢). Note that this relation is not
symmetric!

If ¢t is independent from # we do not have to consider the firing of ¢
when generating the successors of o in the depth—first—search; there will be
a stuttering equivalent sequence constructed by the firing of .

However, the above definition is not effective; there is no efficient way to
compute the set of independent transitions for a given ¢ and a. Therefore,
subsequently we give an algorithm to compute an approximation, that is a
set dependent(t,a, ), or dependent(t,a) in short, such that ¢ is independent
from all transitions not in this set. This idea is similar to the stubborn set
theory of [Val90, ETV97, KVO00] and the interleaving set temporal logic of
[KP8&8]

Of course, dependent(t, ) should be as small as possible. For example, if
the net N consists of two unconnected subnets N1 and N2, and ¢ mentions
only places from N7, then certainly all transition in N7 are independent
from any transition in Ny. E.g, we don’t have to consider the different
interleavings of t2 with ¢3, t4 and ¢7 in our example net N, (shown in Fig. 7.1)
for the formulas given at the end of Sect. 7.3

On the other hand, if for some ¢, ¢ which are in conflict (i.e. otNet' Z (),
both ¢t and ¢’ are firable in «, then the firing of ¢ inhibits that of ¢; thus ¢ is
not independent from ¢, and ¢ should be in the dependent set of t. So, in
N, for every firing of ¢4 also the alternative of firing ¢7 should be considered.

Furthermore, disabled conflicting transitions # can inhibit the firing of
t if they can become enabled by the firing of other (enabled) transitions,
and the firing of ¢’ can overlap with that of ¢. In the example, although ¢g
(in conflict with ¢3) is disabled, it may inhibit the firing of ¢3, since it can
become enabled by the firing of ¢4 and ¢5. However, tg will not inhibit the
firing of t3 if 5 becomes enabled too late. Thus, the dependency relation
has to respect the timing in the net. This can be checked by examining
the minimal time difference between the next firing times of ¢4 and ¢3. It
takes at least Eft(¢5) + Eft(tg) (= 7) time units to fire t¢ after the firing
of t4. Thus, t4 can only inhibit the firing of ¢3, if 4 can fire 7 time units
earlier than t3. Hence, we include ¢4 in the dependent set of ¢3 only if
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IT'U{“3—t4> diff (t4,t6)"} is consistent, where diff (¢,¢') is the minimal
value of sums of earliest firing times in the paths from ¢ to ¢’ (Eft(¢) is not
included).

Given any atom o = (u, I), firable transition t; and disabled transition
t, we therefore have to find a set of firable transitions such that the firing
of any transition in this set could make ¢ fire before #; fires, and that the
firing of ¢ is preceded by the firing of at least one transition in this set.
A set T of transitions is necessary for t, if T = {¢' | p € t'e} for some
p € ot \ u. necessary®(¢,a) is any set of transitions containing ¢ which is
transitively closed under necessity, that is, for any t' € necessary*(t, ) such
that ¢’ is disabled in u there exists a set T of transitions necessary for ¢’
with T C necessary*(t,a). For example, necessary™(tg,c9) = {¢¢,t5,¢a} in
Fig. 7.1.

A transition t;, in necessary*(t, o) is harmful for tg, if it is firable, and
Tu{“ty —t5, > diff (tn,t)”} is consistent. If ¢ is in conflict with ¢;, then all
harmful transitions for ¢; in necessary*(t, o) have to be fired as alternatives
to the firing of £7. The only transition which is harmful for ¢3 in our above
example is ¢4.

There is still another class of dependent transitions. We want to obtain
stuttering equivalence with respect to the atomic propositions of ¢. Usually,
¢ contains only a few propositional and time variables. A transition ¢ is
vistble for o if et Ute contains any place p such that p or p® or p° appears in
. If t is visible, the firing order with other visible transitions is important.
For example, both t5 and t3 are visible for the formula (p; U p3) in the
example net, thus the firing order between t2 and ¢35 is relevant for the
evaluation of (p; U p3), and t2 should be in the dependent set of t3, and
vice versa. A visible transition can be regarded as being in conflict with all
other visible transitions. Let conflict™ (t) be the set {t' | ot' Mot # O} U{t}, if
t is not visible, else conflict™(t) is {t' | ot'Net # }U{¢t' | ¢' is visible }. Then
dependent(ty, ) is any set of transitions such that for every t € conflict™ (t5)
there exists a set necessary®(t,a) such that all harmful transitions for ¢4 in
necessary*(t, o) are contained in dependent(ty, ).

Finally, the set of transitions which are fired should be transitively closed
under dependency; e.g., in our example, since ¢4 is in the dependent set of
t3 and t7 is in the dependent set of ¢4, we have to fire ¢; as an alternative
whenever we fire t3 (p1g is only reachable by first firing t; and then t4).
Thus, let ready(a) be a smallest set of firable transitions, such that for any
ty € ready(a), dependent(ty, o) C ready(a).

Now, we can prove:
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Theorem 8.2 For any atom sequence ¢ € G there exists a stuttering equiv-
alent atom sequence o' = (ag, a1, @9,...) such that for any i > 0, a4 is
obtained by firing some transition in ready(a;).

Again, the full proof can be found in [YS97].

Thus, during the construction of the set of successor atoms of an atom
we can neglect all firable transitions which are not ready. This results in a
considerable average case reduction: For example, in Fig. 7.1, firable(ay) =
{ta,t3,t4,t7}, whereas ready(ag) = {t2}.

We now give a formal description for constructing the reduced atom
graph. The algorithm is an adaption of the untimed one given above.

Let « = (p,I) be an atom, t¢; a transition in firable(u),
W= (p—etf)Utsre, and Uy = {p° | p € ots} U{p® | p € tro}. We de-
fine the following sets:

o i =TU{“t—t; >0 |t€ ready(a)}
o Jo=(J1 \Uy)
° J3:J2U{“$—tf:()” |$EUf}

o Jy=(Js \\ {¢t|t¢enabled(y')})

e ForteT and z € P,
Ti(t,z) = {“t —z > Eft(t)”,“t —z < Lft(t)"} U {“y* < 2" | y € ot}

e p € P is called a candidate of true parents of a transition ¢, in pu
and I, if p € p N ef, and for some enabled transition ¢ in u, I U
{“p® >t + diff (¢,t.) — Eft(¢.)” } is consistent.

o Ih = HtEenablcd(u’),t&cnablcd(u) {Tl (t>p.) | p is a candidate of true par-
ents of ¢ in y' and Js}, where ] represents the Cartesian product.

o Jy = {f | I = J4UajUasU-- Uay, (a1,a2,---,a;) € T, Iis consistent }

o Jo={(\\ P\P,\D) | I € Js}, where D = {p® | p is a candidate of

true parents of some disabled transition in u' and f}

o = (W,I') is a successor atom of a, if I' € UfeJe CE(f,go). The finite
reduced atom graph G is constructed in the same way as shown in the end
of Sect. 8.1.

Though the worst case complexity of the construction of the set ready(a)
is O(|P]-|T|?), usually this takes only O(|T|) steps with a small constant of
about two or three.
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We have implemented both the basic model checking algorithm and its
partial order improvement on a 17 MIPS UNIX workstation in C++. In this
section, the performance of both algorithms with an example from [RB&6]
is demonstrated.

The verified system called PROWAY is a local area network linking sta-
tions by a shared hardware bus. The bus allocation procedure is based on
a token bus access technique. Fig. 8.1 shows a Time Petri net model for
station 1 of the PROWAY system in a four-station configuration.

Stations are logically distributed on a ring, and a baton goes around
on the ring. When a station has the baton, it can transmit application
messages, whereas the other stations can only listen to them. A token in
p1 means that the station is in the listening mode. A token in ps means
that the station has a baton. If transition ¢4 fires, the station first transmits
application messages and then it passes a baton to the next station on the
logical ring. Otherwise, the station only passes a baton without message
transmission. On the transmission of messages, the station holds a baton
for a longer time. (Compare firing intervals associated with ¢9 and t1g in
Table 8.1).

Each station has a recovery mechanism against a single fault. A station
sets its frame interval timer T'1 (represented by ¢17) when it transmits a
baton. If any activity on the bus (i.e., baton or message transmission from
other stations) is listened a certain time later, the station gets into listening
mode, resetting the timer. Otherwise, the frame interval timer times out.
Suppose the station S, transmits a baton to the station S;. Time-out of
the S;’s frame interval timer occurs when (i) a baton from S, is lost, (ii) S
is faulty, or (iii) the baton or messages from S}, are lost. In these cases, S,
transmits a new baton to another station S.. Next time S, has a baton, S,
tries to transmit the baton to Sy. If T'1 of S, times out again, S, will ignore
Sy from now on. pg, pg and pyy represent how many times this time-out of
T1 occurs.

A station sets its lost baton timer T'2 (represented by ¢3) when it gets
into listening mode. The purpose of this timer is to initiate a new baton
when a baton holder goes faulty, holding the current baton, and all other
live stations are in the listening mode. The value of T2 is indexed with the
station’s address as shown in Table 8.1, in such a way that the live station
with the smallest address monitors the recovery.

As example property, we verify if the next activity will always occur
within some constant time units, say maz, after a station finishes sending
its message. This property holds in the system if the TNL formula = G”
[finish — (—activity) U (activity® — finish® < maz)] is not satisfiable.
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Figure 8.1: A time Petri net model for station 1 (U;) of the PROWAY
system in a four-station configuration.



172 CHAPTER 8. STATE SPACE TECHNIQUES FOR REAL-TIME

Table 8.1: Timing constraints for transitions (T'C1).

t1 [070] t7 [070} 13 [16524] 19 [0,0}
ta | [260,300]7 || tg [0,0] t14 [0,10] tag | [0,0]
t3 [0,0] ty | [50,100] || t15 | [50,100] || ta1 | [0,0]
tg [16,24] tio | [16,24] tig | [16,24] taa | [0,0]
ty [0,10] t11 [0,10] ti7 | [50,53]

tg [0,0] ti12 | [50,100] || %18 [0,0]

T [80i+180,80i4220] for station ¢

2500 1 |
Basic &H—
fartial ole

2000

1500
CPU time(s)
1000 -

Number of Stations

The Figure shows the CPU times for both implemented algorithms with
this example. The size of the net is linear in the number n of stations; thus
the basic algorithm is exponential in n. Since all stations operate more or
less independently, parallelism also increases with n; therefore, the partial
order method succeeds in reducing the complexity. This result is typical for
a number of similar examples.



Chapter 9

Verification with Timed
Traces

This chapter deals with a first industrial application of partial state-space
analysis: Verification of asynchronous circuits. The context is the devel-
opment of a complete asynchronous processor at TITech [TKIT97, Yon99].
Whereas this chapter presents a concrete algorithm used for the actual ver-
ification of parts of this processor, the next chapter reconsiders these tech-
niques from a more theoretical perspective and compares different alterna-
tive definitions.

One of the main problems in the design of wafer-scale integrated circuits
is the distribution of the global clock signal. Difficulties which arise in the
design of large synchronous circuits are clock skews, clock delay estimation
in layout design, etc. Therefore, asynchronous processors without a global
clock are of increasing interest. However, asynchronous circuits are difficult
to construct since the timing analysis often is very complex. Because of this
reason, asynchronous circuits are usually modelled with a speed independent
model, where the gate delays are unbounded, or are bounded by an unknown
constant. Most of the research on design, synthesis, and verification of
asynchronous circuits has been done under this model. Although the speed
independent model is quite powerful, the possibility of unbounded delay
can force the designer to add additional complexity to the circuit. For
example, Muller’s C element [MB59], defined by the truth table in Fig. 9(a),
is implemented by the circuit of Fig. 9(b).

This implementation, however, is not correct under the speed indepen-
dent model. Assuming that each gate can have an unbounded delay, there
exists a signal transition sequence in which the output illegally goes down
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Figure 9.1: Muller’s C element: truth table and gate-level implementation.

before both inputs go down (suppose all wires initially have the value 0) :
at bt wot et bl wyl cl.

The reason for this alleged fault is an extremely large delay of the gate
with output wi. With any well-processed VLSI, such a large delay should
be impossible. In actual designs, the given circuit can be safely used to
implement a C element. Thus, the speed independent model sometimes
is not appropriate. In this paper we use a bounded delay model to model
asynchronous circuits, where with each gate a lower and upper bound for
the delay is associated.

In [Dil89b], an efficient verification method for speed independent cir-
cuits was proposed, which is based on trace theory. (Recall that a trace
is the projection of an w-word onto an observable alphabet.) The primary
advantage of this method is the possibility of hierarchical verification, which
greatly reduces the complexity of the verification procedure. However, this
method is only suited for verifying safety properties.

Here, we adapt Dill’s verification method to the bounded delay model.
We show how trace theory can be extended to handle timed traces as well as
certain timing requirements. Subsequently, we derive an algorithm to check
whether an implementation, consisting of a set of I/O-modules, meets its
specification. Then, we give some experimental results.

9.1 Timed Trace Theory

Let us briefly describe verification based on trace theory. To this end, we
urge the reader to recall the notions of /O — automata and I/O —modules
from Sectionl.2.3. In Dill’s method, the specification of a circuit is given
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as an I/O-automaton, i.e. a finite automaton over an input alphabet %"
and output alphabet %°*“!. The implementation, which is supposed to be
a set of I/O-modules, is given as a set of I/O-automata, each one repre-
senting the behavior of its related I/O-module. Then, special composition
and hiding operations on I/O-automata are defined. The implementation
conforms to the specification, if they agree on the input and output alpha-
bets, respectively, and the implementation can be safely substituted for the
specification in every context. This means, that the implementation causes
a failure in an environment only if the specification also causes a failure in
that environment.

A failure of an I/O-module in an environment is an output of the I/0O-
module which is not accepted by the environment, or an output of the
environment which is not accepted by the I/O-module. By this definition,
conformance can be expanded to the following requirements: the imple-
mentation should be able to handle every input that the specification can
handle, and it never produces an output unless the specification can produce
it. This in turn can be checked by considering the mirror of the specification,
where all inputs are outputs and vice versa. The implementation conforms
to the specification iff the result of hiding all internal signal transitions in
the implementation and composing it with the mirror of the specification is
failure-free.

The verification approach proposed here is the timed version of this
method, where time Petri nets and timed w-words are used instead of au-
tomata and w-words. The extension to real-time makes it also possible to
verify certain timing properties.

In the rest of this section, we define timed traces and their related no-
tions, and the conformance relation between specification and implementa-
tion.

Let again X be the alphabet, and T the time domain: the set of non-
negative rational numbers. Recall that for any a € ¥ and clock € T, the
tuple (a,7) is called an event. In an asynchronous circuit, (a,7) represents
the change of the value of wire a at time 7.

A (timed) w-word o over X is defined as a finite or infinite sequence of
events o = ejey---, where e; = (04, 7;), such that the following properties
are satisfied:

e Monotonicity: for all 0 <7 < |o|, 73 < Ty1.

e Progress: if o is infinite, then for every 7 € T there exists an index ¢
such that =, > 7.
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In this definition, |z| denotes the length of w-word z. If |z| = 0, then =
is the empty word €. For any finite w-word z, w-word y, and event e, the
result of appending e or y to x is denoted by z o e or z oy, respectively. z is
a prefiz of y if y = z or y = x o z for some w-word 2z.

Recall that a trace is the projection of a (timed) w-word onto the lan-
guage of some transition system. Thus, the traces of an I/O-module can be
regarded as the set of all maximal execution sequences of some transition
system. However, trace structures are insensitive to nondeterminism; they
can not distinguish between a o (b + ¢) and (a 0 b) + (a o ¢). In timed sys-
tems, usually the set of traces will be an infinite (or even uncountable) set
of infinite sequences.

Now we consider the composition of several I/O-modules. Assume we are
given a set M = {Mjy,- -+, M} of I/O-modules, where Mj, = (X", £ T},
Y = E}:’ U B2 and E;“f’ NE7"" = (. That is, each wire is either an input,
output, or both; in the latter case we say the wire is internal. Any wire can
be an output of at most one I/O-module, and input of arbitrary many I/O-
modules. Intuitively, I/O-modules are composed by soldering wires with
the same name together. Output wires of one I/O-module are connected to
input wires of other I/O-modules. However, in some cases this connection
of wires may cause failures in the composed I/O-module.

A safety failure of M is any nonempty finite trace z = y o (o,7), where
o € B¢ for some k < n, such that M \ ¢ | z, and M}, = z, but M } z.
Intuitively, a safety failure occurs if any I/O-module Mj, tries to send an
output, but some other I/O-module cannot receive this as internal input. M
is safety fatlure free, if no safety failure can occur, i.e., if every output which
may be produced by some I/O-module can be accepted by all other I/O-
modules at the same time. Whenever an I/O-module can change the value
on one of its output wires, all I/O-modules which have this wire connected
as internal input must be able to process the signal immediately.

A timing failure of M is any nonempty finite trace z = y o (o,7), where
o € i for some k < n, such that M \ o = z, and M}, = z, but there
is no ' £ yo (o',7'), where o' € ¥ and M [ 2. Intuitively, a timing
failure occurs if some I/O-module M}, expects an internal input from some
other I/O-module which is not provided in time. M is timing failure free if
whenever an I/O-module requests a signal on one of its internal input wires,
there exists an I/O-module which can produce some signal as output within
the required time interval. For any set M £ {My,---, M,,} of 1/O-modules,
failure(M) is the set of all safety and timing failures of M. M is failure-free
if failure(M) = 0.

Next, we define a conformance relation between a system consist-
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ing of a set of I/O-modules and a specification given as a single I/O-
module. Consider a set Mc = {Mj,---,M,} of I/O-modules, where
My £ (S, 594, Ty,), and an 1/O-module Mg £ (S, %, Ts) such that
Efg" =2y Tir — J 9 and £t C U9, 1/O-module Mg can be thought
of as an abstract specification of the concrete system M¢: all external inputs
of the system M¢ appear as inputs of the specification Mg, and some (but
not necessarily all) outputs of the system M¢ are visible in the specification
Msg.

Mc conforms to Mg, if for any admissible environment Mp =
(X3, % Tg), whenever {Mg, Mg} is failure-free, also Mc U {Mg} is
failure-free. In other words, the system M may have a failure in the envi-
ronment Mg only if the specification Mg allows a failure in the same context.
This conformance relation is reflexive and transitive, but not symmetric:
The system may be failure-free even in contexts in which the specification
fails.

An I/O-module M is called I/O-conflict free, if for any trace z, and
for all events e; = (04,7) and e, £ (00,7,) With ; € % and o, € T
it holds that M | zoe; and M | z oe, implies M | zoe; oe, and
M | zoe,o0e;. Since conflicts between inputs and outputs often indicate
hazardous situations, specifications usually do not contain such conflicts.
For a trace # and I/O-modules M (= (¥, 2 T)), My, and Ms, we say
that M admits = (M k= z), if project(z, 2" U X°**) € T. An I/O-module M
can wait after trace z for at least T time units, denoted by M | z o 7, if
M k= z(w,7') for some 7' < 7 implies that M |= z(w,7") for some 7" > 7.
This means that after admitting z, I/O-module M can be inactive for 7 time
units without sending or receiving any events. We say that M is unbounded,
if for any trace z such that M | z, the I/O-module M can wait after z for an
arbitrary amount of time. As we shall see, the unboundedness requirement
facilitates the analysis considerably. We will come back to this assumption in
the next chapter. Usually, specifications satisfy this additional requirement.
Thus, henceforth we assume that all modules which are used as specifications
in the verification procedure are unbounded and I/O-conflict free.

Correctness defined by conformance is different from other notions of
correctness defined in previous chapters, e.g., trace inclusion, (bi-)simulation
or logical implication. A common class of failures is that after a sequence
of actions one module in a system produces an internal event but other
modules can not accept it. Consider the modules Mg; and Mg shown in
Fig. 9.2(a). Mc¢ does not conform to Mgi, because there exists an I/O-
module Mg; shown in Fig. 9.2(b) which has no such failure with Mg; but
has a failure ((b,1)(z,2)) with M¢ (i.e., after receiving an input b at time 1,
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Me wants to produce the output x at time 2, but this can not be accepted
by Mg1). On the other hand, consider Mgs in Fig. 9.2 (c). In this case, Mg
is not interested in receiving an input b. Therefore, Mg; now has a failure
with Mgs (i.e., the output b of Mg; can not be accepted by Mga). An I/O-
module which has no failure with Mgs is, for example, Mg in Fig. 9.2(d).
It does not have any failures with M, either. Actually, any Mg which has
no failures with Mgs has no failures with Mo as long as E’]g - Eg%t and
E%‘t D E?’Z holds. Hence, M¢ conforms to Mgs. Note that M implements
the additional behavior “bx” which Mg9 does not care about. We consider
Mg to be correct with respect to Mgs, because My correctly implements
the behavior specified by Mg, even if M is not a bisimulation of Mg, and
the trace set of M¢ is not included in that of Mgo. This is an important
property in circuit verification, because circuits usually implement some
additional functionality for inputs not constrained by the specification.

1={a,b O={x,y} I={a,b O={x, 1={X, O={a,b
{abh g, O=(x} 1={ab} p O=txy D} M, O=fab}
) N 1. PN b ) N b
[0.1] (01 |01 [0.1] [0,1] [0,1]
X y| | x X X
[0.1] (o1 |01 [0.1] [0,1] [0,1]
(@) (b)
I1={a,b O={x 1={X, O={a,b I1={X, O={a
{abh ], O=x ) DM =t} DM, Ot
a a a
[0,1] [0,1] [0,1]
X X X
[0,1] [0.1] [01]

(©) (d) ()

Figure 9.2: Examples of failures.

In the definition of conformance, only admissible environments (E%? -
£2 and B9 O T%) are considered for the following reason. Consider
the environment Mpg3 shown in Fig. 9.2(e). Note that Mgs does not have
b as an output symbol, and, hence, is not admissible. Here, Mgs has the
failure ((b,0)(z,1)) with Mc: both M¢ and Mgz admit the one-element
trace ((b,0)), because M¢ accepts it, and Mpgs ignores b. Thus, after the
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trace ((b,0)), I/O-module M¢c may decide to produce an output z at time
1, but the environment Mgs can not accept it (note that Mgs must produce
an a before being ready to receive z). On the other hand, {Mg2, Mgs} is
failure-free (Mgs does not accept the trace ((b,0))). We conclude that with-
out admissibility constraints on the environment, M would not conform to
Mgs. In this sense, omitting these constraints in the definition of confor-
mance would restrict the possibility of additional functionality for a correct
implementation.

A major benefit of using conformance as a correctness criterion is that
the verification can be done hierarchically. This allows us to verify rather
large systems, which are built from component libraries in a hierarchical
way.

The mirror I/0-module M™ of an 1/O-module M £ (X %o T) is
the I/O-module M™ £ (°% %" T); that is, each input wire in M™ is an
output wire of M and vice versa.

For any I/O-module M, the set {M, M} is failure-free. Moreover, the
following hzerarchy lemma holds:

Lemma 9.1 Consider three I/O-modules M1, My and Ms such that Eli” =
N9 = 3% and 39" D B3 = B¢ If {My, M3"} is failure-free and
{Ms, M3"} is failure-free, then {My, M3"} is failure-free.

The proof can be found in [YZS99].
From the hierarchy theorem, the following mirror theorem can be ob-
tained. It gives a similar characterization of conformance as in [Dil89b]:

Theorem 9.2 M¢ conforms to Mg iff Mc U{MZ'} is failure-free.

PROOF: Assume that Mg U{Mg'} has a failure. Then for the environment
Mg = Mg we have that {Mg, Mg} is failure-free, but Mg U {Mg} is not
failure-free, i.e., M does not conform to Mg.
In the other direction, we have to show that failure-freeness of Mg U{Mg"'}
implies that M conforms to Mg. Since Mg is a specification for the system
Me, T2 =, Bir =, 27 and B¢ C (J, 9. If Mo U{MZ'} is failure-
free, then the hierarchy lemma asserts that for any I/O-module Mg such
that ¥g = ¥g and {Mg, Mg} is failure-free, M¢c U {Mg} must also be
failure-free. Thus, M conforms to Mg. O
To get an intuitive understanding of the conformance relation, consider
the case of a single I/O-module M¢ = (3%, 5%, T) conforming to Mg =
(B, 2%, Tg). This amounts to T = T, £ C 2%, and for all traces
z such that {Mc, Ms} k= z, and all events i = (o;,7;), 0y € Y&, and
0 = (00, 7o), 00 € X2, the following holds:
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o If Ms Exzot, then Mg Ezot,
o if Mc Exzoo,then Mg =zoo,

e if Mg |= z 00, then there exists an o
{Ms,M¢c} E z00, and

(ol,7!), ol € %" such that

o if Mc |= z o4, then there exists a i' £ (o},7]), o} € % such that
{Ms,M¢c} Ezor.

The first and second condition state that {MC,Mg/I} is safety failure-
free: every input allowed by Mg is allowed by M¢, and every output allowed
by Mc is allowed by Mg. The third condition reflects the definition of
timing-failure: as long as Mg' expects an input, that is, Mg requires an
output, M¢ should produce some output in time. The fourth condition is
similar. If M¢ is constructed as an implementation for the specification Mg,
then this can be read as:

e The implementation can handle every input that the specification can

handle,

e the implementation never produces an output unless the specification
produces it,

e if the specification requires an output, the implementation produces it
in time, and

e the implementation never expects an input unless the specification
expects the input.

Therefore, our definition of the conformance relation includes not only safety
properties, but also a certain timing property. In the case of bounded de-
lay asynchronous circuits the absence of timing failure amounts to in-time-
responsiveness, which is an important issue for verification. For example,
consider the specification of an or-gate, where input a or b lead to output
¢ within a certain time. Suppose that this specification is implemented er-
roneously by an and-gate. Then, after sending a to this system, it can not
produce the output c. However, since the specification requires such an
output, this situation leads to a timing failure.

Note that we do not actually compose the I/O-modules constituting the
implementation. Therefore, in our approach it is not necessary to eliminate
so-called autofailures, which arise from internal communication errors in a
composed 1/O-module. Also we do not have an explicit hiding operation:
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Failures resulting from the effect of hiding variables are transparent to the
specification and will also be detected during the verification procedure.
However, if we consider only safety-failures in untimed systems, then our
notion of conformance is equivalent to the one in [Dil89b].

9.2 Analysis of Time Petri Nets

In the general setting of the previous section, there was absolutely no re-
striction posed on the set of traces of an I/O-module. To be able to give
concrete algorithms, however, this set should at least be recursive, i.e., gen-
erated by some kind of automaton. In this section, we consider trace sets
generated by one-safe time Petri nets.

Let wire be a function from a set of transitions in a time Petri net to
the alphabet representing the wires of the asynchronous circuit. Every

maximal run p = oy RN o1 5 ... of anet N generates the timed trace
((wire(t1),timey(p)), (wire(t2), times(p)),---). We also say that a net N rep-
resents the I/O-module consisting of all traces generated by maximal runs
of N.

[0,00] w0 [5,10]

a[10,00] b [10,00]

(b)
Figure 9.3: Nets specifying AND gate and C element

Bounded delay asynchronous circuits can be easily described by nets. For
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example, an and-gate which has inputs a, b and an output wq with gate delay
[5,10] can be represented by the net shown in Fig. 9.3(a). In this modelling,
we do not distinguish between the change of a wire from 0 to 1 and from 1 to
0. An or-gate can be represented similarly. Even though it would be possible
to give a more detailled description of gates (e.g., transistor level behavior),
for most verification purposes the given net is an adequate representation.

The composition of several gates in a circuit can be described by simply
putting together all nets representing single gates. Assuming that all wires
in the circuit have unique names, for each transition the corresponding wire
can be assigned. Then, the disjoint union of all these nets represents the
complete circuit. Thus, the implementation of Muller’s C element shown in
Fig. 9(b) can be represented by a collection of nets which are similar to the
one in Fig. 9.3(a).

This implementation works correctly under the following assumptions:

1. if an input changes, then the same input never changes again before
an output changes, and

2. no input changes before some constant time passes after the change of
the output.

The net shown in Fig. 9.3(b) specifies the behavior of a C-element with these
assumptions. Verification consists in showing that the gate-level representa-
tion conforms to this specification. This is done by exploring the reachable
states of the composed net.

We now describe an algorithm to generate these reachable states of time
Petri nets. Since for time Petri nets the time domain consists of rational (not
real) numbers, the state space can be finitely represented by sets of systems
of inequalities. Basically, we use a system of inequalities to represent a
number of different clock functions of time Petri nets. By an inequality
we mean any string of the form “xz —y ~ ¢”, where z and y are from a
designated set of variables, ¢ € T and ~ is a relation symbol from {<,>}.
If I is a set of inequalities, then var(I) denotes the set of variables that
I contains; we say that I is a set of inequalities over var(I). Let I be a
set of inequalities over {x1,z2, -,z }. A feasible vector for I is a tuple
(c1,¢2,-++,cm) of constants ¢; € T, such that every inequality obtained by
replacing every z; by ¢; (1 <7 < m) in any inequality from I holds in the
theory of rational numbers. The solution set of I is the set of feasible vectors
for I. A set of inequalities is consistent if its solution set is nonempty. Two
sets of inequalities are isomorphic, if they have the same solution set.
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If the net N £ (P,T, F,Eft,Lft, u’) represents the I/O-module M £
(Bin, 5o T, we denote this by M = (X, 2 N,wire). An abstract state
of the net is a pair (u,I), where ¢ C P and I is a set of inequalities.
Each abstract state denotes an equivalence class of reachable states of the
net, namely all states for which the clock values form a feasible vector in
the solution set of I. The initial abstract state of N is (u°,Iy), where
Iy 2 {“Eft(t) < t — v < Lft(t)” |t € enabled(u®)}. Here, ¢ in Ij is a variable
to represent the next firing time of the transition ¢. The variable v indicates
the initial time point.

The next step is to compute the set of abstract successor states o’ of
an abstract state o of N. This is similar to the calculation in the model
checking algorithm on Page 164 and Page 169. The reader should recall the
notion of deletion of a set U of variables from a set I of inequalities defined
in Chapter 8. Let o = (u, I) be an abstract state of N, and ty € enabled(p).
Then, first(u,tf) = {“t — ty > 07| t € enabled(u)} is a set of inequalities
describing that ¢ is the first transition which fires in . firable(o) & {¢t; |
ty € enabled(p), I Ufirst(u,ts) is consistent } is the set of transitions that can
fire earlier than all other transitions in the given marking.

e t; is a transition in firable(c).

e 1 is the marking of N obtained by firing transition #y.
That is, p' = (u —ets)Utse.

e R is a set of newly enabled transitions obtained by the firing of ¢.
That is, R = enabled(y') — enabled(u — ot;) .

o J = {“i - tou,t 2 Eft(t)”| te R} U {“é - tout < Lft(t)” | te R}
o J' & TUfirst(u,tout) U J.
e D = {t|t made some transition ¢' enabled, and #' is still enabled in y'}.

e I'2 (J3\\ {t |t ¢ enabled(i")} — D)

Intuitively, J,J', D and I’ can be read as follows: J relates the variables of
newly enabled transitions to the variable of the fired transition ¢,,:. J' is the
union of I, J, and a set of inequalities representing that ¢,,: fires earlier than
others. Transitions related to variables in D are currently parents of enabled
transitions in p’, and these variables are necessary to check the coverability
between the firing domains of transitions. Finally, in I' the variables of

t
disabled transitions except for those in D are deleted. We write o Lo if
o' 2 (', I') is a successor of the abstract state o = (u, I) with respect to t;.
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We now describe how conformance can be checked, using this successor
relation between abstract states. We consider a set {My, My,---, M, } of
I/O-modules, where M; = (X", $9%, N;, wire;), N; = (P;, T;, E ft;, Lft;, ud),
and assume that for ¢ # j, bLNP; =T,NT; = P,NT; = 0. Some I/O-
module in the set is a mirror of a specification, and input transitions and
output transitions must not be in conflict in the I/O-module. If there is
no confusion, we use the notation wire instead of wire;, and ¢ € M;, when
t € T;. Let m(¢) be the I/O-module number of ¢, i.e., m(t) = ¢, if t € M.

Transition ¢ is called an output transition if wire,, ) (t) € EZf(tt), and an input

transition if wire,, ;) (t) € Ei’;(t). If 0; £ (ui, I;), 1 < n, are abstract states of

the nets INV;, and K is a set of inequalities, we say that s = (cg,- -+, 0y, K)
is an abstract state of the I/O-module set { My, My,---, M,}.

The initial abstract state is sg = (08, oo,00 ). We extend the defini-
tions of enabled(u) and firable(c) with respect to s = (o9, --,0n,K) as
follows.

enabled(s) £ {t |t € enabled(p,,1))}, and

globally_firable(s) = {t | t € enabled(s), first(s,t)UU LUK is consistent },
1=0

where first(s,t) = {“t —t' < 0” | t' € enabled(s)}. Furthermore, for an

output transition to such that tp € globally_firable(s),

sync_trans(to,s) = {t | wire(t) = wire(tp),t € globally_firable(s)}.

When {My, My,---,M,} is at s 2 (og,---,0,,K), it moves to s' =
(00, -+, 00, K') with respect to to € globally_firable(s) by firing all transi-

b n
tions in sync_trans(to,s).

o for1<i<n

— if t € sync_trans(tp,s) N T;, then o; N ol, and
— if sync_trans(tp,s) NT; = 0, then o, = o;.

o K'2 KU {“%=1t"|tt € synctrans(to,s)}.

Let s ~ s’ denote this state transition relation of the I/O-module set.
For any transition ¢ and abstract state o, the variable parent(t,s) indicates
which transition enabled ¢. Formally, if 0 £ (u,I), o' £ (4, T'), o N o,
and t' € enabled(c'), then

a [t if ¢ € enabled(p') — enabled(p — ot)

parent(t',o') =< - ) i
parent(t',o), otherwise.
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For a set I of inequalities, let earlier(z,y,I) be the predicate expressing

that solution({“z > y”} UI) = 0, i.e., earlier(z,y,I) holds iff z < y for

every solution vector of I. We write earlier(z,y,0;) for earlier(z,y, I;),

where o; 2 (ui, I;), and earlier(z,y, s) for earlier(z,y, Uiy I; U K), where
A

s = (09, ,0n, K). Let t € My, 0; 2 (s, I;), and t € enabled(s).
o carliest_firing time(s,t) = parent(t,o;) + Eft(t), and
o latest_firing time(s,t) = parent(t,o;) + Lft(t).

A state s £ (og,---,0n,K) is called safe, if for every output
transition tp such that to € globally_firable(s), and for every I/O-
module M;(0 < j < n) such that wire(tp) € Ej.”, there exists
an input transition ¢; such that wire(¢;) = wire(tp),t1 € enabled(s),
earlier(earliest_firing time(s,tr),to, s) holds, and either

1. earlier(to,latest_firing time(s,tr),s), or

2. for some output transition ¢ such that ¢ € enabled(s),
earlier(t,latest_firing_time(s,t1), s).

A state s £ (0g,- -+, 0, K) is called live, if for every input transition ¢;
such that ¢t; € globally_firable(s), there exists an output transition ¢ (of an
arbitrary I/O-module) such that ¢ € globally_firable(s).

Let I/O-modules My,---, M, be represented by nets Ni,---,N,. A
safety failure corresponds to a non-safe state in the reachable state space,
and a timing failure occurs if a state can be reached which is not live. In other
words, failure(My, M, ---, M,) is empty, iff every state which is reachable
from the initial state of (IN1,---,N,) is both safe and live. Therefore, the
verification of conformance between I/O-modules can be done by traversing
the state space of (Ny,---,N,,) and checking if non-safe or non-live states
are reachable.

Furthermore, it 1is possible to replace an abstract descrip-

tion of an I/O-module by a more concrete implementation. If
{My,---, My_1, My, My41,---,M,} conforms to Mg, {Mp,...,M, }
conforms to My, and (UjL;Z — %) N Ui, % = 0, then

{My,---, My_1,My,, ..., My, ,Mjy1,---,M,} conforms to Msg. The
set of wires in a specification usually is much smaller than the set of wires in
the implementation. Thus, the total computation cost to determine whether
{My,---, My_1, My, Mjy1,---, My} conforms to Mg and {Mj,,---, M, }
conforms to M;, is significantly smaller than the computation of whether

{My,---, My_1,Mpy,, -, My, ,Mpi1,---, M,} conforms to Mg. This is the

S Y

primary advantage of hierarchical verification.
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9.3 Experimental Results

We have implemented the algorithm shown in the previous section on a
UNIX workstation in C4++. In this section, we present some experimental
verification results.

First, our verifier shows that the implementation in Fig. 9(b) is correct
with respect to the specification in Fig. 9.3(b) after traversing 51 states,
which takes about one second on a 17 MIPS workstation.

pr —
ASM
pa<+~—m
(@
pl’
~an
pa-——AC)—{_|

(b)

Figure 9.4: An automatic sweeping module, gate level implementation, and
specification

The second example is a control circuit of the request-acknowledgement
handshake mechanism for asynchronous circuits. This circuit called an au-
tomatic sweeping I/O-module (ASM, for short) has two inputs (a primary
request pr, a secondary acknowledgement sa) and two outputs (a primary
acknowledgement pa, a secondary request sr) (Fig. 9.4(a)). It has the fol-
lowing functionality:

1. When the primary request goes high with the secondary acknowledge-
ment low, ASM sets the secondary request.

2. When the secondary acknowledgement becomes high, ASM resets the
secondary request with setting the primary acknowledgement.
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3. When the primary request becomes low, ASM resets the primary ac-
knowledgement.

This functionality with almost the same assumptions as for the C-element is
specified with a net as shown in Fig. 9.4(c). On the other hand, Fig. 9.4(b)
was proposed as the gate level implementation of ASM. We assume that
each gate has a delay [5,10].

Our verifier shows that this implementation is correct with respect to the
specification in Fig. 9.4(c). In Table 9.1, the column flat shows the size of the
nets, the number of states, and CPU times needed for this verification when
C elements are expanded by using their gate level implementations shown
in Fig. 9. The column hierarchical shows the results of the hierarchical
verification. That is, the specification net shown in Fig. 9.3(b) is used for
the verification of ASM. In this case, the total verification time is the sum
of the verification times for both ASM and C-element. These results show
the advantage of the hierarchical verification as well.

Table 9.1: Results of verification

flat hierarchical
sizel states | CPU(s) sizel states | CPU(s)
C-element — — — p:30, t:34 51 1.3
ASM p:78, t:90 391 81.8 p:34, t:34 58 1.2
Total p:78, t:90 | 391 81.8 p:64, t:68 | 109 2.5

T “p?” and “t:” number of places and transitions, respectively.
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Chapter 10

Real-Time Conformance

Whereas the previous chapter described a particular algorithm for a very
specific notion of timing correctness in the context of asynchronous circuit
verification, in this chapter we compare different such notions.

Clearly, the notion of conformance and the mirror property depend on
what we regard as a failure. For untimed systems, safety failures [Dil89b]
are well-understood. In timed systems, additional failures may arise by
wrong timing. However, it is much less clear what an intuitive and generally
acceptable definition of timing failure could be.

One of the main problems in conformance checking for real-time sys-
tems is that the mirror property does not hold in general. Depending on
the chosen definition of failure, it may or may not be possible to imple-
ment a conformance checking procedure by mirroring. We give several pos-
sible definitions of safety and timing failures, and in each case show why
the mirror property fails, or give sufficient conditions under which it holds.
Furthermore, we discuss possible ways to implement conformance checking
algorithms without relying on the mirror property.

10.1 A Notion of Correctness

We briefly recall that a failure between 1/O-modules is just a trace in the
I/O-module’s alphabet. Later on, we will define several types of failures
between I/O-modules. Dependent on the respective definition of failure,
conformance is defined as a notion of correctness of an implementation with
respect to a specification.

Suppose that a system is modeled by a set Mg = {My, -, M,} of I/O-
modules, and that an admissible specification for this system is given by the

189
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- Boropment -
I o O [mii
> Specification gt
> Circuit o

Figure 10.1: Correctness of a system with respect to a specification.

I/O-module Mg = (E%, 5%, Ts). Recall from the previous chapter that
M conforms to Mg, if in any admissible environment Mg for Mg such that
{Mg, Mg} is failure-free, Mo U {MEg} is also failure-free. If M¢ conforms
to Mg, then M may fail in an environment only if the specifications allows
a failure in this environment (See Fig.10.1).

To implement a conformance checking algorithm, the definition is not
well suited: in general it is not possible to construct every admissible Mg
which has no failure with Mg. Therefore, in the previous chapter we used
the following

[Mirror property] Mc conforms to Mg, iff Mo U {Mg'} is failure-free.

If the mirror property holds, then it is easy to implement a conformance
checking procedure without considering all possible environments Mpg: we
just have to construct the set of failures of Mc U{Mg'}. Unfortunately, for
timed system verification, the mirror property does not hold in general. In
the following two sections, we will discuss necessary and sufficient conditions
for the mirror property.

10.2 Checking Safety Properties

Recall that for a trace z and I/O-modules M(= (2™, 2% T)), M1, and
M, the notion of admittance of z by M was defined as follows: M [ =z,
if project(z, X" U X)) € T, and M1 N Ms | =, if M; E = and M | z.
For example, in Fig. 10.2 it holds that Mg N M; E ((w,5)(v,11)) and
M E ((a,1)(w,9)). Note that in the latter example, (a,1) is projected out
since a ¢ B U B9,

Also, recall from the previous chapter that for a given set M =

{Mi,---,M,} of I/O-modules, where My = (X¢*, %9 T}), a safety fail-
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ure of M is a finite trace z = y(w, 7), where w € Ezm’ for some k < n, such
that M Ey, M |k yor, and M} = x, but M H x. We denote the class of
all safety failures of M by failureO(M). A set M of I/O-modules is safety
fatlure-free if failureO(M) = 0. If M = {My, M1, M} and M’ = {M1, M>},
we write failureO(My, M, M) or failureQ(My, M') for failureO(M) etc.

Intuitively, a safety failure occurs if after trace =z one I/O-module M
sends an output w at time 7, but some other I/O-module cannot receive the
corresponding input. We do not regard y(w,7) as a safety failure of M if
y is not a trace of M, or if after trace y some I/O-module M; of M must
admit some symbol w' before 7 (i.e., if M can not wait after y for 7 time
units): In this case, the event (w’,7') will change the state of M; and M
may be able to accept (w,7) after y(w',7’).

In the example in Fig. 10.2 below, the one-element trace ((u,8)) is a
safety failure of {Mpg, M;}: note that u is an output of M; (u € X9,
initially {Mg, M} can wait for 8 time units ({Mg, M1} |- € 0 8), and M|
can send symbol u at time point 8 (M} = ((u, 8))), but at that time wu is not
enabled in Mg (Mg ¥ ((u,8))). On the other hand, ((u,8)) is not a safety
failure of {Mg', Mr}, since ME* can not wait for 8 time units in the initial
state ({Mg', M1} || € 08). Actually, in {MZ', M1} symbol w will be sent
by Mg" before My can send u. After receiving w, no u-labelled transition is
enabled in Mj. Instead, My sends v, which is safely received by Mg'. Thus,
there are no safety failures in {Mg', M;}.

From this example it follows that for the class of all safety failures, the
mirror property does not hold. Since in {Mg, Ms} no outputs are enabled
and safety failure only occur when an output is sent, failured(Mg, Mg) =
0. As shown above, ((u,8)) € failureO(Mpg, M). From the definition
of conformance, it follows that M; does not conform to Mg. However,
failureO(Mg', My) = 0. Hence, the mirror property fails for this example.
(Note that in the previous section, we had additional constraints which ren-
der this example invalid.)

A sufficient condition that the mirror property holds with respect to
safety failures is that specifications are unbounded. This corresponds to
system specifications with unbounded delays. That is, we have the following
theorem.

Theorem 10.1 If the specification is unbounded, then the mirror property
defined by failure0 holds.

In order to prove this theorem, we first prove two lemmata, which will
be needed also in the next section. Let Mg = (X%,%%“,Ts), Mp =
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Figure 10.2: An example in which the mirror property defined by failure0
does not hold.

(Z%L,E‘ﬁ‘t,TE)., and Mg = {Ml,.Mg, -, M, } with E‘g‘t = Upo 294,
Y& = Upe: i \ E(g"’t such that T C Rt Bet D B, B2t 0 TRt =0,
Egv“t - E‘g‘t, Y DX, and XN Z‘g” = () hold. For simplicity, we use M¢
in several notations as if it were one I/O-module. We assume that those
notations are extended appropriately for a set of I/O-modules.

Lemma 10.2 If M¢ conforms to Mg, then failure(Mg', Mc) = 0 holds.

PrOOF: From the definition of the conformance, if M conforms to Mg,
then failure(Mg, M) = 0 holds for any Mg such that failure(Mg, Mg) = 0.
Since failure(M3*, Mg) = @, ©¢* C %4, % C %, and SZ'NEY = 0
hold, we can consider Mg as Mg, and have failure(Mg', M¢) = 0. |

Lemma 10.3 Suppose that failure(Mg, Ms) = 0, failure(Mg, Mc) = 0,
and Mg N Mc¢ [Ey hold. If Mg is unbounded, then Mg |= y holds.

PROOF: If Mg |E y does not hold, then there must exist a longest prefix
z(u,T,) of y such that u € % U X%, Ms | 2, but Ms # 2(u,7,). From
Mg N Mc E y, we have Mg N M¢ E z(u,7,). Since Mg is unbounded,
Ms | z o7, follows from Mg E 2. If u € X%, then u € L% holds
from E‘g“t - E‘g‘t. Ms |- z o7, is equivalent to Mg |- z o 7,. Thus,
from u € TP, MZ |} z 07y, Mg E 2(u,7), but 2(u,7,) ¢ MZ" (from
2(u,7y) ¢ Mg), there must exist a safety failure in {Mg", Mc}, but this
contradicts failure(Mg', Mc) = 0.
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Similarly, if u € E?, a contradiction can be derived from the assumptions
u € Og, Mg | zoty, Mg = z(u,7"), Ms B 2(u,7,), and failure(Mg, Ms) =
(. Hence, we have shown that Mg |= y holds. O

Now we are in a situation to prove Theorem 10.1.

PROOF: The direction “M¢ conforms to Mg = failureO(Mg, M¢c) = 07
follows from Lemma 10.2. For the other direction “failure0(Mg', Mc) =0
= M conforms to Mg”, we assume that M does not conform to Mg, even
if failure0(MZ', M) = 0 holds. That is, there exists an I/O-module Mg
such that failure0(Mg, Mg) = 0 but failure0(Mg, Mc) # 0. Let z = y(w, 1)
be a safety failure of Mg and M. There are two cases: w € Eic" N X% and
w € 2%5“5.

In the first case, from w € ¥4 N Y%, Mg | z but M¢ H z hold as
well as Mg | yor1 and Mg || y o 7. Since Mg is unbounded, Mg | y
holds from Lemma 10.3, and also Mg |- y o 7 holds. From this together
with w € X9, Mg | =, and failure0(Mg, Mg) = 0, we have Mg E =,
ie., Mg | . From w € E"g} - E?, w is an output of Mg'. Hence, from
Mc |k yor, MG = , and failureO(Mg, M) = 0, we have M¢ = x, but
this contradicts the hypothesis.

In the second case, if Mg H z, then it implies w € E%L, and the remaining
proof is very similar to the above one (i.e., Mg = z, which is a contradic-
tion, is derived from Mg || yo 7, Mg | z, and failure0(Mg, Mg) = 0).
Otherwise, M¢c £ =z holds, that is, for some M}, M; € Mc such that
w € BN E;-", M, E x but M; F x hold. Also in this case, a contradic-
tion (failureQ(MZ", Mc) # ) is derived similarly from {MZ', M¢c} |- yo,
My, = =, but {Mg', Mc} HF .

Since both cases lead to a contradiction, the assumption that M¢ does
not conform to Mg is incorrect. O

10.3 Timing Verification

If a system conforms to a specification with respect to safety failures, the
system accepts any input that the specification accepts. However, the system
may produce no output even if the specification requires it. That is, even if
it is safety failure-free, a system might not satisfy desired timing properties
(“it is always safe to do nothing”). Reconsider the example of Fig. 10.2: In
the system { Mg, Mg}, initially Mg waits for input v from Mg, and Mg waits
for input w from Mpg. Clearly, this deadlock situation should be considered
as a failure. Thus, we need a notion of failure which occurs when some I/0-
module expects an input, and the corresponding output is not produced in
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time. In this section, in addition to safety failures, we define six different
versions of timing failures, which might be useful in practice. Here, we make
no claim as to which of these definitions is most intuitive or adequate; our
intention is to establish for each of these possible definitions whether the
mirror property holds or not. We believe that the ultimate decision on what
should be regarded as a timing failure depends on the specific application
domain and modelling formalism.

First, for I/O-module M, trace y such that M [ y, and symbol w, define
latest(y,w, M) to be the maximal time 7 such that M = y(w, ') for all d <
7' < 7, where d is the duration of y. Intuitively, latest(y,w, M) represents
the latest time when w can occur in M after y, if it is not in conflict with
other transitions. If M F y(w,d), we define that latest(y, w, M) = oo.

Given a set M = {Mp,---,M,} of I/O-modules, where M; =
(T, %% Ty, a type n timing failure of M is a finite trace z = y(w, ),
where w € E’};" for some k < n, such that M = y, M}, = z, and Condition n
is satisfied.

Condition 1: M || y o7, but M F z holds.

Condition 2: M || yo 7' for every 7' such that M}, | y(w, '), but there
does not exist 7"/ such that M |= y(w, ") holds.

Condition 3: There are no j, w', and 7’ such that w' € E?"’"’ and M E
y(w',7")

Condition 4: There are no j, w', and 7' such that j # k, v’ € E?“t and
M Ey(w', 7).

Condition 5: There are no j, w’, and 7' such that w' € E?“t, M E
y(w', "), and latest(y,w', M;) < latest(y, w, My).

Condition 6: There are no j, w', and 7' such that j # k, v’ € E;’“t,
M Ey(w',7'), and latest(y, w', M;) < latest(y,w, My).

Similar as in the previous chapter, the intuition is that a timing failure
occurs when an I/O-module expects an input, but it will not be given in
time. Here, there are several interpretations on “in time”. In type 1 timing
failures, it is the exact time (7) when the input is expected. That is, for
each time point at which the receiver can accept a symbol the sender must
be able to produce it. Thus, for example, (u,3) is a type 1 timing failures
of My and M> shown in Fig. 10.3(a), while (u,4) is not. Note that failure-
freeness of {M;, M>} with respect to both safety and type 1 timing failures
is “almost” the same as trace equivalence of M; and Ms".
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Figure 10.3: Examples of I/O-module sets.

In type 2 timing failures, it is the whole time period when the receiver
can accept the input. That is, if the receiver expects an input within a
certain time interval, the sender must be able to send it at least at one
time point within this interval. If w can be produced at any one time point
where Mj, can accept it, then no type 2 timing failure occurs. Thus, the
above M; and M3 have no type 2 timing failures (M; expects input u any
time between 2 and 7, and M» can send it, e.g., at time 5). As in the case of
safety failures, if an I/O-module must change its state before the requested
time, then there can not be a failure in this state. For example, (u,6) is not
a type 1 timing failure of M; and Ms, because Ms must make a transition
at latest at time 5 and can not wait for 6 time units.

In Conditions 3 to 6, for avoiding a timing failure it is not necessary to
send exactly the symbol w that the receiver expects . Instead, some output
(w') must be produced and accepted in time. This reflects the consideration
that in order to avoid a deadlock, it suffices to always be able to send at
least one of the inputs the other partner is waiting for. However, if an
alternative output (w') is sent and the former input (w) is still expected,
the condition must hold again; therefore, timing failure freeness according
to these conditions implies that if an input is continually expected it must
finally be given. In this sense, the meaning of “in time” is similar to that of
the type 2 timing failures. Since alternative outputs are allowed, we don’t
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have to require that it is possible to wait up to a certain time (i.e., that
M| yeor).

In type 3 and 5, we allow that the alternative output is produced by
any I/O-module (including the one which expects an input), whereas in
type 4 and 6 the alternative symbol must be produced by some other I/O-
module. The difference between Condition 2, 4 and 6, and Condition 3
and 5 is illustrated in Fig. 10.3(b), where the input w expected by M; can
be disabled by sending a conflicting output uw. In this example, (w,6) is a
type 2 timing failure, since {My, Ma} | €06 and My F (w,7) for 7 < 6
(M expects input w between time 4 and 6, but M» does not send it). Also,
there is no alternative output sent by Ma, therefore it is also a timing failure
according to Condition 4 and 6. On the other hand, {M;, Ma} is timing
failure free according to Condition 3 or 5, since M1 N M | ((u,6)) and
latest(e,u, M1) = latest(e,w,M;) = 6 (Intuitively, here we assume that
if it doesnt get the expected input w in time, M; can choose to produce
the output u instead). Clearly, if there are no conflicts between input and
output within an I/O-module, then Condition 3 coincides with Condition 4,
and Condition 5 coincides with Condition 6.

In Condition 5 and 6, we require an alternative output which must be
sent before the latest time at which the input is expected. Intuitively, if a
I/O-module expects an input within a certain time which is not provided,
this is regarded as a failure even if an alternative output can occur at some
later time. The difference between timing failures of type 3 and 4 and
timing failures of type 5 and 6 is illustrated in Fig. 10.3(c). In this example,
((w,5)) is a type 5 and 6 timing failure, since latest(e,w, Ms) =20 > 10 =
latest(e,w, M1) (M) expects w before time 10, but M> may choose to send
it only at time 20). However, {M1, M>} has no timing failures of type 1 to
4, since for each time point 7 < 10 at which M; expects w, My can produce
w, and it is safety failure free, since { M, M>} can not wait for more than
10 time units.

There are still other possible definitions of timing failures which we con-
sidered; however, the above list seems to contain most of our intuitive ideas
about the notion of timing failure in different application contexts. Let
failuren(Mj, - -+, M,,) be the union of all safety failures and type n timing
failures of {My,---, M,,}. Next, we will exhibit counterexamples to the mir-
ror property for various failures.

Consider the example shown in Fig. 10.4. Neither {Mg, Mg} nor
{MZ', M1} has any safety failures, because w is accepted by the receiver,
and Mg or Mg' can not wait for 6 time units. {M1, Mg} has a safety failure
(u,6), because My = (u,6), Mg || €06, but (u,6) ¢ Mg. Concerning tim-
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Figure 10.4: A counterexample to the mirror property for failure 1,2, 3.

ing failures, failuren(Mg, Mg) = 0 holds for n € {1, 2,3}, because the input
w of Mg is given by Mg in time, and for the input u of Mg, for example,
(u,8), initially Mg can not wait for 8 time units. (u,8) is both a type 4 and
6 timing failure, because Mg itself produces the other output w. (w,4) is
both a type 5 and 6 timing failure from latest(e,w, Mg) > latest(e,w, Mg).
For Mg' and M, failuren(Mg', My) = 0 holds for any n, because w of Mg
is the only input and it is given by Mg in time. Although {M;, Mg} is
timing failure-free, failuren(Mj, Mg) # 0 for any n due to the safety failures
of them (remember that failuren includes safety failures). Hence, the mirror
properties defined by failurel, 2,3 do not hold in this example, because for
n € {1,2,3}, failuren(Mg, Mg) = 0 and failuren(M;, Mg) # 0 (i.e., My does
not conform to Mg), but failuren(Mg*, M;) = 0.

I={w} Mg o={} I={} ME O={w}
W
( [5J no type 2,3,4 [20,30]
timing failure
@mirror timingfajlure
exists
|={} M O={w} I={w} M, _o={t
( [j notyp8234T E[MO]
timing failure

Figure 10.5: A counterexample to the mirror property for failure 2,3, 4.

In the example shown in Fig. 10.5, no safety failures exist in each pair
of I/O-modules. As for {Mg, M}, note that M can not wait for 20 units
or more. For n € {2,3,4}, failuren(Mg*, M;) = failuren(Ms, Mg) = 0,
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and (w, 10) is in failurel (Mg, Mg), failure6(Mg', M), and failure5(Mg*, My).
The latter two are due to latest(e, w, MZ') > latest(e,w, M). On the other
hand, (w,10) € failuren(Mg, M;) for n € {1,2,3,4,5,6}. Therefore, My
does not conform to Mg with respect to failure2,3,4. Hence, the mirror
properties defined by failure2, 3,4 do not hold in this example.

| o 1={u} NEOZ{W}
={w] ={u}
MS
[1,5]
w u
(1.5 [1.5] notype3s w
timing failure [0, 0]
@mirror @Iimil;g(iglure
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Figure 10.6: A counterexample to the mirror property for failure 3, 5.

Fig. 10.6 shows an example in which the mirror properties defined by
failure3,5 do not hold. Similar to the previous example, here each pair of
I/O-modules is safety failure free. Since no output symbols can change in
Mg and M, {Mg, M} has every type of timing failures (e.g. (u,1)). On
the other hand, failure5(Mg, Mg) = () holds, because for the expected input
w of Mg, some other output u is produced in time (i.e., latest(e,u, MZ") <
latest(e,w, Mg')), and after receiving u, Mg immediately produce w, which
is also in time again from latest(e,u, Mg") < latest(e,w, Mg"). This implies
failure3(Mgs, Mg) = 0. Similarly, we can derive failuren(MZ*, M;) = 0 for
n € {3,5}. Hence, the mirror properties defined by failure3,5 do not hold.
failuren(Mg, M) # 0 for n € {1,2}, because Mg can not produce w without
receiving u, and failuren(Mg, Mg) # 0 for n € {4,6}, because the same I/O-
module Mg produces the other output w.

So far, we have given counterexamples to the mirror properties defined
by failurel to 5. Somewhat surprisingly, however, we have the following
result.

Theorem 10.4 The mirror property defined by failure6 holds.

For the proof, note that in this case a similar lemma as for safety failures
(Lemma 10.3) holds:
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Lemma 10.5 Suppose that failure6(Mg, Mg) = 0, failure6(MZ', Mc) = 0.
Then Mg N Mc |Ey implies Mg = y.

PROOF: Literally as above, if Mg |= y does not hold, then there must exist
a longest prefix z(u,7,) of y such that u € X% U X%, Mg |= z, but Mg H
z(u, 7). From MgNMc¢  y, we have MgNMc | z(u,7,). Again, first we
show that Mg || z o7, holds. Assume that Mg |}/ zo7,. Then, there must
exist u; € EgLUE‘é“t such that latest(z,u1, Mg) < 7,. Ilfu; € Z?, then from
failure6(Mpg, Mg) = 0, Mg has an output ug such that latest(z,us, Mg) <
latest(z,u1, Ms), (Note that this holds only if n is equal to 6. For example,
in the case of n = 5, it is not necessary that Mg has uys € L% as above
(i.e., Mg may have an output ub without violating failures(Mg, Mg) = 0).)
This contradicts Mg | z(u,7,) because latest(z,us, Mg) < 7,. If u; €
Eg“t, then u; is an input of Mg'. Thus, from failure6(Mg*, Mc) = 0, M¢
has u3 € X% such that latest(z,u3, M¢c) < latest(z,u1, Mg"), (this also
holds only in case n = 6) but this contradicts M¢ E z(u,7,) because
latest(z,us, M¢) < 7,. Hence, we have Mg |- z o 7,. The rest of the proof
is exactly as in Lemma 10.3. O
From Lemma 10.5, Theorem 10.4 can be shown as follows.

PrOOF: The direction “Mg¢ conforms to Mg = failure6(Mg', Mc) =
07 follows directly from Lemma 10.2. For the other direction
“failureG(MgL,Mc) = 0 = Mg conforms to Mg”, we assume that Mg
does not conform to Mg, even if failure6(Mg, Mc) = 0 holds. That
is, there exists an I/O-module Mg such that failure6(Mg, Ms) = 0 but
failure6(Mpg, Mc) # 0. Let 2 = y(w, ) € failure6(Mg, Mc). There are two
cases: w € E’gf N 2% and w € B%*. Here we give the proof for the first of
these cases, the second being analogous.

1. In the case that z is a safety failure:

From the definition of safety failures, we have M¢ | yo 7, Mg E =z,
but 2 ¢ Mc. From failure0(Mg, Mg) = 0, w € %%, and Mg [ =z,
either Mg = z or Mg || y o 7 must hold. If Mg = z, then from w €
T8 C BT M || yor, failured( M5, M¢) = 0, we have M¢ | z, but
it contradicts the hypothesis. If Mg || y o7 holds, then from Mg =y
(from Lemma 10.3) for some w, € % U %, latest(y,ws, Ms) < T
must hold. If w, € X%, then from failure6(Mg, Mg) = 0, for some
we € N%, latest(y,w., Mg) < latest(y,ws, Mg) holds. (This holds
only if n = 6.) This contradicts Mg = = from latest(y,w., Mg) < T.
If w, € £2", then from failure6(MZ', M¢) = 0, for some w. € T,
latest(y, we, Mc) < latest(y,ws, Ms) holds. (Again, this holds only if
n = 6.) This contradicts M¢ || y o 7 from latest(y,w., M¢c) < 7.
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2. In the case that x is a type 6 timing failure:

From w € Zf, Mc = = must hold. From failure6(Mg', Mc) = 0,
failure6( Mg, M¢) # 0, and Mg |= y (from Lemma 10.3), for some wy €
T, latest(y, w,, Mg) < latest(y,w, Mc¢) holds. (This holds even if
n # 6.) From this and from failure6(Mpg, Mg) = 0, for some w, €
29t latest(y, we, Mg) < latest(y, ws, Mg) holds. (This holds only if
n = 6.) From the above discussion, failure0(Mg, M) = 0 holds. This
and latest(y,we, Mg) < latest(y,w, M¢c) derives M¢c E y(we, Te)-
However, this means that we have w., € X%, latest(y, we., Mg) <
latest(y,w, M¢), and Mg N M¢ | y(we, 7e), which contradicts z is a
type 6 timing failure.

Since both cases lead to contradictions, the assumption that M¢ does not
conform to Mg must be incorrect. O

The rest of this chapter deals with extensions and variations of these
Theorems. We omit the proofs; they can be found in the extended version
of [ZYS01]. First, we discuss additional conditions such that the mirror prop-
erty holds for the various notions of failure. Since type 1 timing failures are
very similar to safety failures, Theorem 10.1 indicates that unboundedness
of the specification plays an important role. In fact, the following theorem

holds.

Theorem 10.6 If the specification is unbounded, then the mirror property
defined by failurel holds.

Unboundedness of the specification is not sufficient for the mirror proper-
ties of the other failures. Actually, in the examples in Fig. 10.5 and Fig. 10.6,
even if the nonzero latest firing times of v and w in each I/O-module are
increased up to infinity, still failuren(Mg, Mg) = failuren(MZ', M) = 0 and
failuren(Mpg, M1) # 0 holds for n € {2,3,4,5}.

If the inputs and outputs in a specification cannot be fired simultane-
ously, i.e., for any y such that Mg | y there do not exist u € ng" and
w € X2 such that both Mg | y(u,7) and Mg | y(w,7’), then we say that
the specification is I/O conflict free. I/O conflict freeness of a specification
implies that some other I/O-module has to produce an output for the input
expected by the specification. Thus, this is very similar to condition 6 in
the definition of timing failures. However, for the mirror property to hold it
is sufficient to require this condition only at the specification level:

Theorem 10.7 If the specification is I/O conflict free, then the mirror
property defined by failureb holds.
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Figure 10.7: A correct implementation.

no type3,5
timing failure

For the verification of timed asynchronous circuits, it can be argued
that timing failures of type 5 are most appropriate. However, in this con-
text we can not always guarantee that specifications are I/O conflict free.
Thus, in [ZYS01] we started to develop techniques for conformance checking
(w.r.t. failureb) without mirroring. We only briefly discuss the ideas; the
interested reader is referred to [ZYSO1].

For a set M = {Mj,---,M,} of I/O-modules and a trace z, we call
w € Z‘;’“t a limited output, if latest(z,w, M;) < latest(x,w', M}) holds for
any k and w' € E‘]é“t. That is, w decides the latest time point up to which
M can wait after z, if the type 5 timing failures do not exist (i.e., each
input can wait longer). Furthermore, if such limited outputs exist only in
one I/O-module M;, then we call them real limited outputs of M;. More
than one limited output can be real limited as long as it exists in the same
I/O-module. For example, in Fig. 10.6 w is a real limited output of Mg
for {Mg', M} and a trace e. In Fig. 10.7 w is a limited output of Mg for
{MZ, M;} and a trace €, but not a real limited output because u of Mj is
also a limited output and it is not in Mg".

Given a set M = {Mi,---,M,} of I/O-modules, where M; =
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(Zin, 52 Ty), and another I/O-module My = (Z{, 56", 1)), a pseudo tim-
ing fatlure of { My }UM with respect to My is a finite trace z = y(w, 7), where
w € Ui, such that M |y, My | z, and latest(y,w, My) = latest(y, u, My)
holds for some real limited output u of Mj.

In the example of Fig. 10.6, (u, 5) is a pseudo timing failure of {Mg", M;}
with respect to Mg', because w is a real limited output of Mg* and has the
same latest value as the input u (i.e., latest(e,u, M3") = latest(e,w, M)
holds). On the other hand, {Mg", M;} in Fig. 10.7 has no pseudo timing
failure with respect to Mg', because w is not a real limited. Note that
a pseudo timing failure is not included in the type 5 timing failures. Let
failureP(My; Mc) be the union of failure5(My, M) and the set of pseudo
timing failures of {My} U M with respect to My. With these definitions,

we can prove the following theorem.

Theorem 10.8 Suppose that conformance is defined by failureb. Then M¢
conforms to Mg iff failureP(MZ; Mc) = 0.

According to this theorem, conformance checking for failure5 can be done
by constructing failureP(Mg"; Mc). In the case of time Petri nets, an al-
gorithm similar as the one given in the previous chapter can be used to
generate and compare the respective state spaces.



Part IV

Debugging and Testing
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Chapter 11

Model Checking of Program
Runs

In the previous chapters, we have argued that with partial order techniques,
model checking can be used to verify finite-state systems of considerable
size. Because of the state explosion problem, in many cases a complete
state space analysis of large parallel and distributed programs is impossible.
Generally, the number of reachable states is exponential in the number of
state variables of the system. Especially, often the size of the input space of
a parallel or distributed algorithm is too large for a complete traversal. The
input space is defined by the number of input variables and their ranges.
When a system has n input variables, each of which has domain D, then
the size of the input space is |D|". For example, in a sorting algorithm for
a field of 100 integer variables, where each integer is represented by 32 bits,
the size of the input space is (232)1%0 ~ 101900, Even with symbolic methods,
a complete traversal of the states of the unabstracted sorting algorithm is
not possible.

In this chapter, we therefore focus on partial order debugging techniques
for parallel programs. Debugging can be seen as an alternative way of partial
state space traversal: In contrast to verification and testing, the debugging
process is started whenever it has been recognized that the software contains
a bug, and the task is to locate the error. Thus, the search can be restricted
to those parts which are involved in the occurrence of the error.

We develop an on-the-fly algorithm for model checking of temporal logic
safety properties on partially ordered occurrence net structures. This al-
gorithm is then used for the automated debugging of parallel programs.
During the monitoring of a program run, a state action net is constructed
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from the program trace. Temporal specifications are evaluated on-the-fly
with respect to this net. The specifications can express e.g. that an error
has occurred, or that certain control locations have been reached. When
the specified condition can occur, the execution is halted. Since we use a
partial order logic, specification violations can be detected even if they did
not actually occur in the particular interleaving of the program run. The
results of this chapter are a joint work with M. Frey from Viag Interkom
GmbH, Munich [FS98].

The “result” of a reactive program run often is modelled as a finite or
infinite trace or sequence of events. For parallel programs, it is sometimes
more appropriate to model the program behaviour as a partial order. Model
checking can be used to determine whether a specific property formulated
in an appropriate temporal logic holds for the given program run. This
checking can either be done after termination or abortion of the program,
or “on-the-fly” during the execution.

Several authors [BW83, Bat95, BFV86] have proposed to use formal
specifications for the debugging of parallel programs. In contrast to testing,
during the debugging process it is possible to observe and modify internal
variables of the system. Model checking can be used to determine the possi-
ble causes of an error. Hypotheses about the causes of an error are specified
in temporal logic. If the hypotheses are not satisfied, a counter example is
generated to explain why the specification fails.

A first implementation of this idea was integrated in the debugging tool
IDD [HHKS85]. Requirements on the sequence of events of handling a com-
mon communication device of a distributed system were specified in a tem-
poral interval logic. These requirements were automatically checked during
runs of the system. In [GYKO90] a linear time temporal logic for the spec-
ification of debugging assumptions is used. Events occurring during a run
of the system are recorded together with a time stamp. Then the linear se-
quence of events, where the events are totally ordered by their time stamp,
is used for model checking.

Both of the above approaches use a linear representation of parallel sys-
tem runs. The ordering of events by time stamps introduces dependencies
between events, which are not inherent in the run. For example, assume
that the specification says that event A should happen before event B. If
there are causally independent occurrences of A and B in a run, where by
chance A’s time stamp smaller than that of B, then a linear time approach
will not detect the possible error of B happening before A.

Therefore, in [GW94] a partially ordered models to debug distributed
program runs is introduced. The authors propose an efficient algorithm for
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automatic model checking of a limited temporal logic during the program
run. Thus, some errors can be detected even if they do not occur in the arbi-
trary interleaving of independent events during the program run. Frey and
Weininger [FW94] extend this approach to the full partial order temporal
logic of Reisig[Rei88]. The corresponding models are special kinds of finite
causal nets, and the logic describes properties of global states of these mod-
els. Since models must be finite, model checking is applied “post mortem”.
To debug nonterminating reactive programs, the execution is aborted after
some random time interval.

Here, we extend the results of [Fre96] to allow model checking of (po-
tentially) infinite runs “on-the-fly”. Thus, the debugging process can run
in parallel to the system under development. Execution is halted when an
error is found, and variable values can then be inspected and modified. We
give conditions for formulas which can be checked during the program run,
and develop an on-the-fly algorithm for the evaluation of these formulas on
partial order models which are generated by the program run.

11.1 Debugging by Model Checking

Figure 11.1 shows an overview of our approach [Fre96] for checking whether
an execution of a parallel program satisfies a temporal logic specification.

monitoring
model checking

(state action net)

Figure 11.1: Specification-based debugging

We are given a parallel program, a test case of the program, and a
temporal logic specification of properties for this test case. We execute the
program and record a trace of this execution. Whenever during the test
run synchronizations, communications, or accesses to variables are taking
place, whenever executions of methods are starting or ending, and whenever
new threads are generated or terminated, informations about these events is
included in the trace. If the execution of the program is nonterminating, we
abort it as soon as the trace reaches a certain length. The trace is then used
to generate a special causal net called state action net, which is an abstract
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model of the program run. We then apply model checking to determine
whether the specification is satisfied by the state action net. If we find that
the specification is not valid, we exhibit the events which lead to the fatal
situation.

The construction of a partial order model from the linear trace gives
an important advantage. Only those dependencies between threads are in-
cluded in the model which represent synchronizations in the program run.
Thus, errors can be detected even if they did not actually occur in the
particular scheduling or interleaving of the program run.

11.1.1 State Action Nets

State action nets (SANs) are a special kind of finite causal nets, consisting
of nodes and transitions. In SANs, transitions are called actions. Each
action represents an atomic step in the program, i.e., the execution of a
single program statement or a set of synchronized program statements. SAN
nodes are called local states. Each local state is a description of one thread of
control at a particular moment in the execution of the program. It contains
the identification of the thread, the name of the method executed at the
preceding action, and the values of variables in this thread.
Formally, a state action net is a tuple N = (S, A, R), where

e S is a nonempty and finite set of local states,
e A is a nonempty and finite set of actions, and
e RC (S x A)U (A x S) is the causal dependency relation.

State action nets can be seen a a special form of elementary Petri nets,
cf. Chapter 1. The causal dependency relation satisfies the following condi-
tions:

e the transitive closure of R is acyclic, and
e the preset and postset of each local state contains at most one action.

Figure 11.2 shows an example of a state action net. At each local state
the executed methods are annotated. The variable st contains all executed
methods in the order in which they have been called. The prefixes “S.”
and “T.” indicate that the execution of a method is starting or terminating,
respectively. Otherwise, the prefix is “l.”.

State action nets can be generated from traces, which are recorded dur-

ing a particular program run. Each traced event consists of an event name
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@st:/S.get
b
@st=/l.get]$.update

@Sﬂwﬁ%st:n.gem.updme
i

Q st=/1.put/S.update @St=/l .get/T.update
¥ Sy
Qstzll.putll.update Ost=/T.get

XL

Qstz/l.put/T.update

%

Ost=/T.put

Figure 11.2: A state action net

and a set of parameters. In order to relate an event to a specific thread, each
event contains the identification of the thread as a parameter. Further pa-
rameters describe dependencies between pairs of events of different threads.
For example, the generation of a thread can be described by two events: the
event create_thread(x.i) for the creator, and the event new_thread(x.i)
for the created thread. Both events contain a parameter x.i which uniquely
identifies this generation of threads. This unique identification is done by
the thread identification x of the creator and a unique number i with respect
to the creator.

Other events are traced whenever shared variables are generated, deleted,
read or written. Synchronizations are also described by read and write access
to shared variables, together with an event describing that the read access
was done during examination of a waiting condition. Furthermore, there
are events which describe the entering and leaving of method bodies, and
events to describe the beginning of the execution of a new statement.

SANs are generated from traces by examining the traced events and re-
constructing from them causal dependencies in the program run. Sequential
dependencies between actions and local states within a single thread are
generated according to the order in which they occur in the trace. Depen-
dencies between actions of different threads are generated by synchronizing
the traced events of both threads according to the causal dependency within
the program run. For example, each event which describes the reading of
a variable value is causally dependent on the event where this value was
written. Thus, in the SAN a dependency is introduced between the corre-
sponding actions.

Since the SAN of a program run is generated by a linear traversal of the
program trace, it can be generated on-the-fly, during the program run.
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11.1.2 A Temporal Logic for Debugging

Our temporal logic provides means to express local properties of single
threads in an execution, as well as temporal dependency operators. For
the intended application in debugging, we extended classical temporal logic
in three ways:

e The logic consists of two tiers: a local and a global tier.

— The local tier describes requirements on local states. We can ex-
press that variable values satisfy specific predicates and relations
within a local state, for example, that = 3 or « < y. Moreover,
the predicate in.m expresses that a methods m is executed in the
action preceding the local state, and the starting state and the
terminating state of the execution of m can be distinguished by
the predicates start.m and term.m, respectively.

Relational terms and predicates can be combined using the logical
operators — and A.

— The global tier has formulas of the local tier as atomic formu-

las. In addition to boolean operations it contains the temporal
connectives X, F" and U".

e To handle unknown variable values we use a three-valued interpreta-
tion. A formula containing a variable whose value is not visible in a
certain state has the truth value undefined. The semantics of boolean
operations is given by Lukasiewicz’ classical three-valued interpreta-

tion of boolean algebra [RUT1].

o To describe requirements of programs with dynamic generation of
threads, we use thread identifier variables (TIVs) as placeholder for
threads. Each atomic formula of the global tier is prefixed with a
TIV. Formulas can be relativized by equality and other conditions be-
tween TIVs: (p if cond(t,t?)). The semantics of TIVs is defined by
a thread identifier variable assignment (TIVA) which assigns a thread
%T(t) in the program run to every TIV t.

Subsequently, we introduce on-the-fly model checking of program runs with
our temporal logic. Therefore, we give the formal definition of the three-
valued semantics of the global tier. A slice is a maximal set of local states
which are not causally ordered. The step-relation between slices is defined
by firing of transitions. Formally, the global model of an SAN N is defined
by Gy = (6,2, 51,57), where & is the set of all slices of N, and R = 6 x &
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describes the firing of actions. Here (I,I') € R, if an action a exists, which
is activated in ! and !’ is generated from [ by firing a. The initial slice is s,
and the terminal slice is sp. The existence of initial and terminal slice is
guaranteed since the slice-graph is a finite lattice.

For a given slice [ and TIVA T, a formula p of the global tier can be either
true (({,%) E p), or false ((I,T) K p) or undefined ((I,T) kg p). Formally,

these three relations are defined as follows:

e (I,%) Et:p, if alocal state s € [ exists where ¥(¢) = tid(s),
and s = pj;

(I,%) K t:p, if s € exists where T(t)= tid(s), and s F p;;
(I,%) |5t : p;, otherwise.
« (L) £ pif (1T)  p
(1, %) ¥ —pif (,T) = p;
(I,%) |5 —p, otherwise.
e (LY E(PAQI(,T) Epand (,%) Eq
(L) (A if (LT) Fpor (1,T) Fq
(I,%) |5 (p A q), otherwise.
e (I,%) EX pif aslice I exists where (1,') € R and (I',%) = p;
(1,%) X p, otherwise, i.e., if
for all slices I’ with (I,1') € R either (I',T) Epor (I',%) 5P
e (I, F' pif a slice I’ exists such that (I,/') € ®+ and (I',%) k= p;

F' p, otherwise.

m =<1

(p U' q) if a slice I’ exists where

[(1,') € ®T, and (I',T) k= q], and for all slices {” where
(1) € 3% and (1) € 81, either (I7,) £ p, or (I, %) ko ps
(1) B (p U™ q), otherwise.
e (I,%) E (p if cond(t,t)) if (I,%) = p and cond(%(t), T(t)));
(1,%) H (p if cond(t,t))) if (1, ) K p and cond(T(t), T(t));
(1,%) |5 (p if cond(t,t’)), otherwise.

According to this definition, all formulas X p, F' p or (p U q) are either
true or false in any slice [ and TIV T. A formula p is defined to be valid in
an SAN N, if G" p is true in the initial slice of N, where G" pis — F —p
as usual (cf. Chapter 1). Since the truth value of G" p in any slice is not
undefined, the notion of validity in state action nets is two valued: A formula

p is valid in an SAN N if for all  and ¥ of N either (I,%) Epor (,%) lgp-
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For example, consider the formula

((t1:(in.get A term.update) before
t2:(in.put A start.update)) if ¢1 # ¢2)

Here (p before q) 2 =(—p U" q) (for similar abbreviations, cf. Chapter 2).
The formula specifies a precedence order on executions of the method update
which has to be true if update is executed in parallel by several threads. Tt
turns out that this formula is not valid in the SAN of Figure 11.2. In
the next section, we describe an algorithm for automatically checking such
properties.

11.1.3 Model Checking Debugging Logic

Our model checking procedure is a global and bottom-up evaluation of for-
mulas. The checking is done by calculating all slices and TIVAs in which
the formula is false. The formula is valid if the result is empty; otherwise
the calculated slice and TIVA indicates where the formula is not satisfied.
Since it is difficult to calculate slices and TIVAs in which subformulas of the
given formula are undefined, we avoid the negation during model checking
by further transformation of the input formulas. We use the dual temporal
operators V, %, and G*, and replace negated subformulas by the respective
dual formulas. For example, = F p is replaced by G" —p.

The slices are calculated bottom-up using the syntactical structure of
the negated and transformed formula. This syntactical structure can be
described by the syntax tree. To avoid the calculation of slices in which
subformulas are undefined, we slightly change the syntax tree into a formula
tree. The difference between both trees is that a child node of a node labelled
by G’ p, all next p V (p before q) is labelled by the transformed formula
logically equivalent to —p. Leaf nodes of the formula tree may contain
arbitrary formulas of the local tier. Figure 11.3 shows the formula tree of
our example formula.

((p before c‘1) if t11=t2)

(p before )
t1:(not (in.get and t2:(in.put and
term.update)) start.update)
=not p =q

Figure 11.3: A formula tree

In [Fre96], model checking is done “post mortem”, after generating the
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whole SAN of the program run. Therefore, the formula tree can be evalu-
ated bottom-up. All slices and TIVAs of the child nodes of a node in the
formula tree have to be calculated before the slices and TIVAs of a node
can be calculated. To do so, we need the global structure of the net. The
generation of the SAN can be done on-the-fly during the program run. For
checking infinite runs on-the-fly, only part of the global structure is available.
Therefore it is necessary to restrict the logic appropriately.

11.2 Safety Requirement

We want to extend the post mortem model checking approach to reactive
programs with potentially infinite executions. We propose to execute the
program an unlimited amount of time and to check the validity of the for-
mula for this run on-the-fly. This means that model checking can be done
simultaneously during the program run. If a slice and a TIVA is generated
for the root node of the formula tree, the run is stopped and user interac-
tion can take place. Unfortunately, not all properties can be checked in this
manner.

As described above, SANs can be generated on-the-fly. For our pur-
poses, this creation has to satisfy the following two properties: Firstly, the
information in local states must be completed before successors of the local
state are generated. Otherwise, the valuation of formulas of the local tier
may change depending on the changing values of the state. Thus, we could
not guarantee that properties which are false will be remain false during all
continuations of the run. Secondly, any continuation of an execution must
lead to an extension of the SAN, in which all parts of the previously gener-
ated net are unchanged. Otherwise, new slices could be introduced in the
old part of the net. This could lead to a change in the sequences of slices of
the old part which could affect the valuation of formulas.

Both conditions on the generation of nets can be fulfilled in the gener-
ation of state action nets, if all traced variable values belong to different
threads of the program. This condition is trivially satisfied in message pass-
ing programs. In shared memory programs, we can trace “local copies” of
variables shared between several threads.

In addition to the conditions on SANs, we now exhibit a condition for the
properties which are to be model checked on-the-fly. Only those properties
can be examined which, after they are found to be false in a slice and a
TIVA during part of the run, can not become true by the same slice and
TIVA in a continuation of this run. Recall from Chapter 3, that a formula
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p is called a safety property, if for every SAN N,
NEg if (VM <N)3N' >M)N k¢

In this definition, M is an initial subnet of N, and N’ is any continuation
of this subnet M. In other words, ¢ is a safety property if for every net
not satisfying ¢ there is a slice and TIVA such that (I,T) F ¢ and there
is no extension N’ such that (I,T) | ¢ in N'. Stated differently, for every
net dissatisfying ¢ something “bad” must have happened after some finite
amount of time which cannot be remedied by any future good behaviour.

For linear and branching time temporal logics, in Chapter 3 we discussed
various syntactical characterizations of safety and liveness properties. How-
ever, these characterizations are not appropriate for our logic, since it is
interpreted on partial order structures.

All formulas describing properties of finite parts of an infinite compu-
tation are safety-properties. If the length of the finite part is bounded by
the property, then only those slices of a net extension have to be checked
for which a succeeding sequence of slices exists which is bounded by the
property. In particular, each formula of the local tier is a safety property.

If ¢ is a safety property, then the formula G" 0, which is equivalent to
- F —p, is a safety property. In general, F'  is not a safety property: if
in a net no slice exists in which ¢ is satisfied, then F' ¢ is false in the initial
slice. However, if an extension is constructed in which ¢ is true, then F' @
is true in the initial slice. Similarly, the formula (¢ before 1) is a safety
property, but (¢ U' 1) is not a safety property.

As an example for a formula ¢ such that neither ¢ nor —¢p is a safety
property, consider ¢ = F' (pA G" p). Since F' p is not a safety property, ¢
is not a safety property. The formula —p = G (—pV F' —p) is also not a
safety property: G'F" p may be true in the initial slice of a net extension,
because the terminal slice of the extension is the only one satisfying —p. In
all initial subnets, G (-pV F' —p) is false, because in all of its slices p is
satisfied.

To describe the formulas specifying safety properties, we characterize the
set of formula trees of the negated and transformed formulas. A negated
and transformed formula in the formula tree is called slice-stable, if for every
SAN N, for every slice | and for every TIVA T of N

(,%) En ¢ if VM >N(,T) Eu ¢

The relation =y is defined with respect to the SAN N; =y is defined with
respect to an extension M of N. Formulas (¢ Av), (¢ V1)), X ¢, X ¢/, F' o
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and (¢ U 1) are slice-stable if ¢ and 1 are slice-stable and ¢’ specifies a
property of a finite part of the SAN. If ¢ is slice-stable, then its negation
specifies a safety property. Thus, slice-stability is a sufficient criterion for
the algorithm described in the next section to be applicable.

11.3 On-the-Fly Model Checking

In this section, we give a parallel algorithm for model checking safety prop-
erties on-the-fly. The evaluation of the specification can run in parallel with
the program to be debugged, and independent subformulas can be evaluated
in parallel.

In principle, the bottom-up model checking procedure described above
could be applied. Whenever a new subnet is generated during the construc-
tion of the SAN from a trace, we could evaluate the formula tree from scratch
on this subnet. However, with this procedure, for each net extension and
each node of the formula tree all slices and TIVAs calculated in the previous
net extension would have to be recalculated. This is not necessary: we can
reuse the information from the previous subnet. For each extension and
formula-tree node we have to deal only with those slices, which arise from
the addition of further local states to the net.

For each node and each new slice we have to determine whether the
respective subformula is false in the slice. In contrast to the post-mortem
evaluation of the SAN, slices and TIVAs of all children of a node can be
calculated at the same time. Conceptually, all nodes of the formula tree can
be examined independently and, on a multiprocessor system, in parallel.
This can be done by starting a thread for each node which calculates the
slices of this node. To avoid recalculation, for each node we use a queue of
slices and TIVAs, in which they are inserted in a consecutive order.

If all nodes are processed independently, it is necessary to synchronize
the evaluation. Version numbers are assigned to each newly generated net
extension. For each node, evaluation of the slices of a new net extension can
begin when all child nodes have finished the calculation of these slices.

The method in Figure 11.3 describes the synchronization protocol for
each node.

For each node n a new thread is generated executing the method
calc slices. The object san contains the state action net, with a boolean
variable terminated which indicates when the program run is interrupted
or terminated. In this case the variable last_version contains the final ver-
sion number of the program run. The variable version contains the version
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thread calc slices(n)
verston := 0;
while (not san.terminated and version<san.last_version)
await(version < san.version);
await(version < n.childs.version);
calc_operation(n,version+1);
verston++;

Figure 11.4: Synchronization part of the model checking algorithm

number of the last generated net extension.

The first statement of the loop waits for the generation of a new net
extension. The second statements enforces waiting until all child nodes have
finished calculating the slices of the new net extension. Then, the method
specified by the logical operator in the node is called. Additional slices and
TIVAs of the net extension defined by the value of version+1 are calculated.
If a slice and TIVA falsify the subformula of a node, then they are inserted
in the corresponding queue. Finally, version is incremented to signal the
parent node that the slices of the net extension are calculated for the node
n.

In the following we describe the methods which are called by
calc_slices to calculate the new value of the queue of a node. We give
only the cases for atomic formulas, conjunction, and until-formulas; the
other cases are similar. They can be found in [FS98].

Nodes labelled with atomic formulas

Leaf nodes of the formula tree are labelled with atomic formulas. When the
method calc_slicesis called for a leaf node, there are no waiting conditions
for the child nodes. After a new net extension is generated, the method
calc_leaf is called with node and version number of the net extension as
parameters.

New slices and TIVAs can arise from two different sources. Firstly, new
slices have to be built if the extension contains a state which is concurrent
(not causally ordered) to a local state of a previous extension. Secondly,
if the extension contains a state in which the local formula of the node is
satisfied, all slices with this state have to be added. Therefore, the leaf
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procedure calc leaf(n,version)
for all s € san.new_states[version] do
for all s’ € satisfying_states do
if (s || §') then
sl := states2slices({s, s'}, san.all_states[version]);
for alll € sl do
n.queue[version] := n.queuel[version]|U
{(l,make tiva(s'.tid,n.var))};
if check 11(s) then
new_sat_states := new_sat_states U {s}
sl := states2slices({s}, san.all_states[version]);
for all l € sl do
n.queue[version] := n.queuel[version]|U
{(l,make_tiva(s.tid,n.var))};
satis fying states := new_sat_states;

Figure 11.5: Calculation of leafs

node contains a variable satisfying_states which contains all states of pre-
vious extensions in which the formula of the node is satisfied. The vari-
able san.new_states is an array of sets of states containing the new states
of all extensions. The variable san.all_states is also such an array of sets
of states containing all local states of a version. The method statesZslices
calculates all slices which must contain the states of the first parameter,
and all other states of the slices are states of the second parameter. The
method make_tiva generates the TIVA which assigns to the first parameter
a TIV of the second parameter. n.var is the set of TIVs of the node n, and
s'.tid is the thread identification of the local state s'. Method check 11(s)
checks whether in the local state of the parameter the formula of the node
is satisfied.

Nodes labelled with (p A q)

Slices of a node labelled with (pAq) are calculated by an intersection of slice
sets of both nodes. This intersection has to take care of the TIVA associated
with a slice. The parameters of simple_and are the set of variables and the
set of slices and TIVAs of both child nodes. To calculate the intersection,
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it has to be checked whether the TIVA of the slice of one child node and
the TIVA of the slice of the other child node can be merged together. This
is similar to the calculation of a most general unifier in automated theorem
proving. We have to check that no TIV exists to which both TIVAs assign
a different thread identification. This check is done by the method comp.
The merging of TIVAs is done by the method merge.

For an on-the-fly generation of the slices of nodes labelled with (p A q) it
is not sufficient to simply calculate the intersection of the new slices of one
extension. One of the child nodes could be the node of a temporal operator.
A new slice can be generated for a new extension even if the slice itself did
occur in prior extensions. As an example, consider the formula F' p: Ifa
slice of the new extension satisfies p, all slices which are predecessors of it
satisfy F' p- Some of these slices can also be slices of prior extensions. This
leads to the method for an on-the-fly calculation shown in Fig. fig:alg-and.
The method consists of two symmetrical parts, where each part calculates
the intersection between the new slices of one node and all slices of the other
node. It can be easily generalized to deal with arbitrary finite conjunctions.

procedure simple and(varp,varq,slp, slq,sles)
for all (/,¥) € slp do
for all (I',T') € slq ) do
if I =1 and comp(%,T',varp Uvarg) then
T = merge(%,varp, T, varg);
Slres 1= 8lyes U (1, T7);

procedure calc and(n,version)

n.childp.slice_set := n.childp.slice_setU
n.childp.queuelversionl;

n.childg.slice set := n.childq.slice_setU
n.childg.queuelversion];

simple_and(n.childp.var, n.childg.var,
n.childp.queuelversion], n.childq.slice_set, sl);

simple_and(n.childp.var,n.childg.var,
n.childp.slice_set,n.childq.queuelversion], sl1);

n.queue[version] := sl U sl1;

Figure 11.6: Calculation of intersection of slices
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Nodes labelled with (p U q)

There is only one source of new slices for a node labelled (p U" q): The
slices I and TIVAs ¥ of a new extension of the child node labelled with g
can lead to new slices which are a subset of the predecessors of [ w.r.t. R™.

The subset is given by all slices I’ and TIVAs T’ where T’ is a TTVA for all
TIVs of the node and it is an extension of ¥. Furthermore, no slice I" exists
between ! and ! such that (I",%') is an element of the child node labelled
with — p. To check this condition, it is not necessary to know the slices and
TIVAs of the child node labelled with —p of further net extensions, because
only those slices of the child node which are predecessors of [ are necessary.
New predecessors of [ cannot be generated in further net extensions because
of the conditions on state action nets stated in section 3. The method in
Figure 11.3 calculates the slices and TIVAs of a node labelled with (p U’ q)
on-the-fly.

To calculate the slices for the dual operator W' is somewhat more com-
plicated; for more information, the reader is referred to [FS98]. On the other
hand, nodes labelled with formulas (p if cond(t,t')) pose no extra difficul-
ties; such formulas constrain only the values of TIVAs. To calculate the
slices and TIVAs satisfying a condition only the new slices and TIVAs of a
new net extension are necessary for on-the-fly model checking.

Experimental applications

On-the-fly model checking allows to check potentially infinite executions
of concurrent and distributed programs. Monitoring of traces, generation
of state action nets and model checking can be done simultaneously in a
pipelined execution order. If a slice and a TIVA is generated in the root
node of the formula tree, the specification is not valid for this run. In this
case, the program run is stopped, and the user has several choices:

e variable values, control locations and generated slices can be inspected
to find the cause of an error,

e values and locations can interactively be changed by assigning new
values to them, and

e the program run can be resumed with the same specification and his-
tory, to reach the same condition again, or

e the specification can be changed, the history purged and the execution
restarted from the current state.
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procedure calc until(n,version,length)
sla = gen_slices(l1, san. final_slice[version], length);
tivayy := generate_tiva(empty, san.all_tiv[version],n.var);
n.childp.slice_set := n.childp.slice_set U n.childp.queue[ver sion];
for all (I,T) € n.childq.queuelversion] do
for all (') € sl x tiva, do
if comp(%, %', n.childq.var) and (I',1) € R
then
C :=true;
for all (I”,%”) € n.childp.slice_set do
if comp(T', 7, n.childp.var) and
(I',1”) € R and (I",1) € BT
then C := false;
if C and [ € sl then

n.queue[version] := n.queue[version] U (I, T');

Figure 11.7: Checking the partial order until-operator

If no slice and TIVA falsifying the formula is found, the program could run
an unlimited amount of time. However, for each program event all slices
containing this event have to be stored. Thus, an unlimited amount of
memory would be needed for this purpose. Therefore, the program can only
be run for a limited number of steps. If no error occurs within this time,
the program has to be stopped and the history must be purged.

A typical application is as follows. Assume that the user wants to debug
a parallel sorting algorithm. There is one thread T executing a method split
which splits the input into even and odd numbers, and two threads 7. and
T, executing a method sort to sort the even and odd numbers, respectively.
To distinguish both threads sort has a boolean parameter ¢s_e which has
the value true for T, and the value false for T, during the execution of sort.
When T, and 7T, are finished, the resulting sequences are merged by 7,,,. To
control that the splitting is done correctly, the user would specify

(t1:((start.sort A is_e) — even(input)) A
t2:((start.sort A— is_e) — odd(input))).

Thus, whenever e.g. the thread for even numbers gets an odd input the exe-
cution is stopped. The cause of this error can then be found by examination
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of the sequence of actions leading to this situation. The following formula
assures that 7T, must be terminated before T, is started:

(t:(start.split)— (¢':(term.sort A is_e)
before t":(start.merge))).

If the synchronization between T, and T, is faulty, the program is stopped
on the preliminary start of the merging process. To debug the merging,
the user would halt the program when both separate sorting processes are

finished:

—(tl:(term.sort A is_e)
A (t2:term.sort A is_e)).

The thread for merging can be advanced a single step with the specification
(t:(start.merge)— all_next ¢:(term.merge)).

The whole program can be advanced n steps with the following formula:
(t:(start.split)— all_ next™ t':(term.merge)).

Since all of these specification formulas follow a fixed scheme, we have in-
vestigated the possibility of standard templates for them.

We experimented with a preliminary implementation of our algorithm.
One of the main limiting factors in the implementation of our algorithm is
the size of the slice sets for each node in the formula tree. Therefore, we need
a good representation for large sets of slices; furthermore, we need heuristics
on when to discard irrelevant parts of the SAN for garbage collection.

We also extended the approach to a real-time logic similar to the logic
TNL described in Section 7.3. In this setting, the application which is
debugged and the debugger doing the model checking are running on differ-
ent machines. The application sends debugging information to the model
checker, which analyzes the timing constraints expressed by the logic. Here,
the speed of the model checking and the transmission of protocol data over
the local network is important. A solution which overcomes some of the
timing bottlenecks is the automated testing approach described in the next
chapter.
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Chapter 12

Testing Reactive Real-Time
Systems

Testing can be seen as another way of partially traversing the state space
of a software system. By providing appropriate input stimuli, the system
is forced to visit certain states, and responds with output signals which
reveal some of the state information. Depending on whether this output
allows to determine the internal state of the system, current methods for
testing embedded real-time control software can be classified as structural
or specification-based. Structural testing methods try to execute as many
different parts of the program code as possible, where coverage is measured
in terms of statements, conditionals, branches, function calls, and so on.
Specification based methods treat the system under test as a black box and
focus on testing the required properties of the system.

In contrast to verification or debugging, in testing we refrain from the
idea of finding all errors or a certain known error in the system. The goal
is to find as many errors as possible with a limited amount of effort. There-
fore, it is important to develop techniques which allow to test as many state
sequences of the system as can be reasonably expected. Several commercial
tools for the systematic generation and execution of test cases exist. In these
tools, the expected result of each test case usually is specified by a table.
For parallel and distributed reactive systems this is not appropriate, since
the correctness not only depends on the functional value, but also on the
relative order of events. Recently, a number of researchers have proposed
testing based on formal specifications. In particular, the testing theories of
Hennessy [DH84, CH89, CH98|, Tai [Tai85, TO86, TA87, TC96] and Pe-
leska [Pel96a, Pel96b, PS96, PZ99, PS97] allow to generate test sequences

223
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from formal modelling languages. In their approach, for each test case the
result of the program run is checked whether it matches a description in
some formal specification language. This method is closely related to con-
formance checking which is developed in Chapter 9. There, an I/O-module
representing the specification is compared with an I/O-module representing
the implementation; the comparison is done by connecting outputs of the
(mirrored) specification with inputs of the implementation and vice versa.
In specification based testing, not an abstract model but the actual embed-
ded system is used for comparison with the specification. The specification
is written in a mirrored fashion — outputs of the specification being direct
stimuli for the system under test, and outputs of the system being inputs
for the specification which can be used to detect nonconformance.

In Peleska’s method, deterministic CSP terms (cf. Page 25) represent
specifications of the behaviour of the system and its environment. They
are compiled into a transition graph. Since the graph is deterministic, test
sequences can be generated automatically and on the fly. The complete em-
bedded system (hard- and software) is tested with these sequences. A test
driver creates inputs for the system, while a test oracle checks the correct-
ness of the system’s outputs. In contrast to the usual test-script approach
mentioned above, further continuation of each test is determined by these
outputs and by previously tested sequences. A test monitor guarantees that
all relevant test sequences are covered. Since the method is completely au-
tomatic, a high test coverage can be achieved.

In this chapter we report on experiences with this method on two prac-
tical examples — a satellite controller and a protocol stack layer. It turns
out that the main problem in the practical use of formal methods in indus-
trial examples is interfacing to an ever changing and constantly underspec-
ified system. The satellite controller example is joint work with O. Meyer,
the protocol stack example is joint work with J. Bredereke, both from TZi
Univ. Bremen.

12.1 Description of the Systems

12.1.1 The ABRIXAS-PTC

The ABRIXAS X-ray satellite was built by OHB-System GmbH, Bremen, in
cooperation with various scientific laboratories in Germany. Its mission was
the first complete scan of the sky in the medium energy X-ray range up
to 10 KEV. The system consisted of several modules: bus control, attitude
control, camera control, and power and thermal control. The design was
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highly redundant, each hardware component having at least one backup.
Even the software was multiply loaded into different storage areas. However,
this gives only protection from hardware-faults; correctness of the software
is of equal importance. For example, a bug in the battery charge algorithm
within the power and thermal controller could gradually reduce the capacity
of the battery and thus eventually lead to a loss of the satellite. Therefore,
extensive quality assurance was considered necessary in the construction of
the software.

The main task of the ABRIXAS—PTC was to guarantee power supply of
all active consumers. During the sun phase the energy should be generated
by the solar strings; during the shade phase the battery should be used as a
power source. The PTC had to control discharge and recharge of the battery.
It further influenced power supply and temperature of various components
(e.g., battery, mirror system, camera, attitude control, antennas). Another
task was the central acquisition of a significant number of electrical and
thermal data, and their transmission to the tracking station at the ground
station. An overview on the components controlled by the PTC is given in

Fig. 12.1.
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Figure 12.1: Environment of the ABRIXAS-PTC
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The PTC was realized as a separate box consisting of a motherboard
(PTC controller, PTCC) with several additional cards for data acquisition,
energy distribution etc. The PTCC held a standard (space approved) 80C31
processor, which could access data from all other cards via a digital bus. The
additional cards consisted of special circuitry to record voltage, current,
pressure and temperature of various parts of the satellite.

The PTC software was coded in C and Assembler. It was configured with
a set of tables written into the ROM. Input of the PTC were approximately
260 signals, i.e. analog measured data. The PTC controlled approximately
100 switches via the bus, and 70 open collector wires. It could receive ap-
proximately 20 different types of telecommands from the ground station,
and transmit error and diagnostic reports. Furthermore, it had the possibil-
ity of latch-up control via the bus, and could communicate with the second
(redundant) PTC. Fig. 12.2 gives an overview of the PTC interfaces.

Config.
oig 96 switches
Data

259 analogue 72 OC wires
signals

ca. 20 com- l Messages,
mand types reports

Figure 12.2: Interfaces of the ABRIXAS-PTC

The PTC software consisted of approximately 36 modules. A typical
control task was to keep the temperature of a mirror system within a con-
stant interval around 20°C. Another task was to control the charging of the
battery during the sun phase, until the amount of energy discharged during
the preceding shade phase was recharged and a certain battery pressure was
reached. Since the hardware was highly redundant, this specification had to
be satisfied even in case of certain hardware faults.

One problem in building software for space applications is that it is im-
possible to test the software in its real environment. For the purpose of test-
ing the PTC the so called Power-SCOE (Subsystem Check-Out Equipment)
was built, which gave a hardware simulation of the environment of the con-
troller. Basically, it consisted of an adjustable power supply as battery sim-
ulator, adjustable power sinks as consumer simulators, a special hardware
solar generator simulator, and two PCs (COSMI and ADMEG) to compute
the simulation values and for generating and measuring data.
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12.1.2 The UmTs RLC layer

UMTS is (universal mobile telecommunication system) is one of the major
new standards in digital telecommunication which will become the basis
for third generation mobile phones in Europe. These systems will offer an
increased bandwidth for high-speed transfer of multi media data. UMTS is
being developed within the International Telecommunications Union (ITU
IMT-2000) and is being standardized by the Third Generation Partnership
Project (3GPP), in which all major telecommunication companies as well as
the European Telecommunications Standards Institute (ETSI) take part.

The UMTS protocol stack software is supposed to be written in accor-
dance with this open standard. The standard suggest a layered architecture,
where each layer is defined by service primitives to and from upper and lower
levels, respectively, and by the (virtual) peer-to-peer connection to the same
layer of the other communication partner. Layer 1 is the physical layer: it
guarantees services provided by the hardware, for example modulation of
frequencies, multiplexing and demultiplexing of channels, and so on. Layer
2 consists of the media access control (MAC) and radio link control (RLC).
MAC provides unacknowledged data transfer, physical reallocation of radio
resources, and measurements such as traffic volume and quality indication.
RLC has to guarantee services such as safe handover, connection establish-
ment and connection termination. During operation, it exists in several
instances. Layer 3 is responsible for services such as establishment and re-
lease of a connection and transfer of messages. It contains a module for radio
resource control (RRC) which broadcasts information from the network to
all reachable user devices and vice versa. Upper layers contain modules such
as call control (CC) and mobility management (MM). An overview of this
architecture is given in Figure 12.3.

In general, UMTS user equipment and the base stations are developed at
different sites. For such systems, specification based testing is more appro-
priate than structural testing: in order to ensure inter-operability between
devices from different providers, test suites should be based solely on the
UmMTs standard plus additional site-specific requirements, rather than on in-
dividual program code. The 3GPP standard is written partly in English and
partly in SDL. From these souces, Siemens AG, Salzgitter, derives code for
the RLC protocol stack layer of the user equipment with suitable software
development tools. Independently from this, we formalized the requirements
on the protocol for testing.
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Figure 12.3: UMTS protocol stack architecture

12.2 Testing Setup

For the tests, in both cases the informal requirement documents were trans-
lated into a CSP description of the target system and its environment. From
such specification the tool RT-TESTER (formerly VVT-RT) generates test
sequences, which are executed by providing a stream of inputs and monitor-
ing the corresponding outputs of the target.

For speed reasons, it is advantageous to have the test system running
on a machine separate from the target. Usually, these are connected via
specialized interfaces.

In the ABRIXAS project, a K6-200 PC was connected via standard eth-
ernet with the COSMI-PC of the Power-SCOE. The COSMI PC interfaced
the testing machine with the target and the hardware simulation of the
environment (see Fig. 12.4). Licence terms forced us to generate the tran-
sition graph on a Solaris workstation. We then transferred the data to the
VVT-RT PC, which executed and evaluated the tests under Linux. The
adaptation of the TCP/IP based communication protocol of the testing ma-
chine to the specific formats used in the ABRIXAS project was the main
effort in the project.
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Figure 12.4: Power system checkout equipment

For the UMTS project, the same test specifications were to be used both
for the development (host) platform in various integration stages and for
the embedded target. Therefore, the setup was even more involved. Again,
a special hardware simulation of the environment was considered necessary
for high frequency wavetable emulation (“R&S-Tester”). Between the test
engine and the target, we conceived a router which interfaced testing ma-
chine, target, and other equipment. The router connects to the system under
test with the protocol stack running in an interpreter, in an emulated op-
erating system, or on the actual embedded target. This setup is shown in

Figure 12.5.

12.3 Formalization of the Requirements

In order to formally specify the system requirements, we first identified and
classified properties describing the complete capacity of the system. Each
of these properties corresponds to a class of functionalities to be tested. In
both projects one of the main problems was that the requirements were
constantly subject to change.

In the PTC case, changes of the requirements were usually verbally com-
municated and required manual adaption of the CSP terms. In some cases
the required behaviour of the PTC was not yet defined. For example, the re-
action to some combination of hardware faults was unspecified. Many of the
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Figure 12.5: Testing setup for the UMTS example

problems we found in the initial phase were due to such incomplete specifica-
tions and, resulting from that, unpredictable control behaviour of the PTC.
A feedback process with the system designers led to the documentation of
requirements and an overall improvement of the implementation.

In the RLC case, for political reasons there were significant last-minute-
changes to the 3GPP standard expected during the whole development pro-
cess. Similarly, some details for the machine representation of data at the
interfaces were not fixed until necessary. We therefore designed the testing
environment to be highly flexible by

o defining the interface in terms of SDL signals and data structures
instead of low level descriptions,

o performing an automated consistency check between the SDL descrip-
tion of the interface and the formal CSP specification of the interface,
and

e modularizing the formal behaviour specifications into largely indepen-
dent functional requirements.

We developed a generator tool that takes the SDL and the CSP descrip-
tions of the system under test, and automatically generates the code for the
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interface adapter of the testing tool. If the machine representation of the
code changes due to a different selection of hardware, then it is sufficient
to re-compile the interface code. If the requirements in the UMTS standard
change, then it is sufficient to adapt the descriptions in SDL and CSP, and
to re-generate the interface code. The new test scripts then are generated
automatically. The generator also performs consistency checks between the
interface descriptions; e.g., it checks whether the parameter types of SDL
and CSP signals are consistent. With the RLC protocol layer this feature
is especially important: this module uses large and complex data structures
as signal parameters, which are difficult to keep in sync manually. There
are signals with more than one kilobyte of heavily structured parameter
data; comparing their definitions manually would be extremely tedious and
error-prone.

Another preparative to cope with changing requirements is a modular
structure of the formal behaviour specification. CSP allows to specify dif-
ferent aspects of a system separately, and to combine these specifications
by suitable composition operators. We therefore strived to describe each
property of the system under test in a separate requirements module. If a
change of requirements affects only one particular aspect of the system, the
necessary adaptions in the CSP code are restricted to a single module. This
improved the maintainability of the test suites. Furthermore, some crucial
aspects of the system under test had to be tested more thoroughly than
others. In the RLC case, we also composed suitably tailored instances of
the above modules to complex test suites, and run them using the testing
tool. In all these cases, the actual test scripts are generated automatically
on the fly.

We now describe the formalization of requirements for the ABRIXAS PTC
project in more detail. These examples are from [SMH99]. There were three
groups of requirements:

e requirements for switching functions,
e requirements for the energy control, and
e requirements for the thermal control.

As an example for a switching requirement we mention the telecommand to
turn a consumer on or off. This command is delivered to the PTC via the
bus controller. The PTC checks the command for syntactical and seman-
tical consistency. Usually, in order to turn a consumer on, several switches
have to be toggled. The PTC executes the command by putting a sequence
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of appropriate signals onto the bus. It then checks via voltage and cur-
rent sensors whether the operation was correctly performed, and sends an
acknowledgement or error message to ground control. A simple switching
requirement is given in Fig. 12.6.

At any given moment, it is possible to send telecommands for turning any
consumer on or off. All switching operations neccessary to activate or
deactivate this consumer must be performed within a given time constant

T_Swtch Consumer.

Figure 12.6: Requirement for Switching Functionality

An example requirement for the energy control is the central part of the
battery charge control. The satellite battery is highly delicate and must
be charged and decharged according to certain manufacturer instructions.
Charging is done in two phases: main charge and supplementary charge.
During main charge it is important to quickly recharge the battery with a
high current, while during supplementary charge the average pressure and
temperature of the battery influence the charging. The requirement for the
main charge phase is given in Fig. 12.7.

During the sun phase the battery is charged with a charge current of
I _Charge, until the amount of energy consumed during the last shade
phase is recharged, and the minimal absolute pressure P minabs is

reached or the sun phase ends.

Figure 12.7: Requirement for the Energy Control

A third example is the requirement for the thermal control of the CCD
camera. The PTC has to regulate the temperature with electric heat pads,
such that it is as stable as possible; in any case it must remain within
a certain interval. In Fig. 12.8 the normal behaviour is described. This
simplified requirement could be implemented with a simple hardware switch.
The complete requirement, which includes the desired behaviour in case of
hardware faults and insufficient power supply, requires a nontrivial switching
logic and is beyond the scope of this book.

In order to automatically generate a (usually very large) number of test
cases and test data from these requirements, we formulated them in the
specification language CSP. Although some expert knowledge is required to
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The temperature of the CCD camera is always within fixed bounds. If
the camera is turned on, its heater must be deactivated. If the camera is
turned off, the following rules apply: If the temperature of the CCD is
less than H_CCD_opt-H_CCD_tol, the corresponding heater is switched on.
If the temperature of the CCD is greater than H.CCD_opt+H_CCD_tol,
the corresponding heater is switched off.

Figure 12.8: Requirement for the Thermal Control

write such formal specifications, the process is comparable to programming
in a high level programming language and could be done by system engi-
neers. First, the interfaces of each requirement were listed in a systematic
way. Then dependencies between interfaces were located and the require-
ments were grouped in several classes. For each analog channel bounds were
defined, such that the transgression of these bounds leads to the generation
of an event. The event mapping library was programmed and the communi-
cation software connecting VVT-RT to the Power-SCOE was implemented.

SPEC = ( SWITCHCONS [I{| Tau_nextTC |}I] TCTIM ) ||l TIMCHK

SWITCHCONS = Tau_nextTC -> ( (Com_PYRO_PWR_CONS_ON -> setTimSwt
-> Swt_BS_ON_MAIN_ON -> Swt_PYRO_PRE_MAIN_ON
-> Swt_PYRO_PWR_MAIN_ON -> resTimSwt -> SWITCHCONS)
|| (Com_PYRO_PWR_CONS_OFF -> setTimSwt -> Swt_PYRO_PWR_MAIN_OFF
-> resTimSwt -> SWITCHCONS)
[~ ...

TIMCHK = elaTimSwt -> errorSwitchTimer -> TIMCHK

TCTIM = Tau_nextTC -> setTimTick -> elaTimTick -> TCTIM

Figure 12.9: CSP-code for the requirement in Fig. 12.6

Then the requirements were formalised in CSP. As examples we give
the CSP code for the above requirements. Fig. 12.9 shows part of the for-
mulation of the requirement in Fig. 12.6. The formal specification SPEC
consists of three parallel subprocesses SWITCHCONS, TIMCHK and TCTIM. Pro-
cess SWITCHCONS nondeterministically chooses a consumer to be turned on
or off. (In the figure, we only display the consumer PYRO which is used
to open the cover of the mirror system.) The process then generates an
event Com_PYRO_PWR_CONS_ON or Com_PYRO_PWR_CONS_OFF, which is translated
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by the event mapping library into an appropriate telecommand for turn-
ing the pyro on or off. Then a timer TimSwt is activated which super-
vises the required time bound T Swtch Consumer. For turning on the pyro,
the PTC has to switch the three consecutive switches Swt BS_ON_MAIN_ON,
Swt_PYRO PRE_MAIN ON and Swt_PYRO_PWR_MAIN ON. Process SWITCHCONS
waits for the corresponding events. If they arrive in time, it resets the timer
TimSwt. To turn the pyro off it suffices to switch Swt_PYRO_PWR_MAIN_OFF.
All tests are done in an endless loop, which is realised by a recursive call.
Process TIMCHK is executed interleaved with process SWITCHCONS. If the timer
TimSwt elapses, VVT-RT generates the event elaTimSwt which is deliv-
ered to this process. In this case, it generates an appropriate error event
errorSwitchTimer for the test oracle. This way, it is possible to detect
timing errors without stopping or restarting the PTC.

First experiments with this CSP code revealed that the PTC could not
satisfy the requirement. The reason was that the test system generated
telecommands too quickly. As soon as a switch was toggled by the PTC,
the test system without delay asked for the next consumer to be switched.
Sometimes the PTC failed to notice these commands. In reality, where
commands are emitted from human operators at ground control, it is rea-
sonable to assume that such a frequency of commands can not be reached.
Therefore, the informal requirement that “at any given moment” telecom-
mands must be accepted was supplemented. We assumed that at most one
telecommand per second is sent. In the CSP specification, this assumption
is realised by an additional timing process TCTIM, which is synchronized with
process SWITCHCONS via the internal event Tau nextTC. It delays the sending
of new commands by the assumed bound. With this modified specification,
the PTC was fast enough to pass the switching tests.

Fig. 12.10 shows the formalisation of the requirement for the main
charge phase of the power control. Charging starts with the main charge
phase as soon as the sun rises. Within the time bounds defined by timer
TimChargeControl the PTC has to adjust the charge current to the value
I_Charge. Whenever this value is reached (within a certain precision)
VVT-RT generates the event Evt_I BATT MAIN IS I Charge. If process
MAINCHARGE receives this event before timer TimChargeControl elapses, it
resets the timer; if the timer elapses before the required charge current is
reached a test error is signalled. If during main charging the charge cur-
rent leaves the specified precision range around I Charge due to switching
operations, the timer is set again.

It is required that main charging continues until the amount of energy
discharged during the last shade phase is recharged and the minimal abso-
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CHARGECONTROL = Tau_SUN_ON -> setTimChargeControl
-> MAINCHARGE (false, false)

MAINCHARGE(PressureOK, Recharged) =
(Evt_I_BATT_MAIN_IS_I_Charge

-> resTimChargeControl -> MAINCHARGE(PressureOK, Recharged))
[1 (elaTimChargeControl -> errorChargeControl

-> setTimChargeControl -> MAINCHARGE(PressureOK, Recharged))
[0 (Evt_I_BATT_MAIN_ISNOT_I_Charge

-> setTimChargeControl -> MAINCHARGE(PressureOK, Recharged))
[1 (Evt_P_BATT_PRESS_1_0K ->

if Recharged then SUPPLEMENTARYCHARGE

else MAINCHARGE(true, Recharged))
[1 (Evt_Recharged ->

if PressureOK then SUPPLEMENTARYCHARGE

else MAINCHARGE (PressureOK, true))
[1 (Tau_SUN_OFF -> DISCHARGECONTROL)

Figure 12.10: CSP-code for the requirement in Fig. 12.7

lute battery pressure is reached, or until the sun phase ends. In our CSP
encoding of this requirement, the state variables “recharged” and “pressure
0O.K.” are realised by boolean parameters of the process MAINCHARGE. The
event Evt P BATT PRESS 1 OK is generated by the test system whenever the
required pressure range is reached. If this event reaches the process where
the state variable Recharged is false, then the PTC should still be in the
main charge phase. If the process is in state Recharged, then the supervi-
sion of supplementary charge begins. The test system generates the event
Evt_Recharged if the integral of the charge current reaches the integral of
the discharge current during the last shade phase. This way, arbitrary com-
plex hybrid properties can be tested. The CSP code for the main charge is
given in Fig. 12.10.

For conciseness, the formalisation of the requirement for the CCD cam-
era thermal control is just sketched here. The temperature of the camera
is simulated by an algorithm which runs in parallel with the test system.
The CSP processes in Fig. 12.11 describe both the behaviour of the en-
vironment upon activation or deactivation of heat pads, and the required
behaviour of the CCD heater control algorithm. Internal events (starting
with Evt_) are used to synchronise the test system with the temperature sim-
ulation algorithm. For example, whenever at least one of both heaters (main
or redundant) is active, the simulation has to choose a temperature curve
which models the warm up of the camera (Evt_warmer). Similar to above,
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ED = TC2_CCD(ok,false,false)

-- 1st parameter: temperature state, initially o.k.
-- 2nd parameter: heater MAIN state, initially off
-- 3rd parameter: heater REDU state, initially off
—-— Thermal Control Testcase2, Inneril

TC2_CCD(temp,main,redu) =

|
1

1

|

N

N
N

|

N

|

Swt_CCD_HEAT_MAIN_ON -> Evt_warmer -> TC2_CCD(temp,true,redu)
Swt_CCD_HEAT_REDU_ON -> Evt_warmer -> TC2_CCD(temp,main,true)
Swt_CCD_HEAT_MAIN_OFF ->
(if (not redu) then Evt_colder -> SKIP else SKIP);
TC2_CCD(temp,false,redu)
Swt_CCD_HEAT_REDU_OFF ->
(if (not main) then Evt_colder -> SKIP else SKIP);
TC2_CCD(temp,main,false)
Evt_too_warm -> errorTooWarm -> setTiml
-> TC2_CCD(temp,main,redu)
Evt_warm -> setTiml -> TC2_CCD(warm,main,redu)
Evt_ok -> resTiml -> TC2_CCD (ok,main,redu)
Evt_cold -> setTiml -> TC2_CCD(cold,main,redu)
Evt_too_cold -> errorTooCold -> setTiml -> TC2_CCD(temp,main,redu)
elaTiml
-> if ( (temp==warm and (main or redu))
or (temp==cold and (not (main or redu))))
then (errorTooLate -> setTiml -> TC2_CCD(temp,main,redu))
else TC2_CCD(temp,main,redu)
Swt_EXP_PWR_MAIN_ON
-> ( (Swt_CCD_HEAT_MAIN_OFF -> Swt_CCD_HEAT_REDU_OFF -> SKIP)
[0 (Swt_CCD_HEAT_REDU_OFF -> Swt_CCD_HEAT_MAIN_OFF -> SKIP));
Evt_const0K -> TC2_CCD_ON(main)
Swt_EXP_PWR_REDU_ON
=> (  (Swt_CCD_HEAT_MAIN_OFF -> Swt_CCD_HEAT_REDU_OFF -> SKIP)
[1 (Swt_CCD_HEAT_REDU_OFF -> Swt_CCD_HEAT_MAIN_OFF -> SKIP));
Evt_const0OK -=> TC2_CCD_ON(redu)

TC2_CCD_ON(MAIN_REDU) =

|
|

N

Swt_CCD_HEAT_MAIN_ON -> errorHeaterOn -> TC2_CCD_ON(MAIN_REDU)
Swt_CCD_HEAT_REDU_ON -> errorHeaterOn -> TC2_CCD_ON(MAIN_REDU)
Swt_EXP_PWR_MAIN_OFF ->
(if (MAIN_REDU==main)
then (Evt_colder -> TC2_CCD(ok,false,false))
else TC2_CCD_ON(MAIN_REDU))
Swt_EXP_PWR_REDU_OFF ->
(if (MAIN_REDU==redu)
then (Evt_colder -> TC2_CCD(ok,false,false))
else TC2_CCD_ON(MAIN_REDU))

Figure 12.11: CSP-code for the requirement in Fig. 12.8
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VVT-RT checks that certain bounds are respected. For example, if the first
upper limit (H.CCD_opt + H_.CCD_tol) is reached, the simulation component
generates the event Evt warm. In this case, the specification requires the
deactivation of both heat pads within a certain time. Since the tempera-
ture should always stay within certain bounds, the event (Evt_too_warm) is
generated whenever the upper bound is reached and leads to a test error.

The temperature control should only be active when the camera is off. If
the camera is turned on (Swt_EXP PWR xxx ON), then the waste heat suffices
to warm it. Process TC2_CCD_ON checks that in this case the heat pads are
never on. Event Evt_constOK causes the simulation to assume that the
temperature of the operating camera is constant.

12.4 Results of Testing

The CSP test procedures were automatically executed by the test driver
with the above configuration. The test results could both be interactively
compared to the expected results and automatically evaluated.

We already mentioned that in the PTC case a number of requirements
were neither fixed nor documented by the designers. Similarly, for the RLC,
in writing the formal requirements specification and comparing its inter-
face to the implementation’s interface, we found several ambiguities in the
standards document. They can be subject to different, equally legal, incom-
patible interpretations. These spots will need special care to avoid inter-
operability problems with software developed at other sites or by different
manufacturers. Furthermore, we also found a few discrepancies between
the implementation’s interface definition and the interface defined in the
standard.

Small bugs were also found in table entries and conflicting versions of the
configuration data. An example from the PTC is a wrong entry in a table
which concerned the number of switches to be activated for opening the cover
of the camera with the pyro. Thus, when executing the command to open the
cover, only one of two necessary switches was toggled; therefore, additional
user interaction would have been necessary to start the experiment.

There were several situations in which the RLC did not behave as ex-
pected. For example, in a certain state the RLC reacts to a certain signal
where no reaction was intended. With structural testing, probably no ex-
plicit test script would have been written that checks for a non-reaction in
this state. The systematic random exploration of the state space in our ap-
proach found this problem automatically. Furthermore, the tests revealed
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interactions between different instances of the RLC protocol machines. The
requirements allow different instances of these machines which behave com-
pletely independent. Each instance could be tested separately. But we also
performed a test where several protocol machines were tested at the same
time, each one against its own copy of the requirements specification. It
turned out that in such a setup there was the possibility that the entire sys-
tem under test could deadlock. Another interesting observation showed up
only intermittently, after a certain history of input: even though the RLC
always should have gone into the same state, it did not. The on-the-fly gen-
eration of the test scripts allowed us to run the test suite for a long period
of time, which was necessary to detect this problem.

We also found problems in the C code of the PTC software. For example,
a wrong sign in the statement calculating the necessary charge duration had
as consequence that the difference between discharge and recharge amount
was always negative. Thus, in contrast to the above specification, the mini-
mal absolut battery pressure was the only criterion for the charging. In case
of a fault of the pressure sensors there was no redundant way to determine
the necessary charge duration.

Furthermore, in the PTC case an incompatibility between hardware and
software was revelead: The software to store updated parameter tables
or new software in the E?proms during the mission was too fast for the
hardware. Although the software timinig was correct with respect to the
specificiation of the E2proms, the actually written bytes where sometimes
different from the source. It turned out that the employed E?proms did
not meet their specification; the necessary delays between consecutive write
commands were longer than expected. This error demonstrates the impor-
tance of hardware-in-the-loop testing at system level even if the software is
proven to work correctly: The communication between hardware and soft-
ware might introduce new problems.

Specification-based testing thus mainly discovered problems in the ex-
ceptional behaviour, which “normally” never occurs. For safety critical
applications it is required that the systems is reliable even in unforeseen
circumstances. Most problems could be immediately solved. Incomplete
specifications were updated in the requirements document and changed in
the formal specification. Since the testing was completely automatic, regres-
sion tests could be performed for the improved software after compilation
and loading without further efforts. In fact, in the PTC case in late stages of
the project formal testing replaced debugging in the software development
process.
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